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• Ethical Implications: How does improving adversarial 
robustness in AI models intersect with ethical 
considerations? For instance, does making a model more 
robust also make it more or less likely to propagate biases 
or misinformation?


• Trade-offs: There are inherent trade-offs between 
adversarial robustness, model performance, and 
computational efficiency. How do these trade-offs impact 
the ethical deployment of these models?


• Transparency and Explainability: How can transparency 
and explainability in AI models help in understanding and 
mitigating adversarial attacks? Is there a tension between 
the complexity required for robustness and the need for 
understandable models?


• Fairness and Equity in Robust AI Systems: In what ways 
might efforts to increase adversarial robustness impact the 
fairness and equity of AI systems? How can we ensure 
that these efforts do not exacerbate existing inequalities?


• LLMs: How do adversarial attacks on large language 
models differ from those on other types of machine 
learning models, and what unique challenges do they 
present?


• Responsibility and Accountability: Who should be held 
accountable for failures in AI systems due to adversarial 
attacks – the developers, the users, or the AI itself?


• Global Perspectives on AI Robustness: How do 
perspectives on AI robustness and ethics vary across 
different cultures and countries? What can be learned from 
these diverse viewpoints?
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Differential Privacy
Foundations and Applications

Part I: Foundation 
• Privacy and Attack models 
• Differential Privacy 
• Common algorithms  
Part II: DP issues  
• Consistency  



Part I: Foundation
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We live in a data-driven world

5
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Aggregated Personal Data is Invaluable 
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Online advertising

Medical applications

Mobility analysis
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Releasing Personal Data can be Harmful Beyond Your Consent
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Would your  
relatives consent?
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Releasing Personal Data can be Harmful Beyond Your Consent
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Data Breaches and Cost of Privacy
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The average global cost of data  
breaches is $3.86M  (2019) [IBM study]
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Data Anonymization

10
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How do you keep survey data private?

• The census bureau is supposed to keep the collected information confidential.

• How can you retain privacy while publishing results about the survey?

11

user age gender
Margaret 31 F
Luis 49 M
Maria 26 F
Carl 19 M
Isabelle 27 F
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How do you keep survey data private?

• How can you retain privacy while publishing results about the survey?

• Database Reconstruction Theorem: Every information released contributes to violate the 
privacy of an individual. The more information it is publicly released the more privacy is 
violated.
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user age gender
Margaret 31 F
Luis 49 M
Maria 26 F
Carl 19 M
Isabelle 27 F

Avg.:  30.4

Avg.:  34

Avg.:  28

Male

Female

Irit et al. 2003
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Anonymization is not Enough

13
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Anonymization is not Enough

14
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Why Anonymization is Hard?
Model inversion attacks

• Even if you don’t release the raw data, the 
weights of a trained network might reveal 
sensitive information. 

• Model inversion: recover information about 
the training data from the trained model.  

• Example from a face recognition dataset, 
given a classifier trained on this dataset and a 
generative model trained on an unrelated 
dataset of publicly available images.

15

Why Is Anonymization Hard?

Even if you don’t release the raw

data, the weights of a trained

network might reveal sensitive

information.

Model inversion attacks recover

information about the training

data from the trained model.

Here’s an example of

reconstructing individuals from a

face recognition dataset, given a

classifier trained on this dataset

and a generative model trained on

an unrelated dataset of publicly

available images.

Col 1: training image. Col 2: prompt. Col 4: best guess from only public data.

Col 5: reconstruction using classification network.

Source: Zhang et al., “The secret revealer: Generative model-inversion attacks

against deep neural networks.” https://arxiv.org/abs/1911.07135

UofT CSC 2515: 11-Di↵erential Privacy 9 / 53

Source: Zhang et al., “The secret revealer : Generative model-inversion attacks  
against deep neural networks.” https://arxiv.org/abs/1911.07135 

Training  
image Prompt Best guess from 

only public data
Reconstruction  
classification net

Zhang et al. 2020
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Why Anonymization is Hard?
Extraction attacks

• Language models trained on scrapes of the 
public Internet.

• Extraction attack: extracts verbatim text 
sequences from the model’s training data. 

• Example from a GPT-2 model. Given query 
access, it extracts an individual person’s name, 
email address, phone number, fax number, and 
physical address. 

16

Extracting Training Data from Large Language Models
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Abstract
It has become common to publish large (billion parameter)
language models that have been trained on private datasets.
This paper demonstrates that in such settings, an adversary can
perform a training data extraction attack to recover individual
training examples by querying the language model.

We demonstrate our attack on GPT-2, a language model
trained on scrapes of the public Internet, and are able to extract
hundreds of verbatim text sequences from the model’s training
data. These extracted examples include (public) personally
identifiable information (names, phone numbers, and email
addresses), IRC conversations, code, and 128-bit UUIDs. Our
attack is possible even though each of the above sequences
are included in just one document in the training data.

We comprehensively evaluate our extraction attack to un-
derstand the factors that contribute to its success. Worryingly,
we find that larger models are more vulnerable than smaller
models. We conclude by drawing lessons and discussing pos-
sible safeguards for training large language models.

1 Introduction

Language models (LMs)—statistical models which assign a
probability to a sequence of words—are fundamental to many
natural language processing tasks. Modern neural-network-
based LMs use very large model architectures (e.g., 175 bil-
lion parameters [7]) and train on massive datasets (e.g., nearly
a terabyte of English text [55]). This scaling increases the
ability of LMs to generate fluent natural language [53,74,76],
and also allows them to be applied to a plethora of other
tasks [29, 39, 55], even without updating their parameters [7].

At the same time, machine learning models are notorious
for exposing information about their (potentially private) train-
ing data—both in general [47, 65] and in the specific case of
language models [8, 45]. For instance, for certain models it
is known that adversaries can apply membership inference
attacks [65] to predict whether or not any particular example
was in the training data.

GPT-2

East Stroudsburg Stroudsburg...

Prefix

---  Corporation Seabank Centre
------ Marine Parade Southport
Peter W--------- 
-----------@---.------------.com
+-- 7 5--- 40-- 
Fax: +-- 7 5--- 0--0

Memorized text

Figure 1: Our extraction attack. Given query access to a
neural network language model, we extract an individual per-
son’s name, email address, phone number, fax number, and
physical address. The example in this figure shows informa-
tion that is all accurate so we redact it to protect privacy.

Such privacy leakage is typically associated with overfitting
[75]—when a model’s training error is significantly lower
than its test error—because overfitting often indicates that a
model has memorized examples from its training set. Indeed,
overfitting is a sufficient condition for privacy leakage [72]
and many attacks work by exploiting overfitting [65].

The association between overfitting and memorization has—
erroneously—led many to assume that state-of-the-art LMs
will not leak information about their training data. Because
these models are often trained on massive de-duplicated
datasets only for a single epoch [7, 55], they exhibit little
to no overfitting [53]. Accordingly, the prevailing wisdom has
been that “the degree of copying with respect to any given
work is likely to be, at most, de minimis” [71] and that models
do not significantly memorize any particular training example.

USENIX Association 30th USENIX Security Symposium    2633

Carlini et al. 2021
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Linkage Attacks — Results from UC Census:
• Census blocks correctly reconstructed in all 6,207,027, inhabited blocks.
• Block, sex, age, race, ethnicity reconstructed:

• Exactly: 46% of population (142M).
• Allowing age +/- 1 year : 71% of population (219M).

• Name, block sex, age, race, ethnicity:
• Confirmed re-identification: 38% of population.

17

 308,745,548 people in 2010 release which 
implements some “protection” Commercial databases 

McKenna et al. 2018Ramachandran et al. 2012

Why Anonymization is Hard?
Reconstruction attacks



Ferdinando Fioretto | University of  Virginia

• It’s hard to guess what capabilities attackers will have, especially decades into the future. 

• Analogy with crypto: Cryptosystems today are designed based on what quantum 
computers might be able to do in 30 years.

• To defend against unknown capabilities, we need mathematical guarantees. 

• Want to guarantee: no individual is directly harmed  
(e.g. through release of sensitive information) by being  
part of the database, even if the attacker has tons of  
data and computation. 

18

Why Anonymization is Hard?
Needs for guarantees



Ferdinando Fioretto | University of  Virginia

Privacy Definitions

  Part I: Foundation
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Privacy is NOT

• Encryption:

• Alice sends a message to Bob s.t. Trudy  
(the attacker) does not learn the 
message. 

• Bob should get the correct message

20

• Statistical Dataset Privacy :
• Trudy can access the dataset
• It must learn aggregate statistics, 

but
•Must not learn new info about the 

individuals in the dataset 

Encryption
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Privacy is NOT
Secure multiparty computation

• Secure Multiparty Computation:

• A set of agents, each with private input 

• Want to compute a function 

• Each agent can learn the true answer, but 
must not learn any other info than what 
can be inferred from their private input 
and the answer.

xi

f(x1, …, xk)

21

• Statistical Dataset Privacy :
• The function output must not 

disclose individual inputs.
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A private mechanism M(D) that allows an unauthorized 
party P to learn sensitive information about any individual in 
D that P could not have learnt with access to M(D)

22

What is privacy?
Privacy breach



Ferdinando Fioretto | University of  Virginia

The smoking causes cancer case

A private mechanism M(D) that allows an unauthorized party P to 
learn sensitive information about any individual in D that P could not 
have learnt such info with access to M(D)

23

Is this a privacy breach? 

What is privacy?
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Privacy Breach (revisited)

A private mechanism M(D) that allows an unauthorized party P to 
learn sensitive information about any individual x in D that P could 
not have learnt with access to M(D), if x was not in D

24

What is privacy?
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Brief Summary

• Statistical dataset privacy is the problem of releasing aggregate statistics while not disclosing 
individual records

• The problem is distinct from encryption and secure computation

• Defining privacy is non-trivial:

•Requirements include resilience to background knowledge, as well as composition and 
closure under post-processing.

25
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Randomized Response
Early privacy

Randomized response is a survey technique that ensures some level of privacy. 
 
Example: Have you ever dodged your taxes? 

1. Flip a coin.

2. If the coin lands Heads, then answer truthfully. 

3. If it lands Tails, then flip it again. 

1. If it lands Heads, then answer Yes. 

2. If it lands Tails, then answer No.

26

Randomized Response

Intuition: Randomized response is a survey technique that ensures
some level of privacy.

Example: Have you ever dodged your taxes?
Flip a coin.
If the coin lands Heads, then answer truthfully.
If it lands Tails, then flip it again.

If it lands Heads, then answer Yes.

If it lands Tails, then answer No.

Probability of responses:

Yes No

Dodge 3/4 1/4
No Dodge 1/4 3/4

UofT CSC 2515: 11-Di↵erential Privacy 13 / 53

Probability of responses
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Randomized Response
Early privacy

• Tammy, the tax investigator assigns a prior probability of 0.02 to Bob having dodged his taxes. 
Then she noticed he answered Yes to the survey. 

• What is her posterior probability? 

• Tammy’s beliefs haven’t shifted too much.

• Randomness turns out to be a useful technique for preventing information leakage.

Randomized Response

Tammy the Tax Investigator assigns a prior probability of 0.02 to Bob
having dodged his taxes. Then she notices he answered Yes to the
survey. What is her posterior probability?

Pr(Dodge |Yes) =
Pr(Dodge)Pr(Yes |Dodge)

Pr(Dodge)Pr(Yes |Dodge) + Pr(NoDodge)Pr(Yes |NoDodge)

=
0.02 · 3

4

0.02 · 3
4 + 0.98 · 1

4

⇡ 0.058

So Tammy’s beliefs haven’t shifted too much.

More generally, randomness turns out to be a really useful technique
for preventing information leakage.

UofT CSC 2515: 11-Di↵erential Privacy 14 / 53
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A Metaphor for Private Learning

28Slides adapted from Ulfar Erlingsson

A Metaphor
For Private 
Learning

Slides adapted from Ulfar Erlingsson
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A Metaphor for Private Learning

29Slides adapted from Ulfar Erlingsson

An individual’s training data
An Individual’s Training Data

Slides adapted from Ulfar Erlingsson
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A Metaphor for Private Learning

30Slides adapted from Ulfar Erlingsson

An individual’s training data
An Individual’s Training Data

Each bit is flipped with 
probability

50%

Slides adapted from Ulfar Erlingsson

Each bit is flipped with  
probability 51%
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A Metaphor for Private Learning

31Slides adapted from Ulfar Erlingsson

Big Picture 
Remains!

Slides adapted from Ulfar Erlingsson

Big picture remains!
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Differential Privacy

  Part I: Foundation
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Differential Privacy
Intuition

33

Pr[A(D1) = o]

query/alg.
Probability of reporting  

answer “o” 

A(D1)

Dataset

D1
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Differential Privacy
Intuition

34

Pr[A(D1) = o]

Dataset

D2

query/alg.
Probability of reporting  

answer “o” 

A(D2)
Pr[A(D2) = o]

Should not be able do distinguish between weather the input 

was D1 or D2 no matter what the output is
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Differential Privacy
Definition

Pr[A(D1) = O]
Pr[A(D2) = O]

Intuition: An adversary should not be able to use output O to distinguish between any D1 and D2

A randomized algorithm  is ε-differentially private if, for all pairs of inputs , , differing in 
one entry, and for any output O:

𝒜  D1 D2

35

D1 D2
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Differential Privacy
Visually

• Notice that the tail behavior is important!

36

Di↵erential Privacy

Visually:

Notice that the tail behavior is important.

UofT CSC 2515: 11-Di↵erential Privacy 20 / 53



Ferdinando Fioretto | University of  Virginia

Differential Privacy
What can we infer?

• Alice is an attacker who wants to figure out if  Bob(x) is in the cancer database D.  
Her prior for him being in the database is 0.4.  
D is -differentially private. She makes a query and gets back .

• After observing y, she computes the posterior using Bayes’ rule: 
 
 
 
 
 
 
 
 

• Similarly  so Alice hasn’t learn much about Bob.

ε y = M(D)

Pr(x ∈ D |y) ≤ 0.4 exp(ϵ)
37

Di↵erential Privacy

Anna is an attacker who wants to figure out if Patrick (x) is in the
cancer database D. Her prior probability for him being in the
database is 0.4. D is "-di↵erentially private. She makes a query and
gets back y = M(D).

She’s narrowed it down to two possible databases D1 and D2, which
are identical except that x 2 D1 and x 62 D2.
After observing y , she computes her posterior probability using Bayes’
Rule:

Pr(x 2 D | y) =
Pr(x 2 D)Pr(y | x 2 D)

Pr(x 2 D)Pr(y | x 2 D) + Pr(x 62 D)Pr(y | x 62 D)

�
Pr(x 2 D)Pr(y | x 2 D)

Pr(x 2 D)Pr(y | x 2 D) + exp(")Pr(x 62 D)Pr(y | x 2 D)

=
Pr(x 2 D)

Pr(x 2 D) + exp(")Pr(x 62 D)

� 0.4 exp(�")

Similarly, Pr(x 2 D | y)  0.4 exp("). So Anna hasn’t learned much about Patrick.

UofT CSC 2515: 11-Di↵erential Privacy 21 / 53
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Space of all inputs Space of all outputs

A

B

C
D

E

1
2

3
4

Non-trivial: at least 2 outputs  
in image

Differentially Private Algorithms
Can Non-trivial Deterministic Algorithms Satisfy DP?



Ferdinando Fioretto | University of  Virginia 39

Space of all inputs Space of all outputs

A

B

C
D

E

1
2

3
4

Pr = 1

Pr = 0

implies  
Pr[A → 1]
Pr[E → 1]

= ∞Pr[E → 1] = 0

Differentially Private Algorithms
Can Non-trivial Deterministic Algorithms Satisfy DP?
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How do we design DP algorithms?

40

D
<latexit sha1_base64="q5OMgLB/DaE+xZ1rk3eY+oB96xE=">AAAB6HicdVDLSgNBEJyNrxhfUY9eBoPgadmN5uEtEA8eEzAPSJYwO+lNxszOLjOzQgj5Ai8eFPHqJ3nzb5xNIqhoQUNR1U13lx9zprTjfFiZtfWNza3sdm5nd2//IH941FZRIim0aMQj2fWJAs4EtDTTHLqxBBL6HDr+pJ76nXuQikXiVk9j8EIyEixglGgjNa8H+YJjF0ularmEU1J2nQpeKlcX2LWdBQpohcYg/94fRjQJQWjKiVI914m1NyNSM8phnusnCmJCJ2QEPUMFCUF5s8Whc3xmlCEOImlKaLxQv0/MSKjUNPRNZ0j0WP32UvEvr5fooOrNmIgTDYIuFwUJxzrC6dd4yCRQzaeGECqZuRXTMZGEapNNzoTw9Sn+n7SLtuvYbvOyUKuv4siiE3SKzpGLKqiGblADtRBFgB7QE3q27qxH68V6XbZmrNXMMfoB6+0TETeNHQ==</latexit><latexit sha1_base64="q5OMgLB/DaE+xZ1rk3eY+oB96xE=">AAAB6HicdVDLSgNBEJyNrxhfUY9eBoPgadmN5uEtEA8eEzAPSJYwO+lNxszOLjOzQgj5Ai8eFPHqJ3nzb5xNIqhoQUNR1U13lx9zprTjfFiZtfWNza3sdm5nd2//IH941FZRIim0aMQj2fWJAs4EtDTTHLqxBBL6HDr+pJ76nXuQikXiVk9j8EIyEixglGgjNa8H+YJjF0ularmEU1J2nQpeKlcX2LWdBQpohcYg/94fRjQJQWjKiVI914m1NyNSM8phnusnCmJCJ2QEPUMFCUF5s8Whc3xmlCEOImlKaLxQv0/MSKjUNPRNZ0j0WP32UvEvr5fooOrNmIgTDYIuFwUJxzrC6dd4yCRQzaeGECqZuRXTMZGEapNNzoTw9Sn+n7SLtuvYbvOyUKuv4siiE3SKzpGLKqiGblADtRBFgB7QE3q27qxH68V6XbZmrNXMMfoB6+0TETeNHQ==</latexit><latexit sha1_base64="q5OMgLB/DaE+xZ1rk3eY+oB96xE=">AAAB6HicdVDLSgNBEJyNrxhfUY9eBoPgadmN5uEtEA8eEzAPSJYwO+lNxszOLjOzQgj5Ai8eFPHqJ3nzb5xNIqhoQUNR1U13lx9zprTjfFiZtfWNza3sdm5nd2//IH941FZRIim0aMQj2fWJAs4EtDTTHLqxBBL6HDr+pJ76nXuQikXiVk9j8EIyEixglGgjNa8H+YJjF0ularmEU1J2nQpeKlcX2LWdBQpohcYg/94fRjQJQWjKiVI914m1NyNSM8phnusnCmJCJ2QEPUMFCUF5s8Whc3xmlCEOImlKaLxQv0/MSKjUNPRNZ0j0WP32UvEvr5fooOrNmIgTDYIuFwUJxzrC6dd4yCRQzaeGECqZuRXTMZGEapNNzoTw9Sn+n7SLtuvYbvOyUKuv4siiE3SKzpGLKqiGblADtRBFgB7QE3q27qxH68V6XbZmrNXMMfoB6+0TETeNHQ==</latexit><latexit sha1_base64="q5OMgLB/DaE+xZ1rk3eY+oB96xE=">AAAB6HicdVDLSgNBEJyNrxhfUY9eBoPgadmN5uEtEA8eEzAPSJYwO+lNxszOLjOzQgj5Ai8eFPHqJ3nzb5xNIqhoQUNR1U13lx9zprTjfFiZtfWNza3sdm5nd2//IH941FZRIim0aMQj2fWJAs4EtDTTHLqxBBL6HDr+pJ76nXuQikXiVk9j8EIyEixglGgjNa8H+YJjF0ularmEU1J2nQpeKlcX2LWdBQpohcYg/94fRjQJQWjKiVI914m1NyNSM8phnusnCmJCJ2QEPUMFCUF5s8Whc3xmlCEOImlKaLxQv0/MSKjUNPRNZ0j0WP32UvEvr5fooOrNmIgTDYIuFwUJxzrC6dd4yCRQzaeGECqZuRXTMZGEapNNzoTw9Sn+n7SLtuvYbvOyUKuv4siiE3SKzpGLKqiGblADtRBFgB7QE3q27qxH68V6XbZmrNXMMfoB6+0TETeNHQ==</latexit>

Q(D) + Z

Q

How many people 
have malignant 

cancer?

Add noise to the true answer such that:

1. Each answer does not leak too much information about the dataset

2. Noisy answers are close to the original ones
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Laplace Mechanism

Attempt 1: Gaussian noise

Gaussian noise violates our definition, but only because of the tails. It
satisfies a di↵erent definition of di↵erential privacy which allows violating
the " constraint with small probability, but that’s beyond the scope of this
lecture.

UofT CSC 2515: 11-Di↵erential Privacy 25 / 53

What kind of noise?
Gaussian Noise (first attempt)

41

Gaussian noise violates our definition, but only because of the tails. It satisfies a different 
definition of differential privacy which allows violating the ε constraint with small probability, but 
that’s beyond the scope of this slide. 
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What kind of noise?
Laplace noise

The Laplace distribution

Variance =  (b is a parameter determining the scale of the distribution)2b2

42

Laplace Mechanism

The Laplace distribution is just what we need.

p(y ;µ, b) =
1

2b
exp

✓
�
|y � µ|

b

◆

b is a parameter which determines the scale of the distribution.

Variance: 2b2

UofT CSC 2515: 11-Di↵erential Privacy 26 / 53

Laplace Mechanism

The Laplace distribution is just what we need.

p(y ;µ, b) =
1

2b
exp

✓
�
|y � µ|

b

◆

b is a parameter which determines the scale of the distribution.

Variance: 2b2

UofT CSC 2515: 11-Di↵erential Privacy 26 / 53
 Is exactly what we need!
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Laplace Mechanism

• Global sensitivity: Let  be a deterministic vector-valued function of a dataset. The  
sensitivity of f is defined as: 
 
 
 
 
Recall that 

• Laplace mechanism : returns a vector y whose entries are independently sampled from 
Laplace distributions  
 
 
 
where  denotes the i-th entry of 

f L1

∥x∥1 = ∑
i

|xi |

f(D)i f(D)

43

Laplace Mechanism

Let f be a deterministic vector-valued function of a database. The L1

sensitivity of f is defined as:

�f = max
D1,D2

neighbours

kf (D1)� f (D2)k1.

Recall that kxk1 =
P

i
|xi |.

Suppose f returns the vector of counts of individuals who fall into k
disjoint buckets. What is the L1 sensitivity of f ? (Ans: 1)

UofT CSC 2515: 11-Di↵erential Privacy 27 / 53

Laplace Mechanism

Laplace mechanism: return a vector y whose entries are
independently sampled from Laplace distributions

yi ⇠ Laplace

✓
f (D)i ,

�f

"

◆
,

where f (D)i denotes the ith entry of f (D).

The noise is calibrated to the privacy requirement: higher sensitivity
queries and tighter privacy constraints imply more noise.

UofT CSC 2515: 11-Di↵erential Privacy 28 / 53

Noise calibrated to the privacy 
requirement:

Higher sensitivity functions and tighter 
privacy constraints imply more noise
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Sensitivity: Count query

44

How many people 
have malignant 

cancer?

What is the sensitivity of this query?

Cancer

Y

N

N

N

Y

N

N

Y

3

Laplace Mechanism

Let f be a deterministic vector-valued function of a database. The L1

sensitivity of f is defined as:

�f = max
D1,D2

neighbours

kf (D1)� f (D2)k1.

Recall that kxk1 =
P

i
|xi |.

Suppose f returns the vector of counts of individuals who fall into k
disjoint buckets. What is the L1 sensitivity of f ? (Ans: 1)

UofT CSC 2515: 11-Di↵erential Privacy 27 / 53

Cancer

Y

N

N

N

Y

N

N

Y

Y/N

D’

3 or 4
max( |3 − 3 | , |3 − 4 | ) = 1

ỹ = f(D) + Lap ( 1
ϵ )

D
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Sensitivity: SUM query

• Suppose all values x are in , with 

• What is the sensitivity of the SUM =  query? 

[a, b] a, b ≥ 0

∑
x∈D

45

value
3

4

5

3

5

4

24
E.g., a=3, b=5

value
3

4

5

3

5

4

[3, 5]

[27, 29]

• Sensitivity: b
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Laplace Mechanism Privacy

• Consider neighboring datasets D1 and D2

• Consider some output O

•

46

Let Q : D ! R be a numerical query. The Laplace mech-
anism M(D;Q, ✏) = Q(D) + Z, where Z ⇠ Lap(�Q

✏ )
achieves ✏-di↵erentially privacy.

Pr[M(D1) = O]

Pr[M(D2) = O]
=

Pr[Q(D1) + Z = O]

Pr[Q(D2) + Z = O]

=
exp(�|O �Q(D1)|/✏)
exp(�|O �Q(D2)|/✏)

 exp(|Q(D1)�Q(D2)|/✏)

 exp(�Q/✏) = exp(✏)

1

b =             Z ⇠ Laplace(�Q/✏)

b
b

b

f(x | µ = 0, b) =
1

2b
exp

✓
� |x|

b

◆

By triangle inequality 
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Laplace Mechanism
Example

• Example: What fraction of Danish have blue eyes? 

• Mechanism returns the counts  of Danish with and without blue eyes, plus Laplace 
noise. 

• We’d like to satisfy a privacy constraint of ε = 0.1.  
How much Laplace noise should we add? 

• Ans: ∆f /ε = 1/0.1 = 10.

• The noise scale is independent of the population size! 

• I.e., you can answer the query to within about ±10 people, out of the population of 
Denmark. So you can obtain very accurate answers to queries over large populations. 

•

(ξ1, ξ2)

47
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Error of the Laplace Mechanism

• Laplace mechanism works for any function that returns a real number

• Mean squared error:

48

𝔼 [x̃ − x]2 = Var (Lap (
Δf

ϵ )) = 2 (
Δf

ϵ )
2
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Exponential Mechanism
Discrete mappings

• Consider some mapping f (can be deterministic or probabilistic):

49

A
B

C
D

E

1
2

3
4

Inputs Outputs

How to construct a differentially private version of f?
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Exponential Mechanism

• Suppose the goal is to make a decision f(D).

• We have a scoring function  

• Example:

•D = dataset of nationality of a set of people

•f(D): most frequent nationality in D

• : number of people in D with nationality “o”

•

ℒ : 𝒟 × ℛ → ℝ+

#D(o)

ℒ(D, o) = |#D(o) − #D( f(D)) |

50
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Exponential Mechanism

• Given a function   and a loss function 

• Randomly sample an output  from  with probability: 
 
 
 
 

• Where  is the sensitivity of the loss function

• The result is basically a softmax of

• Note: for every output o, Pr[o is selected] > 0.

f : 𝒟 → ℛ ℒ : 𝒟 × ℛ → ℝ+

o ℛ

Δℒ = max
o∈ℛ

max
D,D′ ∈𝒟

|ℒ(D, o) − ℒ(D′ , o) |

51

�L

<latexit sha1_base64="XhNtfXfMk9kORqkCcDF7/F9FTgo="></latexit>

Pr(Y = y) / exp
⇣
� ✏

2�LL(D, y)
⌘

<latexit sha1_base64="85GruWmqB7XPj7pl2Gjy39lBFqo="></latexit>

McSherry et al. 2007
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Exponential Mechanism
• The exponential mechanism is -DP

• For two neighboring datasets , and any value y 
 
 
 
 
 
 
 
 
 
 

• Hence 

ϵ

D1, D2

p(y |D1)
p(y |D2)

≤ exp(ϵ)

52

Exponential Mechansim

Claim: The exponential mechanism is "-di↵erentially private.

For two neighboring databases D1 and D2, and any value y ,

p(y | D1)

p(y | D2)
=

exp(� "
2�LL(y ,D1))P

y 0 exp(� "
2�LL(y 0,D1))

exp(� "
2�LL(y ,D2))P

y 0 exp(� "
2�LL(y 0,D2))

=
exp

�
�

"
2�LL(y ,D1)

�

exp
�
�

"
2�LL(y ,D2)

�
| {z }

 exp("/2)

·

P
y 0 exp

�
�

"
2�LL(y

0,D2)
�

P
y 0 exp

�
�

"
2�LL(y

0,D1)
�

| {z }
 exp("/2)

Both inequalities are straightforward applications of the definition of
�L.

Hence, p(y | D1)
p(y | D2)

 exp("), so we’re done.
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Properties of Differential Privacy

  Part I: Foundation
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Privacy Leakage 
Dinur/Nissim Result

• To ensure some utility on the query answers, some 
information about each individual in the dataset must be 
leaked. 

• We can only hope to bound the amount of disclosure. 

• Therefore: There is a limit on the number of queries that 
can be answered. 

54
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Privacy Leakage 
Dinur/Nissim Result

• To ensure some utility on the query answers, some 
information about each individual in the dataset must be 
leaked. 

• We can only hope to bound the amount of disclosure. 

• Therefore: There is a limit on the number of queries that 
can be answered. 

55

• Dinur/Nissim: Given a dataset D of size n,  a vast majority 
of records in D can be reconstructed when  
queries are answered privately. 

• True even if each query is altered with error up to 

n log(n)2

o( n)

Dinur et al. 2003
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Composition
Sequential Composition

• Given   algorithms that access a dataset D such that each satisfy -DP 

• Then running all n algorithms sequentially satisfies: 
 

                                     -differential privacy

A1, …, An ϵi

(
n

∑
i=1

ϵi)

56Dwork et al. 2006
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Composition
Sequential Composition

• Given   algorithms that access a dataset D such that each satisfy -DP 

• Then running all n algorithms sequentially satisfies: 
 

                                     -differential privacy

A1, …, An ϵi

(
n

∑
i=1

ϵi)

57

Parallel Composition
• If   are algorithms that access disjoint datasets  such that each satisfy  

differential privacy 

• Then running all k algorithms in parallel satisfies  
   
                             -differential privacy

A1, …, An D1, …Dn ϵi

max{ϵ1, …, ϵn}

Dwork et al. 2006
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Post-processing Immunity

58

•Post-processing immunity: If  enjoys -differential privacy and  is 
an arbitrary data-independent mapping, then  is  
-differential private.

A ε g
g ∘ A

ε

Dwork et al. 2006
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  Part I: Foundation                              

• Privacy breaches and no control on accessing side information 

• Differential private algorithm ensure an attacker can’t infer if an individual was in or not a 
dataset, based on any output

• Building blocks:

•Laplace, exponential mechanism, (many others)

•Composition rules help using building blocks to create complex algorithms

Summary
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Part II: Algorithms and 
Consistency Issues
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The Census Data Release Problem

• GOAL: Release socio-demographic feature of  
the population grouped by:

1. Census blocks

2. Counties

3. States

4. National level

62
PDF 130,824 +ξ
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The Census Data Release Problem

• GOAL: Release socio-demographic feature of  
the population grouped by:

1. Census blocks

2. Counties

3. States

4. National level

63
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The Census Data Release Problem

• GOAL: Release socio-demographic feature of  
the population grouped by:

1. Census blocks

2. Counties

3. States

4. National level

64
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The Census Data Release Problem

• GOAL: Release socio-demographic feature of  
the population grouped by:

1. Census blocks

2. Counties

3. States

4. National level

65

308.74M +ξUSA
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3.59M+ξCT

860,435+ξ2 

184,454+ξ5

164,110+ξ3

895,388+ξ6 151,596+ξ7

116,674+ξ8

269,033+ξ4

949,921+ξ1

The consistency issue

• Requirements:

1. Privacy

2. Hierarchical Consistency

3. Validity: The private values are non-negative

• Noise is applied independently to each  
estimate

• The noisy quantities at a “level” (e.g., state)  
are inconsistent with the sum of the  
noisy quantities at the “children levels” 
(e.g., counties of that state) 

66
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Transportation Application

67
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Differential Privacy Challenge for Mobility

68
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Energy Optimization 

69
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Differential Privacy Challenge for Energy

70
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Differential Privacy is oblivious to the 
structure of the dataset and the 

constraints of the underlying problem
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Constrained based DP

72
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Constrained based DP

73
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• : CBDP achieves ε-DP

• By application of the privacy-preserving mechanism on D to calibrated noise, and 
composition

• Efficiency: When the constraint space is convex, CBDP runs in polynomial time in the size 
of the universe and number of constraints

• Accuracy: For convex problems, the optimal solution to the optimization model of CBDP 
satisfies:

•
•

74

Constrained based DP
Properties
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Constrained-based DP
Properties

• Privacy: CBDP achieves generalized ε-Differential Privacy
• By the properties of the (Polar) Laplace mechanism. 

 

• Accuracy: The optimal solution to the optimization model of CBDP satisfies: 
 
 
 
 
 
that is, it is at away from optimality by at most a factor of 2.

75

∥ ̂S* − S∥2 ≤ 2∥S̃ − S∥2

Fioretto et al. IEEE TPWRS 2020
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• Let                    be a collection of queries.

• Let    be their private, noisy, answers.

• Constraint                            is satisfied (in all data sets) on the true query answers, 
but does not on noisy answers

q̃1, q̃2, …, q̃k

76

Q1, Q2, . . . , Qk
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C(Q1, Q2, . . . , Qk)
<latexit sha1_base64="qP4uk/sXWolmcYZRhrfOsjj7nAc="></latexit><latexit sha1_base64="qP4uk/sXWolmcYZRhrfOsjj7nAc="></latexit><latexit sha1_base64="qP4uk/sXWolmcYZRhrfOsjj7nAc="></latexit><latexit sha1_base64="qP4uk/sXWolmcYZRhrfOsjj7nAc="></latexit>

Objective:  Find                        such that:
1. Close to 
2. Satisfy C(x1, x2, . . . , xk)
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Geometrical intuition
Constrained-based DP
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• Consider a set of queries  with private answers {Q1, …, Qk} q̃1, …, q̃k

Constrained-based DP
Geometrical intuition
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• Consider a set of queries  with private answers {Q1, …, Qk} q̃1, …, q̃k

Constrained-based DP
Geometrical intuition
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Protecting Loads
Analysis of the OPF
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Summary: 
• 1-2 order of magnitude improvements, for all ε and 
• Difference of OPF values between BiLevel-DP and original data is <10%

α

CBDP Mechanism Laplace Mechanism

=0.01α =1α =100α

more privateless private

Fioretto et al. CPAIOR 2018
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Summary of Results
Mobility
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Fioretto et al. AAMAS 2018
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A Differentially Private Optimization Approach
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3 1 2 0 0

Group Sizes
1   2   3   4   5

1 1 1 0 02 0 1 0 0
1   2   3   4   5 1   2   3   4   5

3 4 6 6 6

Cumulative Group Sizes 
1   2   3   4   5

1 2 3 3 32 2 3 3 3
1   2   3   4   5 1   2   3   4   5

Levels
1

L=2
cMI

<latexit sha1_base64="KMoCZ4LCVXMc7JzqJudBePFf4xQ=">AAAB/3icbVDLSsNAFJ34rPUVFdy4GSyCq5KIoMuCG10IFewDmlgm00k7dDIJMzdiiVn4K25cKOLW33Dn3zhpu9DWAwOHc+7lnjlBIrgGx/m2FhaXlldWS2vl9Y3NrW17Z7ep41RR1qCxiFU7IJoJLlkDOAjWThQjUSBYKxheFH7rninNY3kLo4T5EelLHnJKwEhde9+LCAyCMKP5XeYBe4Ds+irPu3bFqTpj4HniTkkFTVHv2l9eL6ZpxCRQQbTuuE4CfkYUcCpYXvZSzRJCh6TPOoZKEjHtZ+P8OT4ySg+HsTJPAh6rvzcyEmk9igIzWaTVs14h/ud1UgjP/YzLJAUm6eRQmAoMMS7KwD2uGAUxMoRQxU1WTAdEEQqmsrIpwZ398jxpnlRdp+renFZqzrSOEjpAh+gYuegM1dAlqqMGougRPaNX9GY9WS/Wu/UxGV2wpjt76A+szx/2A5aj</latexit><latexit sha1_base64="KMoCZ4LCVXMc7JzqJudBePFf4xQ=">AAAB/3icbVDLSsNAFJ34rPUVFdy4GSyCq5KIoMuCG10IFewDmlgm00k7dDIJMzdiiVn4K25cKOLW33Dn3zhpu9DWAwOHc+7lnjlBIrgGx/m2FhaXlldWS2vl9Y3NrW17Z7ep41RR1qCxiFU7IJoJLlkDOAjWThQjUSBYKxheFH7rninNY3kLo4T5EelLHnJKwEhde9+LCAyCMKP5XeYBe4Ds+irPu3bFqTpj4HniTkkFTVHv2l9eL6ZpxCRQQbTuuE4CfkYUcCpYXvZSzRJCh6TPOoZKEjHtZ+P8OT4ySg+HsTJPAh6rvzcyEmk9igIzWaTVs14h/ud1UgjP/YzLJAUm6eRQmAoMMS7KwD2uGAUxMoRQxU1WTAdEEQqmsrIpwZ398jxpnlRdp+renFZqzrSOEjpAh+gYuegM1dAlqqMGougRPaNX9GY9WS/Wu/UxGV2wpjt76A+szx/2A5aj</latexit><latexit sha1_base64="KMoCZ4LCVXMc7JzqJudBePFf4xQ=">AAAB/3icbVDLSsNAFJ34rPUVFdy4GSyCq5KIoMuCG10IFewDmlgm00k7dDIJMzdiiVn4K25cKOLW33Dn3zhpu9DWAwOHc+7lnjlBIrgGx/m2FhaXlldWS2vl9Y3NrW17Z7ep41RR1qCxiFU7IJoJLlkDOAjWThQjUSBYKxheFH7rninNY3kLo4T5EelLHnJKwEhde9+LCAyCMKP5XeYBe4Ds+irPu3bFqTpj4HniTkkFTVHv2l9eL6ZpxCRQQbTuuE4CfkYUcCpYXvZSzRJCh6TPOoZKEjHtZ+P8OT4ySg+HsTJPAh6rvzcyEmk9igIzWaTVs14h/ud1UgjP/YzLJAUm6eRQmAoMMS7KwD2uGAUxMoRQxU1WTAdEEQqmsrIpwZ398jxpnlRdp+renFZqzrSOEjpAh+gYuegM1dAlqqMGougRPaNX9GY9WS/Wu/UxGV2wpjt76A+szx/2A5aj</latexit><latexit sha1_base64="KMoCZ4LCVXMc7JzqJudBePFf4xQ=">AAAB/3icbVDLSsNAFJ34rPUVFdy4GSyCq5KIoMuCG10IFewDmlgm00k7dDIJMzdiiVn4K25cKOLW33Dn3zhpu9DWAwOHc+7lnjlBIrgGx/m2FhaXlldWS2vl9Y3NrW17Z7ep41RR1qCxiFU7IJoJLlkDOAjWThQjUSBYKxheFH7rninNY3kLo4T5EelLHnJKwEhde9+LCAyCMKP5XeYBe4Ds+irPu3bFqTpj4HniTkkFTVHv2l9eL6ZpxCRQQbTuuE4CfkYUcCpYXvZSzRJCh6TPOoZKEjHtZ+P8OT4ySg+HsTJPAh6rvzcyEmk9igIzWaTVs14h/ud1UgjP/YzLJAUm6eRQmAoMMS7KwD2uGAUxMoRQxU1WTAdEEQqmsrIpwZ398jxpnlRdp+renFZqzrSOEjpAh+gYuegM1dAlqqMGougRPaNX9GY9WS/Wu/UxGV2wpjt76A+szx/2A5aj</latexit>cGA
<latexit sha1_base64="GY2JYYASz2SNzGaVasw72BAtdI4=">AAAB/3icbVDLSsNAFJ34rPUVFdy4GSyCq5KIoMuKC11WsA9oYplMJ+3QySTM3IglZuGvuHGhiFt/w51/46TtQlsPDBzOuZd75gSJ4Boc59taWFxaXlktrZXXNza3tu2d3aaOU0VZg8YiVu2AaCa4ZA3gIFg7UYxEgWCtYHhZ+K17pjSP5S2MEuZHpC95yCkBI3XtfS8iMAjCjOZ3mQfsAbKrizzv2hWn6oyB54k7JRU0Rb1rf3m9mKYRk0AF0brjOgn4GVHAqWB52Us1Swgdkj7rGCpJxLSfjfPn+MgoPRzGyjwJeKz+3shIpPUoCsxkkVbPeoX4n9dJITz3My6TFJikk0NhKjDEuCgD97hiFMTIEEIVN1kxHRBFKJjKyqYEd/bL86R5UnWdqntzWqk50zpK6AAdomPkojNUQ9eojhqIokf0jF7Rm/VkvVjv1sdkdMGa7uyhP7A+fwDgqZaV</latexit><latexit sha1_base64="GY2JYYASz2SNzGaVasw72BAtdI4=">AAAB/3icbVDLSsNAFJ34rPUVFdy4GSyCq5KIoMuKC11WsA9oYplMJ+3QySTM3IglZuGvuHGhiFt/w51/46TtQlsPDBzOuZd75gSJ4Boc59taWFxaXlktrZXXNza3tu2d3aaOU0VZg8YiVu2AaCa4ZA3gIFg7UYxEgWCtYHhZ+K17pjSP5S2MEuZHpC95yCkBI3XtfS8iMAjCjOZ3mQfsAbKrizzv2hWn6oyB54k7JRU0Rb1rf3m9mKYRk0AF0brjOgn4GVHAqWB52Us1Swgdkj7rGCpJxLSfjfPn+MgoPRzGyjwJeKz+3shIpPUoCsxkkVbPeoX4n9dJITz3My6TFJikk0NhKjDEuCgD97hiFMTIEEIVN1kxHRBFKJjKyqYEd/bL86R5UnWdqntzWqk50zpK6AAdomPkojNUQ9eojhqIokf0jF7Rm/VkvVjv1sdkdMGa7uyhP7A+fwDgqZaV</latexit><latexit sha1_base64="GY2JYYASz2SNzGaVasw72BAtdI4=">AAAB/3icbVDLSsNAFJ34rPUVFdy4GSyCq5KIoMuKC11WsA9oYplMJ+3QySTM3IglZuGvuHGhiFt/w51/46TtQlsPDBzOuZd75gSJ4Boc59taWFxaXlktrZXXNza3tu2d3aaOU0VZg8YiVu2AaCa4ZA3gIFg7UYxEgWCtYHhZ+K17pjSP5S2MEuZHpC95yCkBI3XtfS8iMAjCjOZ3mQfsAbKrizzv2hWn6oyB54k7JRU0Rb1rf3m9mKYRk0AF0brjOgn4GVHAqWB52Us1Swgdkj7rGCpJxLSfjfPn+MgoPRzGyjwJeKz+3shIpPUoCsxkkVbPeoX4n9dJITz3My6TFJikk0NhKjDEuCgD97hiFMTIEEIVN1kxHRBFKJjKyqYEd/bL86R5UnWdqntzWqk50zpK6AAdomPkojNUQ9eojhqIokf0jF7Rm/VkvVjv1sdkdMGa7uyhP7A+fwDgqZaV</latexit><latexit sha1_base64="GY2JYYASz2SNzGaVasw72BAtdI4=">AAAB/3icbVDLSsNAFJ34rPUVFdy4GSyCq5KIoMuKC11WsA9oYplMJ+3QySTM3IglZuGvuHGhiFt/w51/46TtQlsPDBzOuZd75gSJ4Boc59taWFxaXlktrZXXNza3tu2d3aaOU0VZg8YiVu2AaCa4ZA3gIFg7UYxEgWCtYHhZ+K17pjSP5S2MEuZHpC95yCkBI3XtfS8iMAjCjOZ3mQfsAbKrizzv2hWn6oyB54k7JRU0Rb1rf3m9mKYRk0AF0brjOgn4GVHAqWB52Us1Swgdkj7rGCpJxLSfjfPn+MgoPRzGyjwJeKz+3shIpPUoCsxkkVbPeoX4n9dJITz3My6TFJikk0NhKjDEuCgD97hiFMTIEEIVN1kxHRBFKJjKyqYEd/bL86R5UnWdqntzWqk50zpK6AAdomPkojNUQ9eojhqIokf0jF7Rm/VkvVjv1sdkdMGa7uyhP7A+fwDgqZaV</latexit>

N=5
G=6

cUS
<latexit sha1_base64="TfLGf2lIx4llLa2EDGEaQEiUwEY=">AAAB/3icbVDLSsNAFJ3UV62vqODGzWARXJVEBF0W3LisaNpCE8tkOmmHTh7M3IglZuGvuHGhiFt/w51/46TNQlsPDBzOuZd75viJ4Aos69uoLC2vrK5V12sbm1vbO+buXlvFqaTMobGIZdcnigkeMQc4CNZNJCOhL1jHH18WfueeScXj6BYmCfNCMox4wCkBLfXNAzckMPKDjOZ3mQvsATLnJs/7Zt1qWFPgRWKXpI5KtPrmlzuIaRqyCKggSvVsKwEvIxI4FSyvualiCaFjMmQ9TSMSMuVl0/w5PtbKAAex1C8CPFV/b2QkVGoS+nqySKvmvUL8z+ulEFx4GY+SFFhEZ4eCVGCIcVEGHnDJKIiJJoRKrrNiOiKSUNCV1XQJ9vyXF0n7tGFbDfv6rN60yjqq6BAdoRNko3PURFeohRxE0SN6Rq/ozXgyXox342M2WjHKnX30B8bnDxGGlrU=</latexit><latexit sha1_base64="TfLGf2lIx4llLa2EDGEaQEiUwEY=">AAAB/3icbVDLSsNAFJ3UV62vqODGzWARXJVEBF0W3LisaNpCE8tkOmmHTh7M3IglZuGvuHGhiFt/w51/46TNQlsPDBzOuZd75viJ4Aos69uoLC2vrK5V12sbm1vbO+buXlvFqaTMobGIZdcnigkeMQc4CNZNJCOhL1jHH18WfueeScXj6BYmCfNCMox4wCkBLfXNAzckMPKDjOZ3mQvsATLnJs/7Zt1qWFPgRWKXpI5KtPrmlzuIaRqyCKggSvVsKwEvIxI4FSyvualiCaFjMmQ9TSMSMuVl0/w5PtbKAAex1C8CPFV/b2QkVGoS+nqySKvmvUL8z+ulEFx4GY+SFFhEZ4eCVGCIcVEGHnDJKIiJJoRKrrNiOiKSUNCV1XQJ9vyXF0n7tGFbDfv6rN60yjqq6BAdoRNko3PURFeohRxE0SN6Rq/ozXgyXox342M2WjHKnX30B8bnDxGGlrU=</latexit><latexit sha1_base64="TfLGf2lIx4llLa2EDGEaQEiUwEY=">AAAB/3icbVDLSsNAFJ3UV62vqODGzWARXJVEBF0W3LisaNpCE8tkOmmHTh7M3IglZuGvuHGhiFt/w51/46TNQlsPDBzOuZd75viJ4Aos69uoLC2vrK5V12sbm1vbO+buXlvFqaTMobGIZdcnigkeMQc4CNZNJCOhL1jHH18WfueeScXj6BYmCfNCMox4wCkBLfXNAzckMPKDjOZ3mQvsATLnJs/7Zt1qWFPgRWKXpI5KtPrmlzuIaRqyCKggSvVsKwEvIxI4FSyvualiCaFjMmQ9TSMSMuVl0/w5PtbKAAex1C8CPFV/b2QkVGoS+nqySKvmvUL8z+ulEFx4GY+SFFhEZ4eCVGCIcVEGHnDJKIiJJoRKrrNiOiKSUNCV1XQJ9vyXF0n7tGFbDfv6rN60yjqq6BAdoRNko3PURFeohRxE0SN6Rq/ozXgyXox342M2WjHKnX30B8bnDxGGlrU=</latexit><latexit sha1_base64="TfLGf2lIx4llLa2EDGEaQEiUwEY=">AAAB/3icbVDLSsNAFJ3UV62vqODGzWARXJVEBF0W3LisaNpCE8tkOmmHTh7M3IglZuGvuHGhiFt/w51/46TNQlsPDBzOuZd75viJ4Aos69uoLC2vrK5V12sbm1vbO+buXlvFqaTMobGIZdcnigkeMQc4CNZNJCOhL1jHH18WfueeScXj6BYmCfNCMox4wCkBLfXNAzckMPKDjOZ3mQvsATLnJs/7Zt1qWFPgRWKXpI5KtPrmlzuIaRqyCKggSvVsKwEvIxI4FSyvualiCaFjMmQ9TSMSMuVl0/w5PtbKAAex1C8CPFV/b2QkVGoS+nqySKvmvUL8z+ulEFx4GY+SFFhEZ4eCVGCIcVEGHnDJKIiJJoRKrrNiOiKSUNCV1XQJ9vyXF0n7tGFbDfv6rN60yjqq6BAdoRNko3PURFeohRxE0SN6Rq/ozXgyXox342M2WjHKnX30B8bnDxGGlrU=</latexit>

nUS
<latexit sha1_base64="5RYy0XpgvmNzOzHodjmnpT+27W8=">AAAB/3icbVBNS8NAFNzUr1q/ooIXL8EieCqJCHosePFY0bSFJpbNdtMu3WzC7otYYg7+FS8eFPHq3/Dmv3HT5qCtAwvDzHu82QkSzhTY9rdRWVpeWV2rrtc2Nre2d8zdvbaKU0moS2Iey26AFeVMUBcYcNpNJMVRwGknGF8WfueeSsVicQuThPoRHgoWMoJBS33zwIswjIIwE/ld5gF9gMy9yfO+Wbcb9hTWInFKUkclWn3zyxvEJI2oAMKxUj3HTsDPsARGOM1rXqpogskYD2lPU4Ejqvxsmj+3jrUysMJY6ifAmqq/NzIcKTWJAj1ZpFXzXiH+5/VSCC/8jIkkBSrI7FCYcgtiqyjDGjBJCfCJJphIprNaZIQlJqArq+kSnPkvL5L2acOxG871Wb1pl3VU0SE6QifIQeeoia5QC7mIoEf0jF7Rm/FkvBjvxsdstGKUO/voD4zPHyLBlsA=</latexit><latexit sha1_base64="5RYy0XpgvmNzOzHodjmnpT+27W8=">AAAB/3icbVBNS8NAFNzUr1q/ooIXL8EieCqJCHosePFY0bSFJpbNdtMu3WzC7otYYg7+FS8eFPHq3/Dmv3HT5qCtAwvDzHu82QkSzhTY9rdRWVpeWV2rrtc2Nre2d8zdvbaKU0moS2Iey26AFeVMUBcYcNpNJMVRwGknGF8WfueeSsVicQuThPoRHgoWMoJBS33zwIswjIIwE/ld5gF9gMy9yfO+Wbcb9hTWInFKUkclWn3zyxvEJI2oAMKxUj3HTsDPsARGOM1rXqpogskYD2lPU4Ejqvxsmj+3jrUysMJY6ifAmqq/NzIcKTWJAj1ZpFXzXiH+5/VSCC/8jIkkBSrI7FCYcgtiqyjDGjBJCfCJJphIprNaZIQlJqArq+kSnPkvL5L2acOxG871Wb1pl3VU0SE6QifIQeeoia5QC7mIoEf0jF7Rm/FkvBjvxsdstGKUO/voD4zPHyLBlsA=</latexit><latexit sha1_base64="5RYy0XpgvmNzOzHodjmnpT+27W8=">AAAB/3icbVBNS8NAFNzUr1q/ooIXL8EieCqJCHosePFY0bSFJpbNdtMu3WzC7otYYg7+FS8eFPHq3/Dmv3HT5qCtAwvDzHu82QkSzhTY9rdRWVpeWV2rrtc2Nre2d8zdvbaKU0moS2Iey26AFeVMUBcYcNpNJMVRwGknGF8WfueeSsVicQuThPoRHgoWMoJBS33zwIswjIIwE/ld5gF9gMy9yfO+Wbcb9hTWInFKUkclWn3zyxvEJI2oAMKxUj3HTsDPsARGOM1rXqpogskYD2lPU4Ejqvxsmj+3jrUysMJY6ifAmqq/NzIcKTWJAj1ZpFXzXiH+5/VSCC/8jIkkBSrI7FCYcgtiqyjDGjBJCfCJJphIprNaZIQlJqArq+kSnPkvL5L2acOxG871Wb1pl3VU0SE6QifIQeeoia5QC7mIoEf0jF7Rm/FkvBjvxsdstGKUO/voD4zPHyLBlsA=</latexit><latexit sha1_base64="5RYy0XpgvmNzOzHodjmnpT+27W8=">AAAB/3icbVBNS8NAFNzUr1q/ooIXL8EieCqJCHosePFY0bSFJpbNdtMu3WzC7otYYg7+FS8eFPHq3/Dmv3HT5qCtAwvDzHu82QkSzhTY9rdRWVpeWV2rrtc2Nre2d8zdvbaKU0moS2Iey26AFeVMUBcYcNpNJMVRwGknGF8WfueeSsVicQuThPoRHgoWMoJBS33zwIswjIIwE/ld5gF9gMy9yfO+Wbcb9hTWInFKUkclWn3zyxvEJI2oAMKxUj3HTsDPsARGOM1rXqpogskYD2lPU4Ejqvxsmj+3jrUysMJY6ifAmqq/NzIcKTWJAj1ZpFXzXiH+5/VSCC/8jIkkBSrI7FCYcgtiqyjDGjBJCfCJJphIprNaZIQlJqArq+kSnPkvL5L2acOxG871Wb1pl3VU0SE6QifIQeeoia5QC7mIoEf0jF7Rm/FkvBjvxsdstGKUO/voD4zPHyLBlsA=</latexit>

nGA
<latexit sha1_base64="nWqbWqgIer7sS4CTrAwq6QSxqG0=">AAACAXicbVBNS8NAEN34WetX1IvgZbEInkoigh4rHvRYwX5AE8tmu2mXbjZhdyKWEC/+FS8eFPHqv/Dmv3HT9qCtDwYe780wMy9IBNfgON/WwuLS8spqaa28vrG5tW3v7DZ1nCrKGjQWsWoHRDPBJWsAB8HaiWIkCgRrBcPLwm/dM6V5LG9hlDA/In3JQ04JGKlr73sRgUEQZjK/yzxgD6BFdnWR51274lSdMfA8caekgqaod+0vrxfTNGISqCBad1wnAT8jCjgVLC97qWYJoUPSZx1DJYmY9rPxBzk+MkoPh7EyJQGP1d8TGYm0HkWB6Szu1bNeIf7ndVIIz/2MyyQFJulkUZgKDDEu4sA9rhgFMTKEUMXNrZgOiCIUTGhlE4I7+/I8aZ5UXafq3pxWas40jhI6QIfoGLnoDNXQNaqjBqLoET2jV/RmPVkv1rv1MWldsKYze+gPrM8foYSXkw==</latexit><latexit sha1_base64="nWqbWqgIer7sS4CTrAwq6QSxqG0=">AAACAXicbVBNS8NAEN34WetX1IvgZbEInkoigh4rHvRYwX5AE8tmu2mXbjZhdyKWEC/+FS8eFPHqv/Dmv3HT9qCtDwYe780wMy9IBNfgON/WwuLS8spqaa28vrG5tW3v7DZ1nCrKGjQWsWoHRDPBJWsAB8HaiWIkCgRrBcPLwm/dM6V5LG9hlDA/In3JQ04JGKlr73sRgUEQZjK/yzxgD6BFdnWR51274lSdMfA8caekgqaod+0vrxfTNGISqCBad1wnAT8jCjgVLC97qWYJoUPSZx1DJYmY9rPxBzk+MkoPh7EyJQGP1d8TGYm0HkWB6Szu1bNeIf7ndVIIz/2MyyQFJulkUZgKDDEu4sA9rhgFMTKEUMXNrZgOiCIUTGhlE4I7+/I8aZ5UXafq3pxWas40jhI6QIfoGLnoDNXQNaqjBqLoET2jV/RmPVkv1rv1MWldsKYze+gPrM8foYSXkw==</latexit><latexit sha1_base64="nWqbWqgIer7sS4CTrAwq6QSxqG0=">AAACAXicbVBNS8NAEN34WetX1IvgZbEInkoigh4rHvRYwX5AE8tmu2mXbjZhdyKWEC/+FS8eFPHqv/Dmv3HT9qCtDwYe780wMy9IBNfgON/WwuLS8spqaa28vrG5tW3v7DZ1nCrKGjQWsWoHRDPBJWsAB8HaiWIkCgRrBcPLwm/dM6V5LG9hlDA/In3JQ04JGKlr73sRgUEQZjK/yzxgD6BFdnWR51274lSdMfA8caekgqaod+0vrxfTNGISqCBad1wnAT8jCjgVLC97qWYJoUPSZx1DJYmY9rPxBzk+MkoPh7EyJQGP1d8TGYm0HkWB6Szu1bNeIf7ndVIIz/2MyyQFJulkUZgKDDEu4sA9rhgFMTKEUMXNrZgOiCIUTGhlE4I7+/I8aZ5UXafq3pxWas40jhI6QIfoGLnoDNXQNaqjBqLoET2jV/RmPVkv1rv1MWldsKYze+gPrM8foYSXkw==</latexit><latexit sha1_base64="nWqbWqgIer7sS4CTrAwq6QSxqG0=">AAACAXicbVBNS8NAEN34WetX1IvgZbEInkoigh4rHvRYwX5AE8tmu2mXbjZhdyKWEC/+FS8eFPHqv/Dmv3HT9qCtDwYe780wMy9IBNfgON/WwuLS8spqaa28vrG5tW3v7DZ1nCrKGjQWsWoHRDPBJWsAB8HaiWIkCgRrBcPLwm/dM6V5LG9hlDA/In3JQ04JGKlr73sRgUEQZjK/yzxgD6BFdnWR51274lSdMfA8caekgqaod+0vrxfTNGISqCBad1wnAT8jCjgVLC97qWYJoUPSZx1DJYmY9rPxBzk+MkoPh7EyJQGP1d8TGYm0HkWB6Szu1bNeIf7ndVIIz/2MyyQFJulkUZgKDDEu4sA9rhgFMTKEUMXNrZgOiCIUTGhlE4I7+/I8aZ5UXafq3pxWas40jhI6QIfoGLnoDNXQNaqjBqLoET2jV/RmPVkv1rv1MWldsKYze+gPrM8foYSXkw==</latexit> nMI

<latexit sha1_base64="92A4wpXqLvxSngB4nRdiPNp1DGE=">AAACAXicbVBNS8NAEN34WetX1IvgZbEInkoigh4LXvQgVLAf0MSy2W7apZtN2J2IJcSLf8WLB0W8+i+8+W/ctD1o64OBx3szzMwLEsE1OM63tbC4tLyyWlorr29sbm3bO7tNHaeKsgaNRazaAdFMcMkawEGwdqIYiQLBWsHwovBb90xpHstbGCXMj0hf8pBTAkbq2vteRGAQhJnM7zIP2ANokV1f5XnXrjhVZww8T9wpqaAp6l37y+vFNI2YBCqI1h3XScDPiAJOBcvLXqpZQuiQ9FnHUEkipv1s/EGOj4zSw2GsTEnAY/X3REYirUdRYDqLe/WsV4j/eZ0UwnM/4zJJgUk6WRSmAkOMizhwjytGQYwMIVRxcyumA6IIBRNa2YTgzr48T5onVdepujenlZozjaOEDtAhOkYuOkM1dInqqIEoekTP6BW9WU/Wi/VufUxaF6zpzB76A+vzB7bel6E=</latexit><latexit sha1_base64="92A4wpXqLvxSngB4nRdiPNp1DGE=">AAACAXicbVBNS8NAEN34WetX1IvgZbEInkoigh4LXvQgVLAf0MSy2W7apZtN2J2IJcSLf8WLB0W8+i+8+W/ctD1o64OBx3szzMwLEsE1OM63tbC4tLyyWlorr29sbm3bO7tNHaeKsgaNRazaAdFMcMkawEGwdqIYiQLBWsHwovBb90xpHstbGCXMj0hf8pBTAkbq2vteRGAQhJnM7zIP2ANokV1f5XnXrjhVZww8T9wpqaAp6l37y+vFNI2YBCqI1h3XScDPiAJOBcvLXqpZQuiQ9FnHUEkipv1s/EGOj4zSw2GsTEnAY/X3REYirUdRYDqLe/WsV4j/eZ0UwnM/4zJJgUk6WRSmAkOMizhwjytGQYwMIVRxcyumA6IIBRNa2YTgzr48T5onVdepujenlZozjaOEDtAhOkYuOkM1dInqqIEoekTP6BW9WU/Wi/VufUxaF6zpzB76A+vzB7bel6E=</latexit><latexit sha1_base64="92A4wpXqLvxSngB4nRdiPNp1DGE=">AAACAXicbVBNS8NAEN34WetX1IvgZbEInkoigh4LXvQgVLAf0MSy2W7apZtN2J2IJcSLf8WLB0W8+i+8+W/ctD1o64OBx3szzMwLEsE1OM63tbC4tLyyWlorr29sbm3bO7tNHaeKsgaNRazaAdFMcMkawEGwdqIYiQLBWsHwovBb90xpHstbGCXMj0hf8pBTAkbq2vteRGAQhJnM7zIP2ANokV1f5XnXrjhVZww8T9wpqaAp6l37y+vFNI2YBCqI1h3XScDPiAJOBcvLXqpZQuiQ9FnHUEkipv1s/EGOj4zSw2GsTEnAY/X3REYirUdRYDqLe/WsV4j/eZ0UwnM/4zJJgUk6WRSmAkOMizhwjytGQYwMIVRxcyumA6IIBRNa2YTgzr48T5onVdepujenlZozjaOEDtAhOkYuOkM1dInqqIEoekTP6BW9WU/Wi/VufUxaF6zpzB76A+vzB7bel6E=</latexit><latexit sha1_base64="92A4wpXqLvxSngB4nRdiPNp1DGE=">AAACAXicbVBNS8NAEN34WetX1IvgZbEInkoigh4LXvQgVLAf0MSy2W7apZtN2J2IJcSLf8WLB0W8+i+8+W/ctD1o64OBx3szzMwLEsE1OM63tbC4tLyyWlorr29sbm3bO7tNHaeKsgaNRazaAdFMcMkawEGwdqIYiQLBWsHwovBb90xpHstbGCXMj0hf8pBTAkbq2vteRGAQhJnM7zIP2ANokV1f5XnXrjhVZww8T9wpqaAp6l37y+vFNI2YBCqI1h3XScDPiAJOBcvLXqpZQuiQ9FnHUEkipv1s/EGOj4zSw2GsTEnAY/X3REYirUdRYDqLe/WsV4j/eZ0UwnM/4zJJgUk6WRSmAkOMizhwjytGQYwMIVRxcyumA6IIBRNa2YTgzr48T5onVdepujenlZozjaOEDtAhOkYuOkM1dInqqIEoekTP6BW9WU/Wi/VufUxaF6zpzB76A+vzB7bel6E=</latexit>

6 F. Fioretto and P. Van Hentenryck
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Levels
1

L=2
cMI

<latexit sha1_base64="KMoCZ4LCVXMc7JzqJudBePFf4xQ=">AAAB/3icbVDLSsNAFJ34rPUVFdy4GSyCq5KIoMuCG10IFewDmlgm00k7dDIJMzdiiVn4K25cKOLW33Dn3zhpu9DWAwOHc+7lnjlBIrgGx/m2FhaXlldWS2vl9Y3NrW17Z7ep41RR1qCxiFU7IJoJLlkDOAjWThQjUSBYKxheFH7rninNY3kLo4T5EelLHnJKwEhde9+LCAyCMKP5XeYBe4Ds+irPu3bFqTpj4HniTkkFTVHv2l9eL6ZpxCRQQbTuuE4CfkYUcCpYXvZSzRJCh6TPOoZKEjHtZ+P8OT4ySg+HsTJPAh6rvzcyEmk9igIzWaTVs14h/ud1UgjP/YzLJAUm6eRQmAoMMS7KwD2uGAUxMoRQxU1WTAdEEQqmsrIpwZ398jxpnlRdp+renFZqzrSOEjpAh+gYuegM1dAlqqMGougRPaNX9GY9WS/Wu/UxGV2wpjt76A+szx/2A5aj</latexit><latexit sha1_base64="KMoCZ4LCVXMc7JzqJudBePFf4xQ=">AAAB/3icbVDLSsNAFJ34rPUVFdy4GSyCq5KIoMuCG10IFewDmlgm00k7dDIJMzdiiVn4K25cKOLW33Dn3zhpu9DWAwOHc+7lnjlBIrgGx/m2FhaXlldWS2vl9Y3NrW17Z7ep41RR1qCxiFU7IJoJLlkDOAjWThQjUSBYKxheFH7rninNY3kLo4T5EelLHnJKwEhde9+LCAyCMKP5XeYBe4Ds+irPu3bFqTpj4HniTkkFTVHv2l9eL6ZpxCRQQbTuuE4CfkYUcCpYXvZSzRJCh6TPOoZKEjHtZ+P8OT4ySg+HsTJPAh6rvzcyEmk9igIzWaTVs14h/ud1UgjP/YzLJAUm6eRQmAoMMS7KwD2uGAUxMoRQxU1WTAdEEQqmsrIpwZ398jxpnlRdp+renFZqzrSOEjpAh+gYuegM1dAlqqMGougRPaNX9GY9WS/Wu/UxGV2wpjt76A+szx/2A5aj</latexit><latexit sha1_base64="KMoCZ4LCVXMc7JzqJudBePFf4xQ=">AAAB/3icbVDLSsNAFJ34rPUVFdy4GSyCq5KIoMuCG10IFewDmlgm00k7dDIJMzdiiVn4K25cKOLW33Dn3zhpu9DWAwOHc+7lnjlBIrgGx/m2FhaXlldWS2vl9Y3NrW17Z7ep41RR1qCxiFU7IJoJLlkDOAjWThQjUSBYKxheFH7rninNY3kLo4T5EelLHnJKwEhde9+LCAyCMKP5XeYBe4Ds+irPu3bFqTpj4HniTkkFTVHv2l9eL6ZpxCRQQbTuuE4CfkYUcCpYXvZSzRJCh6TPOoZKEjHtZ+P8OT4ySg+HsTJPAh6rvzcyEmk9igIzWaTVs14h/ud1UgjP/YzLJAUm6eRQmAoMMS7KwD2uGAUxMoRQxU1WTAdEEQqmsrIpwZ398jxpnlRdp+renFZqzrSOEjpAh+gYuegM1dAlqqMGougRPaNX9GY9WS/Wu/UxGV2wpjt76A+szx/2A5aj</latexit><latexit sha1_base64="KMoCZ4LCVXMc7JzqJudBePFf4xQ=">AAAB/3icbVDLSsNAFJ34rPUVFdy4GSyCq5KIoMuCG10IFewDmlgm00k7dDIJMzdiiVn4K25cKOLW33Dn3zhpu9DWAwOHc+7lnjlBIrgGx/m2FhaXlldWS2vl9Y3NrW17Z7ep41RR1qCxiFU7IJoJLlkDOAjWThQjUSBYKxheFH7rninNY3kLo4T5EelLHnJKwEhde9+LCAyCMKP5XeYBe4Ds+irPu3bFqTpj4HniTkkFTVHv2l9eL6ZpxCRQQbTuuE4CfkYUcCpYXvZSzRJCh6TPOoZKEjHtZ+P8OT4ySg+HsTJPAh6rvzcyEmk9igIzWaTVs14h/ud1UgjP/YzLJAUm6eRQmAoMMS7KwD2uGAUxMoRQxU1WTAdEEQqmsrIpwZ398jxpnlRdp+renFZqzrSOEjpAh+gYuegM1dAlqqMGougRPaNX9GY9WS/Wu/UxGV2wpjt76A+szx/2A5aj</latexit>cGA
<latexit sha1_base64="GY2JYYASz2SNzGaVasw72BAtdI4=">AAAB/3icbVDLSsNAFJ34rPUVFdy4GSyCq5KIoMuKC11WsA9oYplMJ+3QySTM3IglZuGvuHGhiFt/w51/46TtQlsPDBzOuZd75gSJ4Boc59taWFxaXlktrZXXNza3tu2d3aaOU0VZg8YiVu2AaCa4ZA3gIFg7UYxEgWCtYHhZ+K17pjSP5S2MEuZHpC95yCkBI3XtfS8iMAjCjOZ3mQfsAbKrizzv2hWn6oyB54k7JRU0Rb1rf3m9mKYRk0AF0brjOgn4GVHAqWB52Us1Swgdkj7rGCpJxLSfjfPn+MgoPRzGyjwJeKz+3shIpPUoCsxkkVbPeoX4n9dJITz3My6TFJikk0NhKjDEuCgD97hiFMTIEEIVN1kxHRBFKJjKyqYEd/bL86R5UnWdqntzWqk50zpK6AAdomPkojNUQ9eojhqIokf0jF7Rm/VkvVjv1sdkdMGa7uyhP7A+fwDgqZaV</latexit><latexit sha1_base64="GY2JYYASz2SNzGaVasw72BAtdI4=">AAAB/3icbVDLSsNAFJ34rPUVFdy4GSyCq5KIoMuKC11WsA9oYplMJ+3QySTM3IglZuGvuHGhiFt/w51/46TtQlsPDBzOuZd75gSJ4Boc59taWFxaXlktrZXXNza3tu2d3aaOU0VZg8YiVu2AaCa4ZA3gIFg7UYxEgWCtYHhZ+K17pjSP5S2MEuZHpC95yCkBI3XtfS8iMAjCjOZ3mQfsAbKrizzv2hWn6oyB54k7JRU0Rb1rf3m9mKYRk0AF0brjOgn4GVHAqWB52Us1Swgdkj7rGCpJxLSfjfPn+MgoPRzGyjwJeKz+3shIpPUoCsxkkVbPeoX4n9dJITz3My6TFJikk0NhKjDEuCgD97hiFMTIEEIVN1kxHRBFKJjKyqYEd/bL86R5UnWdqntzWqk50zpK6AAdomPkojNUQ9eojhqIokf0jF7Rm/VkvVjv1sdkdMGa7uyhP7A+fwDgqZaV</latexit><latexit sha1_base64="GY2JYYASz2SNzGaVasw72BAtdI4=">AAAB/3icbVDLSsNAFJ34rPUVFdy4GSyCq5KIoMuKC11WsA9oYplMJ+3QySTM3IglZuGvuHGhiFt/w51/46TtQlsPDBzOuZd75gSJ4Boc59taWFxaXlktrZXXNza3tu2d3aaOU0VZg8YiVu2AaCa4ZA3gIFg7UYxEgWCtYHhZ+K17pjSP5S2MEuZHpC95yCkBI3XtfS8iMAjCjOZ3mQfsAbKrizzv2hWn6oyB54k7JRU0Rb1rf3m9mKYRk0AF0brjOgn4GVHAqWB52Us1Swgdkj7rGCpJxLSfjfPn+MgoPRzGyjwJeKz+3shIpPUoCsxkkVbPeoX4n9dJITz3My6TFJikk0NhKjDEuCgD97hiFMTIEEIVN1kxHRBFKJjKyqYEd/bL86R5UnWdqntzWqk50zpK6AAdomPkojNUQ9eojhqIokf0jF7Rm/VkvVjv1sdkdMGa7uyhP7A+fwDgqZaV</latexit><latexit sha1_base64="GY2JYYASz2SNzGaVasw72BAtdI4=">AAAB/3icbVDLSsNAFJ34rPUVFdy4GSyCq5KIoMuKC11WsA9oYplMJ+3QySTM3IglZuGvuHGhiFt/w51/46TtQlsPDBzOuZd75gSJ4Boc59taWFxaXlktrZXXNza3tu2d3aaOU0VZg8YiVu2AaCa4ZA3gIFg7UYxEgWCtYHhZ+K17pjSP5S2MEuZHpC95yCkBI3XtfS8iMAjCjOZ3mQfsAbKrizzv2hWn6oyB54k7JRU0Rb1rf3m9mKYRk0AF0brjOgn4GVHAqWB52Us1Swgdkj7rGCpJxLSfjfPn+MgoPRzGyjwJeKz+3shIpPUoCsxkkVbPeoX4n9dJITz3My6TFJikk0NhKjDEuCgD97hiFMTIEEIVN1kxHRBFKJjKyqYEd/bL86R5UnWdqntzWqk50zpK6AAdomPkojNUQ9eojhqIokf0jF7Rm/VkvVjv1sdkdMGa7uyhP7A+fwDgqZaV</latexit>

N=5
G=6

cUS
<latexit sha1_base64="TfLGf2lIx4llLa2EDGEaQEiUwEY=">AAAB/3icbVDLSsNAFJ3UV62vqODGzWARXJVEBF0W3LisaNpCE8tkOmmHTh7M3IglZuGvuHGhiFt/w51/46TNQlsPDBzOuZd75viJ4Aos69uoLC2vrK5V12sbm1vbO+buXlvFqaTMobGIZdcnigkeMQc4CNZNJCOhL1jHH18WfueeScXj6BYmCfNCMox4wCkBLfXNAzckMPKDjOZ3mQvsATLnJs/7Zt1qWFPgRWKXpI5KtPrmlzuIaRqyCKggSvVsKwEvIxI4FSyvualiCaFjMmQ9TSMSMuVl0/w5PtbKAAex1C8CPFV/b2QkVGoS+nqySKvmvUL8z+ulEFx4GY+SFFhEZ4eCVGCIcVEGHnDJKIiJJoRKrrNiOiKSUNCV1XQJ9vyXF0n7tGFbDfv6rN60yjqq6BAdoRNko3PURFeohRxE0SN6Rq/ozXgyXox342M2WjHKnX30B8bnDxGGlrU=</latexit><latexit sha1_base64="TfLGf2lIx4llLa2EDGEaQEiUwEY=">AAAB/3icbVDLSsNAFJ3UV62vqODGzWARXJVEBF0W3LisaNpCE8tkOmmHTh7M3IglZuGvuHGhiFt/w51/46TNQlsPDBzOuZd75viJ4Aos69uoLC2vrK5V12sbm1vbO+buXlvFqaTMobGIZdcnigkeMQc4CNZNJCOhL1jHH18WfueeScXj6BYmCfNCMox4wCkBLfXNAzckMPKDjOZ3mQvsATLnJs/7Zt1qWFPgRWKXpI5KtPrmlzuIaRqyCKggSvVsKwEvIxI4FSyvualiCaFjMmQ9TSMSMuVl0/w5PtbKAAex1C8CPFV/b2QkVGoS+nqySKvmvUL8z+ulEFx4GY+SFFhEZ4eCVGCIcVEGHnDJKIiJJoRKrrNiOiKSUNCV1XQJ9vyXF0n7tGFbDfv6rN60yjqq6BAdoRNko3PURFeohRxE0SN6Rq/ozXgyXox342M2WjHKnX30B8bnDxGGlrU=</latexit><latexit sha1_base64="TfLGf2lIx4llLa2EDGEaQEiUwEY=">AAAB/3icbVDLSsNAFJ3UV62vqODGzWARXJVEBF0W3LisaNpCE8tkOmmHTh7M3IglZuGvuHGhiFt/w51/46TNQlsPDBzOuZd75viJ4Aos69uoLC2vrK5V12sbm1vbO+buXlvFqaTMobGIZdcnigkeMQc4CNZNJCOhL1jHH18WfueeScXj6BYmCfNCMox4wCkBLfXNAzckMPKDjOZ3mQvsATLnJs/7Zt1qWFPgRWKXpI5KtPrmlzuIaRqyCKggSvVsKwEvIxI4FSyvualiCaFjMmQ9TSMSMuVl0/w5PtbKAAex1C8CPFV/b2QkVGoS+nqySKvmvUL8z+ulEFx4GY+SFFhEZ4eCVGCIcVEGHnDJKIiJJoRKrrNiOiKSUNCV1XQJ9vyXF0n7tGFbDfv6rN60yjqq6BAdoRNko3PURFeohRxE0SN6Rq/ozXgyXox342M2WjHKnX30B8bnDxGGlrU=</latexit><latexit sha1_base64="TfLGf2lIx4llLa2EDGEaQEiUwEY=">AAAB/3icbVDLSsNAFJ3UV62vqODGzWARXJVEBF0W3LisaNpCE8tkOmmHTh7M3IglZuGvuHGhiFt/w51/46TNQlsPDBzOuZd75viJ4Aos69uoLC2vrK5V12sbm1vbO+buXlvFqaTMobGIZdcnigkeMQc4CNZNJCOhL1jHH18WfueeScXj6BYmCfNCMox4wCkBLfXNAzckMPKDjOZ3mQvsATLnJs/7Zt1qWFPgRWKXpI5KtPrmlzuIaRqyCKggSvVsKwEvIxI4FSyvualiCaFjMmQ9TSMSMuVl0/w5PtbKAAex1C8CPFV/b2QkVGoS+nqySKvmvUL8z+ulEFx4GY+SFFhEZ4eCVGCIcVEGHnDJKIiJJoRKrrNiOiKSUNCV1XQJ9vyXF0n7tGFbDfv6rN60yjqq6BAdoRNko3PURFeohRxE0SN6Rq/ozXgyXox342M2WjHKnX30B8bnDxGGlrU=</latexit>

nUS
<latexit sha1_base64="5RYy0XpgvmNzOzHodjmnpT+27W8=">AAAB/3icbVBNS8NAFNzUr1q/ooIXL8EieCqJCHosePFY0bSFJpbNdtMu3WzC7otYYg7+FS8eFPHq3/Dmv3HT5qCtAwvDzHu82QkSzhTY9rdRWVpeWV2rrtc2Nre2d8zdvbaKU0moS2Iey26AFeVMUBcYcNpNJMVRwGknGF8WfueeSsVicQuThPoRHgoWMoJBS33zwIswjIIwE/ld5gF9gMy9yfO+Wbcb9hTWInFKUkclWn3zyxvEJI2oAMKxUj3HTsDPsARGOM1rXqpogskYD2lPU4Ejqvxsmj+3jrUysMJY6ifAmqq/NzIcKTWJAj1ZpFXzXiH+5/VSCC/8jIkkBSrI7FCYcgtiqyjDGjBJCfCJJphIprNaZIQlJqArq+kSnPkvL5L2acOxG871Wb1pl3VU0SE6QifIQeeoia5QC7mIoEf0jF7Rm/FkvBjvxsdstGKUO/voD4zPHyLBlsA=</latexit><latexit sha1_base64="5RYy0XpgvmNzOzHodjmnpT+27W8=">AAAB/3icbVBNS8NAFNzUr1q/ooIXL8EieCqJCHosePFY0bSFJpbNdtMu3WzC7otYYg7+FS8eFPHq3/Dmv3HT5qCtAwvDzHu82QkSzhTY9rdRWVpeWV2rrtc2Nre2d8zdvbaKU0moS2Iey26AFeVMUBcYcNpNJMVRwGknGF8WfueeSsVicQuThPoRHgoWMoJBS33zwIswjIIwE/ld5gF9gMy9yfO+Wbcb9hTWInFKUkclWn3zyxvEJI2oAMKxUj3HTsDPsARGOM1rXqpogskYD2lPU4Ejqvxsmj+3jrUysMJY6ifAmqq/NzIcKTWJAj1ZpFXzXiH+5/VSCC/8jIkkBSrI7FCYcgtiqyjDGjBJCfCJJphIprNaZIQlJqArq+kSnPkvL5L2acOxG871Wb1pl3VU0SE6QifIQeeoia5QC7mIoEf0jF7Rm/FkvBjvxsdstGKUO/voD4zPHyLBlsA=</latexit><latexit sha1_base64="5RYy0XpgvmNzOzHodjmnpT+27W8=">AAAB/3icbVBNS8NAFNzUr1q/ooIXL8EieCqJCHosePFY0bSFJpbNdtMu3WzC7otYYg7+FS8eFPHq3/Dmv3HT5qCtAwvDzHu82QkSzhTY9rdRWVpeWV2rrtc2Nre2d8zdvbaKU0moS2Iey26AFeVMUBcYcNpNJMVRwGknGF8WfueeSsVicQuThPoRHgoWMoJBS33zwIswjIIwE/ld5gF9gMy9yfO+Wbcb9hTWInFKUkclWn3zyxvEJI2oAMKxUj3HTsDPsARGOM1rXqpogskYD2lPU4Ejqvxsmj+3jrUysMJY6ifAmqq/NzIcKTWJAj1ZpFXzXiH+5/VSCC/8jIkkBSrI7FCYcgtiqyjDGjBJCfCJJphIprNaZIQlJqArq+kSnPkvL5L2acOxG871Wb1pl3VU0SE6QifIQeeoia5QC7mIoEf0jF7Rm/FkvBjvxsdstGKUO/voD4zPHyLBlsA=</latexit><latexit sha1_base64="5RYy0XpgvmNzOzHodjmnpT+27W8=">AAAB/3icbVBNS8NAFNzUr1q/ooIXL8EieCqJCHosePFY0bSFJpbNdtMu3WzC7otYYg7+FS8eFPHq3/Dmv3HT5qCtAwvDzHu82QkSzhTY9rdRWVpeWV2rrtc2Nre2d8zdvbaKU0moS2Iey26AFeVMUBcYcNpNJMVRwGknGF8WfueeSsVicQuThPoRHgoWMoJBS33zwIswjIIwE/ld5gF9gMy9yfO+Wbcb9hTWInFKUkclWn3zyxvEJI2oAMKxUj3HTsDPsARGOM1rXqpogskYD2lPU4Ejqvxsmj+3jrUysMJY6ifAmqq/NzIcKTWJAj1ZpFXzXiH+5/VSCC/8jIkkBSrI7FCYcgtiqyjDGjBJCfCJJphIprNaZIQlJqArq+kSnPkvL5L2acOxG871Wb1pl3VU0SE6QifIQeeoia5QC7mIoEf0jF7Rm/FkvBjvxsdstGKUO/voD4zPHyLBlsA=</latexit>
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Fig. 2. Region hierarchies associated with the dataset of Figure 1(a): group size hier-
archy T2 (a), and cumulative group size hierarchy T c

2 (b).

5 The Direct Optimization-Based PGSR Mechanism

This section presents a two-step mechanism for the PGSR problem. The first
step produces a noisy version of the group sizes, while the second step restores
the feasibility of the PGSR constraints while staying as close as possible to the
noisy counts. The first step produces a noisy hierarchy T̃ “ tñr | r P Ru using
the geometric mechanism with parameter � “ 2L

✏
on the vectors nr:

ñr “ nr ` Geom
´2L

✏

¯N

. (3)

This step satisfies ✏-di↵erential privacy due to the following lemma.

Lemma 4. The sensitivity �n of the group estimate query is 2.

minimize
tn̂rurPR

ÿ

rPR
}n̂r ´ ñr}22 (H1)

s.t:
ÿ

sPrNs
n̂r

s “ G @r P R (H2)

ÿ

cPchprq
n̂c

s “ n̂r

s @r P R, s P rN s (H3)

n̂r

s PDr

s @r P R, s P rN s (H4)

Fig. 3. The MH post-processing step.

The output of the first step sat-
isfies Condition 1 of the PGSR
problem but it will violate (with
high probability) the other con-
ditions. To restore feasibility,
this paper uses a post-processing
strategy similar to the one pro-
posed in [10] for mobility appli-
cations. After generating T̃ us-
ing Equation (3), the mechanism
post-processes the values ñr of T̃ through the Quadratic Integer Program (QIP)

depicted in Figure 3. Its goal is to find a new region hierarchy T̂ , optimizing over
the variables n̂r “ pn̂r

1
. . . n̂

r

N
q for each r P R, so that their values stay close to

the noisy counts of the first step, while satisfying faithfulness (Constraint (H2)),
consistency (Constraint (H3)), and validity (Constraint (H4)). In the optimiza-
tion model, D

r

s
represents the domain (of integer, non-negative values) of n̂

r

s
.

The resulting mechanism is called the Hierarchical PGSR and denoted by MH .
It satisfies ✏-di↵erential privacy because of post-processing immunity of di↵eren-
tial privacy (Lemma 3), since the post-processing step of MH uses exclusively
di↵erentially private information (T̃ ).
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<latexit sha1_base64="TfLGf2lIx4llLa2EDGEaQEiUwEY=">AAAB/3icbVDLSsNAFJ3UV62vqODGzWARXJVEBF0W3LisaNpCE8tkOmmHTh7M3IglZuGvuHGhiFt/w51/46TNQlsPDBzOuZd75viJ4Aos69uoLC2vrK5V12sbm1vbO+buXlvFqaTMobGIZdcnigkeMQc4CNZNJCOhL1jHH18WfueeScXj6BYmCfNCMox4wCkBLfXNAzckMPKDjOZ3mQvsATLnJs/7Zt1qWFPgRWKXpI5KtPrmlzuIaRqyCKggSvVsKwEvIxI4FSyvualiCaFjMmQ9TSMSMuVl0/w5PtbKAAex1C8CPFV/b2QkVGoS+nqySKvmvUL8z+ulEFx4GY+SFFhEZ4eCVGCIcVEGHnDJKIiJJoRKrrNiOiKSUNCV1XQJ9vyXF0n7tGFbDfv6rN60yjqq6BAdoRNko3PURFeohRxE0SN6Rq/ozXgyXox342M2WjHKnX30B8bnDxGGlrU=</latexit><latexit sha1_base64="TfLGf2lIx4llLa2EDGEaQEiUwEY=">AAAB/3icbVDLSsNAFJ3UV62vqODGzWARXJVEBF0W3LisaNpCE8tkOmmHTh7M3IglZuGvuHGhiFt/w51/46TNQlsPDBzOuZd75viJ4Aos69uoLC2vrK5V12sbm1vbO+buXlvFqaTMobGIZdcnigkeMQc4CNZNJCOhL1jHH18WfueeScXj6BYmCfNCMox4wCkBLfXNAzckMPKDjOZ3mQvsATLnJs/7Zt1qWFPgRWKXpI5KtPrmlzuIaRqyCKggSvVsKwEvIxI4FSyvualiCaFjMmQ9TSMSMuVl0/w5PtbKAAex1C8CPFV/b2QkVGoS+nqySKvmvUL8z+ulEFx4GY+SFFhEZ4eCVGCIcVEGHnDJKIiJJoRKrrNiOiKSUNCV1XQJ9vyXF0n7tGFbDfv6rN60yjqq6BAdoRNko3PURFeohRxE0SN6Rq/ozXgyXox342M2WjHKnX30B8bnDxGGlrU=</latexit><latexit sha1_base64="TfLGf2lIx4llLa2EDGEaQEiUwEY=">AAAB/3icbVDLSsNAFJ3UV62vqODGzWARXJVEBF0W3LisaNpCE8tkOmmHTh7M3IglZuGvuHGhiFt/w51/46TNQlsPDBzOuZd75viJ4Aos69uoLC2vrK5V12sbm1vbO+buXlvFqaTMobGIZdcnigkeMQc4CNZNJCOhL1jHH18WfueeScXj6BYmCfNCMox4wCkBLfXNAzckMPKDjOZ3mQvsATLnJs/7Zt1qWFPgRWKXpI5KtPrmlzuIaRqyCKggSvVsKwEvIxI4FSyvualiCaFjMmQ9TSMSMuVl0/w5PtbKAAex1C8CPFV/b2QkVGoS+nqySKvmvUL8z+ulEFx4GY+SFFhEZ4eCVGCIcVEGHnDJKIiJJoRKrrNiOiKSUNCV1XQJ9vyXF0n7tGFbDfv6rN60yjqq6BAdoRNko3PURFeohRxE0SN6Rq/ozXgyXox342M2WjHKnX30B8bnDxGGlrU=</latexit><latexit sha1_base64="TfLGf2lIx4llLa2EDGEaQEiUwEY=">AAAB/3icbVDLSsNAFJ3UV62vqODGzWARXJVEBF0W3LisaNpCE8tkOmmHTh7M3IglZuGvuHGhiFt/w51/46TNQlsPDBzOuZd75viJ4Aos69uoLC2vrK5V12sbm1vbO+buXlvFqaTMobGIZdcnigkeMQc4CNZNJCOhL1jHH18WfueeScXj6BYmCfNCMox4wCkBLfXNAzckMPKDjOZ3mQvsATLnJs/7Zt1qWFPgRWKXpI5KtPrmlzuIaRqyCKggSvVsKwEvIxI4FSyvualiCaFjMmQ9TSMSMuVl0/w5PtbKAAex1C8CPFV/b2QkVGoS+nqySKvmvUL8z+ulEFx4GY+SFFhEZ4eCVGCIcVEGHnDJKIiJJoRKrrNiOiKSUNCV1XQJ9vyXF0n7tGFbDfv6rN60yjqq6BAdoRNko3PURFeohRxE0SN6Rq/ozXgyXox342M2WjHKnX30B8bnDxGGlrU=</latexit>
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<latexit sha1_base64="5RYy0XpgvmNzOzHodjmnpT+27W8=">AAAB/3icbVBNS8NAFNzUr1q/ooIXL8EieCqJCHosePFY0bSFJpbNdtMu3WzC7otYYg7+FS8eFPHq3/Dmv3HT5qCtAwvDzHu82QkSzhTY9rdRWVpeWV2rrtc2Nre2d8zdvbaKU0moS2Iey26AFeVMUBcYcNpNJMVRwGknGF8WfueeSsVicQuThPoRHgoWMoJBS33zwIswjIIwE/ld5gF9gMy9yfO+Wbcb9hTWInFKUkclWn3zyxvEJI2oAMKxUj3HTsDPsARGOM1rXqpogskYD2lPU4Ejqvxsmj+3jrUysMJY6ifAmqq/NzIcKTWJAj1ZpFXzXiH+5/VSCC/8jIkkBSrI7FCYcgtiqyjDGjBJCfCJJphIprNaZIQlJqArq+kSnPkvL5L2acOxG871Wb1pl3VU0SE6QifIQeeoia5QC7mIoEf0jF7Rm/FkvBjvxsdstGKUO/voD4zPHyLBlsA=</latexit><latexit sha1_base64="5RYy0XpgvmNzOzHodjmnpT+27W8=">AAAB/3icbVBNS8NAFNzUr1q/ooIXL8EieCqJCHosePFY0bSFJpbNdtMu3WzC7otYYg7+FS8eFPHq3/Dmv3HT5qCtAwvDzHu82QkSzhTY9rdRWVpeWV2rrtc2Nre2d8zdvbaKU0moS2Iey26AFeVMUBcYcNpNJMVRwGknGF8WfueeSsVicQuThPoRHgoWMoJBS33zwIswjIIwE/ld5gF9gMy9yfO+Wbcb9hTWInFKUkclWn3zyxvEJI2oAMKxUj3HTsDPsARGOM1rXqpogskYD2lPU4Ejqvxsmj+3jrUysMJY6ifAmqq/NzIcKTWJAj1ZpFXzXiH+5/VSCC/8jIkkBSrI7FCYcgtiqyjDGjBJCfCJJphIprNaZIQlJqArq+kSnPkvL5L2acOxG871Wb1pl3VU0SE6QifIQeeoia5QC7mIoEf0jF7Rm/FkvBjvxsdstGKUO/voD4zPHyLBlsA=</latexit><latexit sha1_base64="5RYy0XpgvmNzOzHodjmnpT+27W8=">AAAB/3icbVBNS8NAFNzUr1q/ooIXL8EieCqJCHosePFY0bSFJpbNdtMu3WzC7otYYg7+FS8eFPHq3/Dmv3HT5qCtAwvDzHu82QkSzhTY9rdRWVpeWV2rrtc2Nre2d8zdvbaKU0moS2Iey26AFeVMUBcYcNpNJMVRwGknGF8WfueeSsVicQuThPoRHgoWMoJBS33zwIswjIIwE/ld5gF9gMy9yfO+Wbcb9hTWInFKUkclWn3zyxvEJI2oAMKxUj3HTsDPsARGOM1rXqpogskYD2lPU4Ejqvxsmj+3jrUysMJY6ifAmqq/NzIcKTWJAj1ZpFXzXiH+5/VSCC/8jIkkBSrI7FCYcgtiqyjDGjBJCfCJJphIprNaZIQlJqArq+kSnPkvL5L2acOxG871Wb1pl3VU0SE6QifIQeeoia5QC7mIoEf0jF7Rm/FkvBjvxsdstGKUO/voD4zPHyLBlsA=</latexit><latexit sha1_base64="5RYy0XpgvmNzOzHodjmnpT+27W8=">AAAB/3icbVBNS8NAFNzUr1q/ooIXL8EieCqJCHosePFY0bSFJpbNdtMu3WzC7otYYg7+FS8eFPHq3/Dmv3HT5qCtAwvDzHu82QkSzhTY9rdRWVpeWV2rrtc2Nre2d8zdvbaKU0moS2Iey26AFeVMUBcYcNpNJMVRwGknGF8WfueeSsVicQuThPoRHgoWMoJBS33zwIswjIIwE/ld5gF9gMy9yfO+Wbcb9hTWInFKUkclWn3zyxvEJI2oAMKxUj3HTsDPsARGOM1rXqpogskYD2lPU4Ejqvxsmj+3jrUysMJY6ifAmqq/NzIcKTWJAj1ZpFXzXiH+5/VSCC/8jIkkBSrI7FCYcgtiqyjDGjBJCfCJJphIprNaZIQlJqArq+kSnPkvL5L2acOxG871Wb1pl3VU0SE6QifIQeeoia5QC7mIoEf0jF7Rm/FkvBjvxsdstGKUO/voD4zPHyLBlsA=</latexit>
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<latexit sha1_base64="nWqbWqgIer7sS4CTrAwq6QSxqG0=">AAACAXicbVBNS8NAEN34WetX1IvgZbEInkoigh4rHvRYwX5AE8tmu2mXbjZhdyKWEC/+FS8eFPHqv/Dmv3HT9qCtDwYe780wMy9IBNfgON/WwuLS8spqaa28vrG5tW3v7DZ1nCrKGjQWsWoHRDPBJWsAB8HaiWIkCgRrBcPLwm/dM6V5LG9hlDA/In3JQ04JGKlr73sRgUEQZjK/yzxgD6BFdnWR51274lSdMfA8caekgqaod+0vrxfTNGISqCBad1wnAT8jCjgVLC97qWYJoUPSZx1DJYmY9rPxBzk+MkoPh7EyJQGP1d8TGYm0HkWB6Szu1bNeIf7ndVIIz/2MyyQFJulkUZgKDDEu4sA9rhgFMTKEUMXNrZgOiCIUTGhlE4I7+/I8aZ5UXafq3pxWas40jhI6QIfoGLnoDNXQNaqjBqLoET2jV/RmPVkv1rv1MWldsKYze+gPrM8foYSXkw==</latexit><latexit sha1_base64="nWqbWqgIer7sS4CTrAwq6QSxqG0=">AAACAXicbVBNS8NAEN34WetX1IvgZbEInkoigh4rHvRYwX5AE8tmu2mXbjZhdyKWEC/+FS8eFPHqv/Dmv3HT9qCtDwYe780wMy9IBNfgON/WwuLS8spqaa28vrG5tW3v7DZ1nCrKGjQWsWoHRDPBJWsAB8HaiWIkCgRrBcPLwm/dM6V5LG9hlDA/In3JQ04JGKlr73sRgUEQZjK/yzxgD6BFdnWR51274lSdMfA8caekgqaod+0vrxfTNGISqCBad1wnAT8jCjgVLC97qWYJoUPSZx1DJYmY9rPxBzk+MkoPh7EyJQGP1d8TGYm0HkWB6Szu1bNeIf7ndVIIz/2MyyQFJulkUZgKDDEu4sA9rhgFMTKEUMXNrZgOiCIUTGhlE4I7+/I8aZ5UXafq3pxWas40jhI6QIfoGLnoDNXQNaqjBqLoET2jV/RmPVkv1rv1MWldsKYze+gPrM8foYSXkw==</latexit><latexit sha1_base64="nWqbWqgIer7sS4CTrAwq6QSxqG0=">AAACAXicbVBNS8NAEN34WetX1IvgZbEInkoigh4rHvRYwX5AE8tmu2mXbjZhdyKWEC/+FS8eFPHqv/Dmv3HT9qCtDwYe780wMy9IBNfgON/WwuLS8spqaa28vrG5tW3v7DZ1nCrKGjQWsWoHRDPBJWsAB8HaiWIkCgRrBcPLwm/dM6V5LG9hlDA/In3JQ04JGKlr73sRgUEQZjK/yzxgD6BFdnWR51274lSdMfA8caekgqaod+0vrxfTNGISqCBad1wnAT8jCjgVLC97qWYJoUPSZx1DJYmY9rPxBzk+MkoPh7EyJQGP1d8TGYm0HkWB6Szu1bNeIf7ndVIIz/2MyyQFJulkUZgKDDEu4sA9rhgFMTKEUMXNrZgOiCIUTGhlE4I7+/I8aZ5UXafq3pxWas40jhI6QIfoGLnoDNXQNaqjBqLoET2jV/RmPVkv1rv1MWldsKYze+gPrM8foYSXkw==</latexit><latexit sha1_base64="nWqbWqgIer7sS4CTrAwq6QSxqG0=">AAACAXicbVBNS8NAEN34WetX1IvgZbEInkoigh4rHvRYwX5AE8tmu2mXbjZhdyKWEC/+FS8eFPHqv/Dmv3HT9qCtDwYe780wMy9IBNfgON/WwuLS8spqaa28vrG5tW3v7DZ1nCrKGjQWsWoHRDPBJWsAB8HaiWIkCgRrBcPLwm/dM6V5LG9hlDA/In3JQ04JGKlr73sRgUEQZjK/yzxgD6BFdnWR51274lSdMfA8caekgqaod+0vrxfTNGISqCBad1wnAT8jCjgVLC97qWYJoUPSZx1DJYmY9rPxBzk+MkoPh7EyJQGP1d8TGYm0HkWB6Szu1bNeIf7ndVIIz/2MyyQFJulkUZgKDDEu4sA9rhgFMTKEUMXNrZgOiCIUTGhlE4I7+/I8aZ5UXafq3pxWas40jhI6QIfoGLnoDNXQNaqjBqLoET2jV/RmPVkv1rv1MWldsKYze+gPrM8foYSXkw==</latexit> nMI

<latexit sha1_base64="92A4wpXqLvxSngB4nRdiPNp1DGE=">AAACAXicbVBNS8NAEN34WetX1IvgZbEInkoigh4LXvQgVLAf0MSy2W7apZtN2J2IJcSLf8WLB0W8+i+8+W/ctD1o64OBx3szzMwLEsE1OM63tbC4tLyyWlorr29sbm3bO7tNHaeKsgaNRazaAdFMcMkawEGwdqIYiQLBWsHwovBb90xpHstbGCXMj0hf8pBTAkbq2vteRGAQhJnM7zIP2ANokV1f5XnXrjhVZww8T9wpqaAp6l37y+vFNI2YBCqI1h3XScDPiAJOBcvLXqpZQuiQ9FnHUEkipv1s/EGOj4zSw2GsTEnAY/X3REYirUdRYDqLe/WsV4j/eZ0UwnM/4zJJgUk6WRSmAkOMizhwjytGQYwMIVRxcyumA6IIBRNa2YTgzr48T5onVdepujenlZozjaOEDtAhOkYuOkM1dInqqIEoekTP6BW9WU/Wi/VufUxaF6zpzB76A+vzB7bel6E=</latexit><latexit sha1_base64="92A4wpXqLvxSngB4nRdiPNp1DGE=">AAACAXicbVBNS8NAEN34WetX1IvgZbEInkoigh4LXvQgVLAf0MSy2W7apZtN2J2IJcSLf8WLB0W8+i+8+W/ctD1o64OBx3szzMwLEsE1OM63tbC4tLyyWlorr29sbm3bO7tNHaeKsgaNRazaAdFMcMkawEGwdqIYiQLBWsHwovBb90xpHstbGCXMj0hf8pBTAkbq2vteRGAQhJnM7zIP2ANokV1f5XnXrjhVZww8T9wpqaAp6l37y+vFNI2YBCqI1h3XScDPiAJOBcvLXqpZQuiQ9FnHUEkipv1s/EGOj4zSw2GsTEnAY/X3REYirUdRYDqLe/WsV4j/eZ0UwnM/4zJJgUk6WRSmAkOMizhwjytGQYwMIVRxcyumA6IIBRNa2YTgzr48T5onVdepujenlZozjaOEDtAhOkYuOkM1dInqqIEoekTP6BW9WU/Wi/VufUxaF6zpzB76A+vzB7bel6E=</latexit><latexit sha1_base64="92A4wpXqLvxSngB4nRdiPNp1DGE=">AAACAXicbVBNS8NAEN34WetX1IvgZbEInkoigh4LXvQgVLAf0MSy2W7apZtN2J2IJcSLf8WLB0W8+i+8+W/ctD1o64OBx3szzMwLEsE1OM63tbC4tLyyWlorr29sbm3bO7tNHaeKsgaNRazaAdFMcMkawEGwdqIYiQLBWsHwovBb90xpHstbGCXMj0hf8pBTAkbq2vteRGAQhJnM7zIP2ANokV1f5XnXrjhVZww8T9wpqaAp6l37y+vFNI2YBCqI1h3XScDPiAJOBcvLXqpZQuiQ9FnHUEkipv1s/EGOj4zSw2GsTEnAY/X3REYirUdRYDqLe/WsV4j/eZ0UwnM/4zJJgUk6WRSmAkOMizhwjytGQYwMIVRxcyumA6IIBRNa2YTgzr48T5onVdepujenlZozjaOEDtAhOkYuOkM1dInqqIEoekTP6BW9WU/Wi/VufUxaF6zpzB76A+vzB7bel6E=</latexit><latexit sha1_base64="92A4wpXqLvxSngB4nRdiPNp1DGE=">AAACAXicbVBNS8NAEN34WetX1IvgZbEInkoigh4LXvQgVLAf0MSy2W7apZtN2J2IJcSLf8WLB0W8+i+8+W/ctD1o64OBx3szzMwLEsE1OM63tbC4tLyyWlorr29sbm3bO7tNHaeKsgaNRazaAdFMcMkawEGwdqIYiQLBWsHwovBb90xpHstbGCXMj0hf8pBTAkbq2vteRGAQhJnM7zIP2ANokV1f5XnXrjhVZww8T9wpqaAp6l37y+vFNI2YBCqI1h3XScDPiAJOBcvLXqpZQuiQ9FnHUEkipv1s/EGOj4zSw2GsTEnAY/X3REYirUdRYDqLe/WsV4j/eZ0UwnM/4zJJgUk6WRSmAkOMizhwjytGQYwMIVRxcyumA6IIBRNa2YTgzr48T5onVdepujenlZozjaOEDtAhOkYuOkM1dInqqIEoekTP6BW9WU/Wi/VufUxaF6zpzB76A+vzB7bel6E=</latexit>

(a) (b)

Fig. 2. Region hierarchies associated with the dataset of Figure 1(a): group size hier-
archy T2 (a), and cumulative group size hierarchy T c

2 (b).

5 The Direct Optimization-Based PGSR Mechanism

This section presents a two-step mechanism for the PGSR problem. The first
step produces a noisy version of the group sizes, while the second step restores
the feasibility of the PGSR constraints while staying as close as possible to the
noisy counts. The first step produces a noisy hierarchy T̃ “ tñr | r P Ru using
the geometric mechanism with parameter � “ 2L

✏
on the vectors nr:

ñr “ nr ` Geom
´2L

✏

¯N

. (3)

This step satisfies ✏-di↵erential privacy due to the following lemma.

Lemma 4. The sensitivity �n of the group estimate query is 2.

minimize
tn̂rurPR

ÿ

rPR
}n̂r ´ ñr}22 (H1)

s.t:
ÿ

sPrNs
n̂r

s “ G @r P R (H2)

ÿ

cPchprq
n̂c

s “ n̂r

s @r P R, s P rN s (H3)

n̂r

s PDr

s @r P R, s P rN s (H4)

Fig. 3. The MH post-processing step.

The output of the first step sat-
isfies Condition 1 of the PGSR
problem but it will violate (with
high probability) the other con-
ditions. To restore feasibility,
this paper uses a post-processing
strategy similar to the one pro-
posed in [10] for mobility appli-
cations. After generating T̃ us-
ing Equation (3), the mechanism
post-processes the values ñr of T̃ through the Quadratic Integer Program (QIP)

depicted in Figure 3. Its goal is to find a new region hierarchy T̂ , optimizing over
the variables n̂r “ pn̂r

1
. . . n̂

r

N
q for each r P R, so that their values stay close to

the noisy counts of the first step, while satisfying faithfulness (Constraint (H2)),
consistency (Constraint (H3)), and validity (Constraint (H4)). In the optimiza-
tion model, D

r

s
represents the domain (of integer, non-negative values) of n̂

r

s
.

The resulting mechanism is called the Hierarchical PGSR and denoted by MH .
It satisfies ✏-di↵erential privacy because of post-processing immunity of di↵eren-
tial privacy (Lemma 3), since the post-processing step of MH uses exclusively
di↵erentially private information (T̃ ).

1. Apply Geometrical Noise with parameter λ =
2L
ϵ

2. Postprocess output  to enforce consistencyñ

Satisfies DP due to post-processing immunity
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Group Sizes
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Cumulative Group Sizes 
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Levels
1
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<latexit sha1_base64="GY2JYYASz2SNzGaVasw72BAtdI4=">AAAB/3icbVDLSsNAFJ34rPUVFdy4GSyCq5KIoMuKC11WsA9oYplMJ+3QySTM3IglZuGvuHGhiFt/w51/46TtQlsPDBzOuZd75gSJ4Boc59taWFxaXlktrZXXNza3tu2d3aaOU0VZg8YiVu2AaCa4ZA3gIFg7UYxEgWCtYHhZ+K17pjSP5S2MEuZHpC95yCkBI3XtfS8iMAjCjOZ3mQfsAbKrizzv2hWn6oyB54k7JRU0Rb1rf3m9mKYRk0AF0brjOgn4GVHAqWB52Us1Swgdkj7rGCpJxLSfjfPn+MgoPRzGyjwJeKz+3shIpPUoCsxkkVbPeoX4n9dJITz3My6TFJikk0NhKjDEuCgD97hiFMTIEEIVN1kxHRBFKJjKyqYEd/bL86R5UnWdqntzWqk50zpK6AAdomPkojNUQ9eojhqIokf0jF7Rm/VkvVjv1sdkdMGa7uyhP7A+fwDgqZaV</latexit><latexit sha1_base64="GY2JYYASz2SNzGaVasw72BAtdI4=">AAAB/3icbVDLSsNAFJ34rPUVFdy4GSyCq5KIoMuKC11WsA9oYplMJ+3QySTM3IglZuGvuHGhiFt/w51/46TtQlsPDBzOuZd75gSJ4Boc59taWFxaXlktrZXXNza3tu2d3aaOU0VZg8YiVu2AaCa4ZA3gIFg7UYxEgWCtYHhZ+K17pjSP5S2MEuZHpC95yCkBI3XtfS8iMAjCjOZ3mQfsAbKrizzv2hWn6oyB54k7JRU0Rb1rf3m9mKYRk0AF0brjOgn4GVHAqWB52Us1Swgdkj7rGCpJxLSfjfPn+MgoPRzGyjwJeKz+3shIpPUoCsxkkVbPeoX4n9dJITz3My6TFJikk0NhKjDEuCgD97hiFMTIEEIVN1kxHRBFKJjKyqYEd/bL86R5UnWdqntzWqk50zpK6AAdomPkojNUQ9eojhqIokf0jF7Rm/VkvVjv1sdkdMGa7uyhP7A+fwDgqZaV</latexit><latexit sha1_base64="GY2JYYASz2SNzGaVasw72BAtdI4=">AAAB/3icbVDLSsNAFJ34rPUVFdy4GSyCq5KIoMuKC11WsA9oYplMJ+3QySTM3IglZuGvuHGhiFt/w51/46TtQlsPDBzOuZd75gSJ4Boc59taWFxaXlktrZXXNza3tu2d3aaOU0VZg8YiVu2AaCa4ZA3gIFg7UYxEgWCtYHhZ+K17pjSP5S2MEuZHpC95yCkBI3XtfS8iMAjCjOZ3mQfsAbKrizzv2hWn6oyB54k7JRU0Rb1rf3m9mKYRk0AF0brjOgn4GVHAqWB52Us1Swgdkj7rGCpJxLSfjfPn+MgoPRzGyjwJeKz+3shIpPUoCsxkkVbPeoX4n9dJITz3My6TFJikk0NhKjDEuCgD97hiFMTIEEIVN1kxHRBFKJjKyqYEd/bL86R5UnWdqntzWqk50zpK6AAdomPkojNUQ9eojhqIokf0jF7Rm/VkvVjv1sdkdMGa7uyhP7A+fwDgqZaV</latexit><latexit sha1_base64="GY2JYYASz2SNzGaVasw72BAtdI4=">AAAB/3icbVDLSsNAFJ34rPUVFdy4GSyCq5KIoMuKC11WsA9oYplMJ+3QySTM3IglZuGvuHGhiFt/w51/46TtQlsPDBzOuZd75gSJ4Boc59taWFxaXlktrZXXNza3tu2d3aaOU0VZg8YiVu2AaCa4ZA3gIFg7UYxEgWCtYHhZ+K17pjSP5S2MEuZHpC95yCkBI3XtfS8iMAjCjOZ3mQfsAbKrizzv2hWn6oyB54k7JRU0Rb1rf3m9mKYRk0AF0brjOgn4GVHAqWB52Us1Swgdkj7rGCpJxLSfjfPn+MgoPRzGyjwJeKz+3shIpPUoCsxkkVbPeoX4n9dJITz3My6TFJikk0NhKjDEuCgD97hiFMTIEEIVN1kxHRBFKJjKyqYEd/bL86R5UnWdqntzWqk50zpK6AAdomPkojNUQ9eojhqIokf0jF7Rm/VkvVjv1sdkdMGa7uyhP7A+fwDgqZaV</latexit>

N=5
G=6

cUS
<latexit sha1_base64="TfLGf2lIx4llLa2EDGEaQEiUwEY=">AAAB/3icbVDLSsNAFJ3UV62vqODGzWARXJVEBF0W3LisaNpCE8tkOmmHTh7M3IglZuGvuHGhiFt/w51/46TNQlsPDBzOuZd75viJ4Aos69uoLC2vrK5V12sbm1vbO+buXlvFqaTMobGIZdcnigkeMQc4CNZNJCOhL1jHH18WfueeScXj6BYmCfNCMox4wCkBLfXNAzckMPKDjOZ3mQvsATLnJs/7Zt1qWFPgRWKXpI5KtPrmlzuIaRqyCKggSvVsKwEvIxI4FSyvualiCaFjMmQ9TSMSMuVl0/w5PtbKAAex1C8CPFV/b2QkVGoS+nqySKvmvUL8z+ulEFx4GY+SFFhEZ4eCVGCIcVEGHnDJKIiJJoRKrrNiOiKSUNCV1XQJ9vyXF0n7tGFbDfv6rN60yjqq6BAdoRNko3PURFeohRxE0SN6Rq/ozXgyXox342M2WjHKnX30B8bnDxGGlrU=</latexit><latexit sha1_base64="TfLGf2lIx4llLa2EDGEaQEiUwEY=">AAAB/3icbVDLSsNAFJ3UV62vqODGzWARXJVEBF0W3LisaNpCE8tkOmmHTh7M3IglZuGvuHGhiFt/w51/46TNQlsPDBzOuZd75viJ4Aos69uoLC2vrK5V12sbm1vbO+buXlvFqaTMobGIZdcnigkeMQc4CNZNJCOhL1jHH18WfueeScXj6BYmCfNCMox4wCkBLfXNAzckMPKDjOZ3mQvsATLnJs/7Zt1qWFPgRWKXpI5KtPrmlzuIaRqyCKggSvVsKwEvIxI4FSyvualiCaFjMmQ9TSMSMuVl0/w5PtbKAAex1C8CPFV/b2QkVGoS+nqySKvmvUL8z+ulEFx4GY+SFFhEZ4eCVGCIcVEGHnDJKIiJJoRKrrNiOiKSUNCV1XQJ9vyXF0n7tGFbDfv6rN60yjqq6BAdoRNko3PURFeohRxE0SN6Rq/ozXgyXox342M2WjHKnX30B8bnDxGGlrU=</latexit><latexit sha1_base64="TfLGf2lIx4llLa2EDGEaQEiUwEY=">AAAB/3icbVDLSsNAFJ3UV62vqODGzWARXJVEBF0W3LisaNpCE8tkOmmHTh7M3IglZuGvuHGhiFt/w51/46TNQlsPDBzOuZd75viJ4Aos69uoLC2vrK5V12sbm1vbO+buXlvFqaTMobGIZdcnigkeMQc4CNZNJCOhL1jHH18WfueeScXj6BYmCfNCMox4wCkBLfXNAzckMPKDjOZ3mQvsATLnJs/7Zt1qWFPgRWKXpI5KtPrmlzuIaRqyCKggSvVsKwEvIxI4FSyvualiCaFjMmQ9TSMSMuVl0/w5PtbKAAex1C8CPFV/b2QkVGoS+nqySKvmvUL8z+ulEFx4GY+SFFhEZ4eCVGCIcVEGHnDJKIiJJoRKrrNiOiKSUNCV1XQJ9vyXF0n7tGFbDfv6rN60yjqq6BAdoRNko3PURFeohRxE0SN6Rq/ozXgyXox342M2WjHKnX30B8bnDxGGlrU=</latexit><latexit sha1_base64="TfLGf2lIx4llLa2EDGEaQEiUwEY=">AAAB/3icbVDLSsNAFJ3UV62vqODGzWARXJVEBF0W3LisaNpCE8tkOmmHTh7M3IglZuGvuHGhiFt/w51/46TNQlsPDBzOuZd75viJ4Aos69uoLC2vrK5V12sbm1vbO+buXlvFqaTMobGIZdcnigkeMQc4CNZNJCOhL1jHH18WfueeScXj6BYmCfNCMox4wCkBLfXNAzckMPKDjOZ3mQvsATLnJs/7Zt1qWFPgRWKXpI5KtPrmlzuIaRqyCKggSvVsKwEvIxI4FSyvualiCaFjMmQ9TSMSMuVl0/w5PtbKAAex1C8CPFV/b2QkVGoS+nqySKvmvUL8z+ulEFx4GY+SFFhEZ4eCVGCIcVEGHnDJKIiJJoRKrrNiOiKSUNCV1XQJ9vyXF0n7tGFbDfv6rN60yjqq6BAdoRNko3PURFeohRxE0SN6Rq/ozXgyXox342M2WjHKnX30B8bnDxGGlrU=</latexit>

nUS
<latexit sha1_base64="5RYy0XpgvmNzOzHodjmnpT+27W8=">AAAB/3icbVBNS8NAFNzUr1q/ooIXL8EieCqJCHosePFY0bSFJpbNdtMu3WzC7otYYg7+FS8eFPHq3/Dmv3HT5qCtAwvDzHu82QkSzhTY9rdRWVpeWV2rrtc2Nre2d8zdvbaKU0moS2Iey26AFeVMUBcYcNpNJMVRwGknGF8WfueeSsVicQuThPoRHgoWMoJBS33zwIswjIIwE/ld5gF9gMy9yfO+Wbcb9hTWInFKUkclWn3zyxvEJI2oAMKxUj3HTsDPsARGOM1rXqpogskYD2lPU4Ejqvxsmj+3jrUysMJY6ifAmqq/NzIcKTWJAj1ZpFXzXiH+5/VSCC/8jIkkBSrI7FCYcgtiqyjDGjBJCfCJJphIprNaZIQlJqArq+kSnPkvL5L2acOxG871Wb1pl3VU0SE6QifIQeeoia5QC7mIoEf0jF7Rm/FkvBjvxsdstGKUO/voD4zPHyLBlsA=</latexit><latexit sha1_base64="5RYy0XpgvmNzOzHodjmnpT+27W8=">AAAB/3icbVBNS8NAFNzUr1q/ooIXL8EieCqJCHosePFY0bSFJpbNdtMu3WzC7otYYg7+FS8eFPHq3/Dmv3HT5qCtAwvDzHu82QkSzhTY9rdRWVpeWV2rrtc2Nre2d8zdvbaKU0moS2Iey26AFeVMUBcYcNpNJMVRwGknGF8WfueeSsVicQuThPoRHgoWMoJBS33zwIswjIIwE/ld5gF9gMy9yfO+Wbcb9hTWInFKUkclWn3zyxvEJI2oAMKxUj3HTsDPsARGOM1rXqpogskYD2lPU4Ejqvxsmj+3jrUysMJY6ifAmqq/NzIcKTWJAj1ZpFXzXiH+5/VSCC/8jIkkBSrI7FCYcgtiqyjDGjBJCfCJJphIprNaZIQlJqArq+kSnPkvL5L2acOxG871Wb1pl3VU0SE6QifIQeeoia5QC7mIoEf0jF7Rm/FkvBjvxsdstGKUO/voD4zPHyLBlsA=</latexit><latexit sha1_base64="5RYy0XpgvmNzOzHodjmnpT+27W8=">AAAB/3icbVBNS8NAFNzUr1q/ooIXL8EieCqJCHosePFY0bSFJpbNdtMu3WzC7otYYg7+FS8eFPHq3/Dmv3HT5qCtAwvDzHu82QkSzhTY9rdRWVpeWV2rrtc2Nre2d8zdvbaKU0moS2Iey26AFeVMUBcYcNpNJMVRwGknGF8WfueeSsVicQuThPoRHgoWMoJBS33zwIswjIIwE/ld5gF9gMy9yfO+Wbcb9hTWInFKUkclWn3zyxvEJI2oAMKxUj3HTsDPsARGOM1rXqpogskYD2lPU4Ejqvxsmj+3jrUysMJY6ifAmqq/NzIcKTWJAj1ZpFXzXiH+5/VSCC/8jIkkBSrI7FCYcgtiqyjDGjBJCfCJJphIprNaZIQlJqArq+kSnPkvL5L2acOxG871Wb1pl3VU0SE6QifIQeeoia5QC7mIoEf0jF7Rm/FkvBjvxsdstGKUO/voD4zPHyLBlsA=</latexit><latexit sha1_base64="5RYy0XpgvmNzOzHodjmnpT+27W8=">AAAB/3icbVBNS8NAFNzUr1q/ooIXL8EieCqJCHosePFY0bSFJpbNdtMu3WzC7otYYg7+FS8eFPHq3/Dmv3HT5qCtAwvDzHu82QkSzhTY9rdRWVpeWV2rrtc2Nre2d8zdvbaKU0moS2Iey26AFeVMUBcYcNpNJMVRwGknGF8WfueeSsVicQuThPoRHgoWMoJBS33zwIswjIIwE/ld5gF9gMy9yfO+Wbcb9hTWInFKUkclWn3zyxvEJI2oAMKxUj3HTsDPsARGOM1rXqpogskYD2lPU4Ejqvxsmj+3jrUysMJY6ifAmqq/NzIcKTWJAj1ZpFXzXiH+5/VSCC/8jIkkBSrI7FCYcgtiqyjDGjBJCfCJJphIprNaZIQlJqArq+kSnPkvL5L2acOxG871Wb1pl3VU0SE6QifIQeeoia5QC7mIoEf0jF7Rm/FkvBjvxsdstGKUO/voD4zPHyLBlsA=</latexit>

nGA
<latexit sha1_base64="nWqbWqgIer7sS4CTrAwq6QSxqG0=">AAACAXicbVBNS8NAEN34WetX1IvgZbEInkoigh4rHvRYwX5AE8tmu2mXbjZhdyKWEC/+FS8eFPHqv/Dmv3HT9qCtDwYe780wMy9IBNfgON/WwuLS8spqaa28vrG5tW3v7DZ1nCrKGjQWsWoHRDPBJWsAB8HaiWIkCgRrBcPLwm/dM6V5LG9hlDA/In3JQ04JGKlr73sRgUEQZjK/yzxgD6BFdnWR51274lSdMfA8caekgqaod+0vrxfTNGISqCBad1wnAT8jCjgVLC97qWYJoUPSZx1DJYmY9rPxBzk+MkoPh7EyJQGP1d8TGYm0HkWB6Szu1bNeIf7ndVIIz/2MyyQFJulkUZgKDDEu4sA9rhgFMTKEUMXNrZgOiCIUTGhlE4I7+/I8aZ5UXafq3pxWas40jhI6QIfoGLnoDNXQNaqjBqLoET2jV/RmPVkv1rv1MWldsKYze+gPrM8foYSXkw==</latexit><latexit sha1_base64="nWqbWqgIer7sS4CTrAwq6QSxqG0=">AAACAXicbVBNS8NAEN34WetX1IvgZbEInkoigh4rHvRYwX5AE8tmu2mXbjZhdyKWEC/+FS8eFPHqv/Dmv3HT9qCtDwYe780wMy9IBNfgON/WwuLS8spqaa28vrG5tW3v7DZ1nCrKGjQWsWoHRDPBJWsAB8HaiWIkCgRrBcPLwm/dM6V5LG9hlDA/In3JQ04JGKlr73sRgUEQZjK/yzxgD6BFdnWR51274lSdMfA8caekgqaod+0vrxfTNGISqCBad1wnAT8jCjgVLC97qWYJoUPSZx1DJYmY9rPxBzk+MkoPh7EyJQGP1d8TGYm0HkWB6Szu1bNeIf7ndVIIz/2MyyQFJulkUZgKDDEu4sA9rhgFMTKEUMXNrZgOiCIUTGhlE4I7+/I8aZ5UXafq3pxWas40jhI6QIfoGLnoDNXQNaqjBqLoET2jV/RmPVkv1rv1MWldsKYze+gPrM8foYSXkw==</latexit><latexit sha1_base64="nWqbWqgIer7sS4CTrAwq6QSxqG0=">AAACAXicbVBNS8NAEN34WetX1IvgZbEInkoigh4rHvRYwX5AE8tmu2mXbjZhdyKWEC/+FS8eFPHqv/Dmv3HT9qCtDwYe780wMy9IBNfgON/WwuLS8spqaa28vrG5tW3v7DZ1nCrKGjQWsWoHRDPBJWsAB8HaiWIkCgRrBcPLwm/dM6V5LG9hlDA/In3JQ04JGKlr73sRgUEQZjK/yzxgD6BFdnWR51274lSdMfA8caekgqaod+0vrxfTNGISqCBad1wnAT8jCjgVLC97qWYJoUPSZx1DJYmY9rPxBzk+MkoPh7EyJQGP1d8TGYm0HkWB6Szu1bNeIf7ndVIIz/2MyyQFJulkUZgKDDEu4sA9rhgFMTKEUMXNrZgOiCIUTGhlE4I7+/I8aZ5UXafq3pxWas40jhI6QIfoGLnoDNXQNaqjBqLoET2jV/RmPVkv1rv1MWldsKYze+gPrM8foYSXkw==</latexit><latexit sha1_base64="nWqbWqgIer7sS4CTrAwq6QSxqG0=">AAACAXicbVBNS8NAEN34WetX1IvgZbEInkoigh4rHvRYwX5AE8tmu2mXbjZhdyKWEC/+FS8eFPHqv/Dmv3HT9qCtDwYe780wMy9IBNfgON/WwuLS8spqaa28vrG5tW3v7DZ1nCrKGjQWsWoHRDPBJWsAB8HaiWIkCgRrBcPLwm/dM6V5LG9hlDA/In3JQ04JGKlr73sRgUEQZjK/yzxgD6BFdnWR51274lSdMfA8caekgqaod+0vrxfTNGISqCBad1wnAT8jCjgVLC97qWYJoUPSZx1DJYmY9rPxBzk+MkoPh7EyJQGP1d8TGYm0HkWB6Szu1bNeIf7ndVIIz/2MyyQFJulkUZgKDDEu4sA9rhgFMTKEUMXNrZgOiCIUTGhlE4I7+/I8aZ5UXafq3pxWas40jhI6QIfoGLnoDNXQNaqjBqLoET2jV/RmPVkv1rv1MWldsKYze+gPrM8foYSXkw==</latexit> nMI

<latexit sha1_base64="92A4wpXqLvxSngB4nRdiPNp1DGE=">AAACAXicbVBNS8NAEN34WetX1IvgZbEInkoigh4LXvQgVLAf0MSy2W7apZtN2J2IJcSLf8WLB0W8+i+8+W/ctD1o64OBx3szzMwLEsE1OM63tbC4tLyyWlorr29sbm3bO7tNHaeKsgaNRazaAdFMcMkawEGwdqIYiQLBWsHwovBb90xpHstbGCXMj0hf8pBTAkbq2vteRGAQhJnM7zIP2ANokV1f5XnXrjhVZww8T9wpqaAp6l37y+vFNI2YBCqI1h3XScDPiAJOBcvLXqpZQuiQ9FnHUEkipv1s/EGOj4zSw2GsTEnAY/X3REYirUdRYDqLe/WsV4j/eZ0UwnM/4zJJgUk6WRSmAkOMizhwjytGQYwMIVRxcyumA6IIBRNa2YTgzr48T5onVdepujenlZozjaOEDtAhOkYuOkM1dInqqIEoekTP6BW9WU/Wi/VufUxaF6zpzB76A+vzB7bel6E=</latexit><latexit sha1_base64="92A4wpXqLvxSngB4nRdiPNp1DGE=">AAACAXicbVBNS8NAEN34WetX1IvgZbEInkoigh4LXvQgVLAf0MSy2W7apZtN2J2IJcSLf8WLB0W8+i+8+W/ctD1o64OBx3szzMwLEsE1OM63tbC4tLyyWlorr29sbm3bO7tNHaeKsgaNRazaAdFMcMkawEGwdqIYiQLBWsHwovBb90xpHstbGCXMj0hf8pBTAkbq2vteRGAQhJnM7zIP2ANokV1f5XnXrjhVZww8T9wpqaAp6l37y+vFNI2YBCqI1h3XScDPiAJOBcvLXqpZQuiQ9FnHUEkipv1s/EGOj4zSw2GsTEnAY/X3REYirUdRYDqLe/WsV4j/eZ0UwnM/4zJJgUk6WRSmAkOMizhwjytGQYwMIVRxcyumA6IIBRNa2YTgzr48T5onVdepujenlZozjaOEDtAhOkYuOkM1dInqqIEoekTP6BW9WU/Wi/VufUxaF6zpzB76A+vzB7bel6E=</latexit><latexit sha1_base64="92A4wpXqLvxSngB4nRdiPNp1DGE=">AAACAXicbVBNS8NAEN34WetX1IvgZbEInkoigh4LXvQgVLAf0MSy2W7apZtN2J2IJcSLf8WLB0W8+i+8+W/ctD1o64OBx3szzMwLEsE1OM63tbC4tLyyWlorr29sbm3bO7tNHaeKsgaNRazaAdFMcMkawEGwdqIYiQLBWsHwovBb90xpHstbGCXMj0hf8pBTAkbq2vteRGAQhJnM7zIP2ANokV1f5XnXrjhVZww8T9wpqaAp6l37y+vFNI2YBCqI1h3XScDPiAJOBcvLXqpZQuiQ9FnHUEkipv1s/EGOj4zSw2GsTEnAY/X3REYirUdRYDqLe/WsV4j/eZ0UwnM/4zJJgUk6WRSmAkOMizhwjytGQYwMIVRxcyumA6IIBRNa2YTgzr48T5onVdepujenlZozjaOEDtAhOkYuOkM1dInqqIEoekTP6BW9WU/Wi/VufUxaF6zpzB76A+vzB7bel6E=</latexit><latexit sha1_base64="92A4wpXqLvxSngB4nRdiPNp1DGE=">AAACAXicbVBNS8NAEN34WetX1IvgZbEInkoigh4LXvQgVLAf0MSy2W7apZtN2J2IJcSLf8WLB0W8+i+8+W/ctD1o64OBx3szzMwLEsE1OM63tbC4tLyyWlorr29sbm3bO7tNHaeKsgaNRazaAdFMcMkawEGwdqIYiQLBWsHwovBb90xpHstbGCXMj0hf8pBTAkbq2vteRGAQhJnM7zIP2ANokV1f5XnXrjhVZww8T9wpqaAp6l37y+vFNI2YBCqI1h3XScDPiAJOBcvLXqpZQuiQ9FnHUEkipv1s/EGOj4zSw2GsTEnAY/X3REYirUdRYDqLe/WsV4j/eZ0UwnM/4zJJgUk6WRSmAkOMizhwjytGQYwMIVRxcyumA6IIBRNa2YTgzr48T5onVdepujenlZozjaOEDtAhOkYuOkM1dInqqIEoekTP6BW9WU/Wi/VufUxaF6zpzB76A+vzB7bel6E=</latexit>

6 F. Fioretto and P. Van Hentenryck

3 1 2 0 0

Group Sizes
1   2   3   4   5

1 1 1 0 02 0 1 0 0
1   2   3   4   5 1   2   3   4   5

3 4 6 6 6

Cumulative Group Sizes 
1   2   3   4   5

1 2 3 3 32 2 3 3 3
1   2   3   4   5 1   2   3   4   5

Levels
1

L=2
cMI

<latexit sha1_base64="KMoCZ4LCVXMc7JzqJudBePFf4xQ=">AAAB/3icbVDLSsNAFJ34rPUVFdy4GSyCq5KIoMuCG10IFewDmlgm00k7dDIJMzdiiVn4K25cKOLW33Dn3zhpu9DWAwOHc+7lnjlBIrgGx/m2FhaXlldWS2vl9Y3NrW17Z7ep41RR1qCxiFU7IJoJLlkDOAjWThQjUSBYKxheFH7rninNY3kLo4T5EelLHnJKwEhde9+LCAyCMKP5XeYBe4Ds+irPu3bFqTpj4HniTkkFTVHv2l9eL6ZpxCRQQbTuuE4CfkYUcCpYXvZSzRJCh6TPOoZKEjHtZ+P8OT4ySg+HsTJPAh6rvzcyEmk9igIzWaTVs14h/ud1UgjP/YzLJAUm6eRQmAoMMS7KwD2uGAUxMoRQxU1WTAdEEQqmsrIpwZ398jxpnlRdp+renFZqzrSOEjpAh+gYuegM1dAlqqMGougRPaNX9GY9WS/Wu/UxGV2wpjt76A+szx/2A5aj</latexit><latexit sha1_base64="KMoCZ4LCVXMc7JzqJudBePFf4xQ=">AAAB/3icbVDLSsNAFJ34rPUVFdy4GSyCq5KIoMuCG10IFewDmlgm00k7dDIJMzdiiVn4K25cKOLW33Dn3zhpu9DWAwOHc+7lnjlBIrgGx/m2FhaXlldWS2vl9Y3NrW17Z7ep41RR1qCxiFU7IJoJLlkDOAjWThQjUSBYKxheFH7rninNY3kLo4T5EelLHnJKwEhde9+LCAyCMKP5XeYBe4Ds+irPu3bFqTpj4HniTkkFTVHv2l9eL6ZpxCRQQbTuuE4CfkYUcCpYXvZSzRJCh6TPOoZKEjHtZ+P8OT4ySg+HsTJPAh6rvzcyEmk9igIzWaTVs14h/ud1UgjP/YzLJAUm6eRQmAoMMS7KwD2uGAUxMoRQxU1WTAdEEQqmsrIpwZ398jxpnlRdp+renFZqzrSOEjpAh+gYuegM1dAlqqMGougRPaNX9GY9WS/Wu/UxGV2wpjt76A+szx/2A5aj</latexit><latexit sha1_base64="KMoCZ4LCVXMc7JzqJudBePFf4xQ=">AAAB/3icbVDLSsNAFJ34rPUVFdy4GSyCq5KIoMuCG10IFewDmlgm00k7dDIJMzdiiVn4K25cKOLW33Dn3zhpu9DWAwOHc+7lnjlBIrgGx/m2FhaXlldWS2vl9Y3NrW17Z7ep41RR1qCxiFU7IJoJLlkDOAjWThQjUSBYKxheFH7rninNY3kLo4T5EelLHnJKwEhde9+LCAyCMKP5XeYBe4Ds+irPu3bFqTpj4HniTkkFTVHv2l9eL6ZpxCRQQbTuuE4CfkYUcCpYXvZSzRJCh6TPOoZKEjHtZ+P8OT4ySg+HsTJPAh6rvzcyEmk9igIzWaTVs14h/ud1UgjP/YzLJAUm6eRQmAoMMS7KwD2uGAUxMoRQxU1WTAdEEQqmsrIpwZ398jxpnlRdp+renFZqzrSOEjpAh+gYuegM1dAlqqMGougRPaNX9GY9WS/Wu/UxGV2wpjt76A+szx/2A5aj</latexit><latexit sha1_base64="KMoCZ4LCVXMc7JzqJudBePFf4xQ=">AAAB/3icbVDLSsNAFJ34rPUVFdy4GSyCq5KIoMuCG10IFewDmlgm00k7dDIJMzdiiVn4K25cKOLW33Dn3zhpu9DWAwOHc+7lnjlBIrgGx/m2FhaXlldWS2vl9Y3NrW17Z7ep41RR1qCxiFU7IJoJLlkDOAjWThQjUSBYKxheFH7rninNY3kLo4T5EelLHnJKwEhde9+LCAyCMKP5XeYBe4Ds+irPu3bFqTpj4HniTkkFTVHv2l9eL6ZpxCRQQbTuuE4CfkYUcCpYXvZSzRJCh6TPOoZKEjHtZ+P8OT4ySg+HsTJPAh6rvzcyEmk9igIzWaTVs14h/ud1UgjP/YzLJAUm6eRQmAoMMS7KwD2uGAUxMoRQxU1WTAdEEQqmsrIpwZ398jxpnlRdp+renFZqzrSOEjpAh+gYuegM1dAlqqMGougRPaNX9GY9WS/Wu/UxGV2wpjt76A+szx/2A5aj</latexit>cGA
<latexit sha1_base64="GY2JYYASz2SNzGaVasw72BAtdI4=">AAAB/3icbVDLSsNAFJ34rPUVFdy4GSyCq5KIoMuKC11WsA9oYplMJ+3QySTM3IglZuGvuHGhiFt/w51/46TtQlsPDBzOuZd75gSJ4Boc59taWFxaXlktrZXXNza3tu2d3aaOU0VZg8YiVu2AaCa4ZA3gIFg7UYxEgWCtYHhZ+K17pjSP5S2MEuZHpC95yCkBI3XtfS8iMAjCjOZ3mQfsAbKrizzv2hWn6oyB54k7JRU0Rb1rf3m9mKYRk0AF0brjOgn4GVHAqWB52Us1Swgdkj7rGCpJxLSfjfPn+MgoPRzGyjwJeKz+3shIpPUoCsxkkVbPeoX4n9dJITz3My6TFJikk0NhKjDEuCgD97hiFMTIEEIVN1kxHRBFKJjKyqYEd/bL86R5UnWdqntzWqk50zpK6AAdomPkojNUQ9eojhqIokf0jF7Rm/VkvVjv1sdkdMGa7uyhP7A+fwDgqZaV</latexit><latexit sha1_base64="GY2JYYASz2SNzGaVasw72BAtdI4=">AAAB/3icbVDLSsNAFJ34rPUVFdy4GSyCq5KIoMuKC11WsA9oYplMJ+3QySTM3IglZuGvuHGhiFt/w51/46TtQlsPDBzOuZd75gSJ4Boc59taWFxaXlktrZXXNza3tu2d3aaOU0VZg8YiVu2AaCa4ZA3gIFg7UYxEgWCtYHhZ+K17pjSP5S2MEuZHpC95yCkBI3XtfS8iMAjCjOZ3mQfsAbKrizzv2hWn6oyB54k7JRU0Rb1rf3m9mKYRk0AF0brjOgn4GVHAqWB52Us1Swgdkj7rGCpJxLSfjfPn+MgoPRzGyjwJeKz+3shIpPUoCsxkkVbPeoX4n9dJITz3My6TFJikk0NhKjDEuCgD97hiFMTIEEIVN1kxHRBFKJjKyqYEd/bL86R5UnWdqntzWqk50zpK6AAdomPkojNUQ9eojhqIokf0jF7Rm/VkvVjv1sdkdMGa7uyhP7A+fwDgqZaV</latexit><latexit sha1_base64="GY2JYYASz2SNzGaVasw72BAtdI4=">AAAB/3icbVDLSsNAFJ34rPUVFdy4GSyCq5KIoMuKC11WsA9oYplMJ+3QySTM3IglZuGvuHGhiFt/w51/46TtQlsPDBzOuZd75gSJ4Boc59taWFxaXlktrZXXNza3tu2d3aaOU0VZg8YiVu2AaCa4ZA3gIFg7UYxEgWCtYHhZ+K17pjSP5S2MEuZHpC95yCkBI3XtfS8iMAjCjOZ3mQfsAbKrizzv2hWn6oyB54k7JRU0Rb1rf3m9mKYRk0AF0brjOgn4GVHAqWB52Us1Swgdkj7rGCpJxLSfjfPn+MgoPRzGyjwJeKz+3shIpPUoCsxkkVbPeoX4n9dJITz3My6TFJikk0NhKjDEuCgD97hiFMTIEEIVN1kxHRBFKJjKyqYEd/bL86R5UnWdqntzWqk50zpK6AAdomPkojNUQ9eojhqIokf0jF7Rm/VkvVjv1sdkdMGa7uyhP7A+fwDgqZaV</latexit><latexit sha1_base64="GY2JYYASz2SNzGaVasw72BAtdI4=">AAAB/3icbVDLSsNAFJ34rPUVFdy4GSyCq5KIoMuKC11WsA9oYplMJ+3QySTM3IglZuGvuHGhiFt/w51/46TtQlsPDBzOuZd75gSJ4Boc59taWFxaXlktrZXXNza3tu2d3aaOU0VZg8YiVu2AaCa4ZA3gIFg7UYxEgWCtYHhZ+K17pjSP5S2MEuZHpC95yCkBI3XtfS8iMAjCjOZ3mQfsAbKrizzv2hWn6oyB54k7JRU0Rb1rf3m9mKYRk0AF0brjOgn4GVHAqWB52Us1Swgdkj7rGCpJxLSfjfPn+MgoPRzGyjwJeKz+3shIpPUoCsxkkVbPeoX4n9dJITz3My6TFJikk0NhKjDEuCgD97hiFMTIEEIVN1kxHRBFKJjKyqYEd/bL86R5UnWdqntzWqk50zpK6AAdomPkojNUQ9eojhqIokf0jF7Rm/VkvVjv1sdkdMGa7uyhP7A+fwDgqZaV</latexit>

N=5
G=6

cUS
<latexit sha1_base64="TfLGf2lIx4llLa2EDGEaQEiUwEY=">AAAB/3icbVDLSsNAFJ3UV62vqODGzWARXJVEBF0W3LisaNpCE8tkOmmHTh7M3IglZuGvuHGhiFt/w51/46TNQlsPDBzOuZd75viJ4Aos69uoLC2vrK5V12sbm1vbO+buXlvFqaTMobGIZdcnigkeMQc4CNZNJCOhL1jHH18WfueeScXj6BYmCfNCMox4wCkBLfXNAzckMPKDjOZ3mQvsATLnJs/7Zt1qWFPgRWKXpI5KtPrmlzuIaRqyCKggSvVsKwEvIxI4FSyvualiCaFjMmQ9TSMSMuVl0/w5PtbKAAex1C8CPFV/b2QkVGoS+nqySKvmvUL8z+ulEFx4GY+SFFhEZ4eCVGCIcVEGHnDJKIiJJoRKrrNiOiKSUNCV1XQJ9vyXF0n7tGFbDfv6rN60yjqq6BAdoRNko3PURFeohRxE0SN6Rq/ozXgyXox342M2WjHKnX30B8bnDxGGlrU=</latexit><latexit sha1_base64="TfLGf2lIx4llLa2EDGEaQEiUwEY=">AAAB/3icbVDLSsNAFJ3UV62vqODGzWARXJVEBF0W3LisaNpCE8tkOmmHTh7M3IglZuGvuHGhiFt/w51/46TNQlsPDBzOuZd75viJ4Aos69uoLC2vrK5V12sbm1vbO+buXlvFqaTMobGIZdcnigkeMQc4CNZNJCOhL1jHH18WfueeScXj6BYmCfNCMox4wCkBLfXNAzckMPKDjOZ3mQvsATLnJs/7Zt1qWFPgRWKXpI5KtPrmlzuIaRqyCKggSvVsKwEvIxI4FSyvualiCaFjMmQ9TSMSMuVl0/w5PtbKAAex1C8CPFV/b2QkVGoS+nqySKvmvUL8z+ulEFx4GY+SFFhEZ4eCVGCIcVEGHnDJKIiJJoRKrrNiOiKSUNCV1XQJ9vyXF0n7tGFbDfv6rN60yjqq6BAdoRNko3PURFeohRxE0SN6Rq/ozXgyXox342M2WjHKnX30B8bnDxGGlrU=</latexit><latexit sha1_base64="TfLGf2lIx4llLa2EDGEaQEiUwEY=">AAAB/3icbVDLSsNAFJ3UV62vqODGzWARXJVEBF0W3LisaNpCE8tkOmmHTh7M3IglZuGvuHGhiFt/w51/46TNQlsPDBzOuZd75viJ4Aos69uoLC2vrK5V12sbm1vbO+buXlvFqaTMobGIZdcnigkeMQc4CNZNJCOhL1jHH18WfueeScXj6BYmCfNCMox4wCkBLfXNAzckMPKDjOZ3mQvsATLnJs/7Zt1qWFPgRWKXpI5KtPrmlzuIaRqyCKggSvVsKwEvIxI4FSyvualiCaFjMmQ9TSMSMuVl0/w5PtbKAAex1C8CPFV/b2QkVGoS+nqySKvmvUL8z+ulEFx4GY+SFFhEZ4eCVGCIcVEGHnDJKIiJJoRKrrNiOiKSUNCV1XQJ9vyXF0n7tGFbDfv6rN60yjqq6BAdoRNko3PURFeohRxE0SN6Rq/ozXgyXox342M2WjHKnX30B8bnDxGGlrU=</latexit><latexit sha1_base64="TfLGf2lIx4llLa2EDGEaQEiUwEY=">AAAB/3icbVDLSsNAFJ3UV62vqODGzWARXJVEBF0W3LisaNpCE8tkOmmHTh7M3IglZuGvuHGhiFt/w51/46TNQlsPDBzOuZd75viJ4Aos69uoLC2vrK5V12sbm1vbO+buXlvFqaTMobGIZdcnigkeMQc4CNZNJCOhL1jHH18WfueeScXj6BYmCfNCMox4wCkBLfXNAzckMPKDjOZ3mQvsATLnJs/7Zt1qWFPgRWKXpI5KtPrmlzuIaRqyCKggSvVsKwEvIxI4FSyvualiCaFjMmQ9TSMSMuVl0/w5PtbKAAex1C8CPFV/b2QkVGoS+nqySKvmvUL8z+ulEFx4GY+SFFhEZ4eCVGCIcVEGHnDJKIiJJoRKrrNiOiKSUNCV1XQJ9vyXF0n7tGFbDfv6rN60yjqq6BAdoRNko3PURFeohRxE0SN6Rq/ozXgyXox342M2WjHKnX30B8bnDxGGlrU=</latexit>

nUS
<latexit sha1_base64="5RYy0XpgvmNzOzHodjmnpT+27W8=">AAAB/3icbVBNS8NAFNzUr1q/ooIXL8EieCqJCHosePFY0bSFJpbNdtMu3WzC7otYYg7+FS8eFPHq3/Dmv3HT5qCtAwvDzHu82QkSzhTY9rdRWVpeWV2rrtc2Nre2d8zdvbaKU0moS2Iey26AFeVMUBcYcNpNJMVRwGknGF8WfueeSsVicQuThPoRHgoWMoJBS33zwIswjIIwE/ld5gF9gMy9yfO+Wbcb9hTWInFKUkclWn3zyxvEJI2oAMKxUj3HTsDPsARGOM1rXqpogskYD2lPU4Ejqvxsmj+3jrUysMJY6ifAmqq/NzIcKTWJAj1ZpFXzXiH+5/VSCC/8jIkkBSrI7FCYcgtiqyjDGjBJCfCJJphIprNaZIQlJqArq+kSnPkvL5L2acOxG871Wb1pl3VU0SE6QifIQeeoia5QC7mIoEf0jF7Rm/FkvBjvxsdstGKUO/voD4zPHyLBlsA=</latexit><latexit sha1_base64="5RYy0XpgvmNzOzHodjmnpT+27W8=">AAAB/3icbVBNS8NAFNzUr1q/ooIXL8EieCqJCHosePFY0bSFJpbNdtMu3WzC7otYYg7+FS8eFPHq3/Dmv3HT5qCtAwvDzHu82QkSzhTY9rdRWVpeWV2rrtc2Nre2d8zdvbaKU0moS2Iey26AFeVMUBcYcNpNJMVRwGknGF8WfueeSsVicQuThPoRHgoWMoJBS33zwIswjIIwE/ld5gF9gMy9yfO+Wbcb9hTWInFKUkclWn3zyxvEJI2oAMKxUj3HTsDPsARGOM1rXqpogskYD2lPU4Ejqvxsmj+3jrUysMJY6ifAmqq/NzIcKTWJAj1ZpFXzXiH+5/VSCC/8jIkkBSrI7FCYcgtiqyjDGjBJCfCJJphIprNaZIQlJqArq+kSnPkvL5L2acOxG871Wb1pl3VU0SE6QifIQeeoia5QC7mIoEf0jF7Rm/FkvBjvxsdstGKUO/voD4zPHyLBlsA=</latexit><latexit sha1_base64="5RYy0XpgvmNzOzHodjmnpT+27W8=">AAAB/3icbVBNS8NAFNzUr1q/ooIXL8EieCqJCHosePFY0bSFJpbNdtMu3WzC7otYYg7+FS8eFPHq3/Dmv3HT5qCtAwvDzHu82QkSzhTY9rdRWVpeWV2rrtc2Nre2d8zdvbaKU0moS2Iey26AFeVMUBcYcNpNJMVRwGknGF8WfueeSsVicQuThPoRHgoWMoJBS33zwIswjIIwE/ld5gF9gMy9yfO+Wbcb9hTWInFKUkclWn3zyxvEJI2oAMKxUj3HTsDPsARGOM1rXqpogskYD2lPU4Ejqvxsmj+3jrUysMJY6ifAmqq/NzIcKTWJAj1ZpFXzXiH+5/VSCC/8jIkkBSrI7FCYcgtiqyjDGjBJCfCJJphIprNaZIQlJqArq+kSnPkvL5L2acOxG871Wb1pl3VU0SE6QifIQeeoia5QC7mIoEf0jF7Rm/FkvBjvxsdstGKUO/voD4zPHyLBlsA=</latexit><latexit sha1_base64="5RYy0XpgvmNzOzHodjmnpT+27W8=">AAAB/3icbVBNS8NAFNzUr1q/ooIXL8EieCqJCHosePFY0bSFJpbNdtMu3WzC7otYYg7+FS8eFPHq3/Dmv3HT5qCtAwvDzHu82QkSzhTY9rdRWVpeWV2rrtc2Nre2d8zdvbaKU0moS2Iey26AFeVMUBcYcNpNJMVRwGknGF8WfueeSsVicQuThPoRHgoWMoJBS33zwIswjIIwE/ld5gF9gMy9yfO+Wbcb9hTWInFKUkclWn3zyxvEJI2oAMKxUj3HTsDPsARGOM1rXqpogskYD2lPU4Ejqvxsmj+3jrUysMJY6ifAmqq/NzIcKTWJAj1ZpFXzXiH+5/VSCC/8jIkkBSrI7FCYcgtiqyjDGjBJCfCJJphIprNaZIQlJqArq+kSnPkvL5L2acOxG871Wb1pl3VU0SE6QifIQeeoia5QC7mIoEf0jF7Rm/FkvBjvxsdstGKUO/voD4zPHyLBlsA=</latexit>

nGA
<latexit sha1_base64="nWqbWqgIer7sS4CTrAwq6QSxqG0=">AAACAXicbVBNS8NAEN34WetX1IvgZbEInkoigh4rHvRYwX5AE8tmu2mXbjZhdyKWEC/+FS8eFPHqv/Dmv3HT9qCtDwYe780wMy9IBNfgON/WwuLS8spqaa28vrG5tW3v7DZ1nCrKGjQWsWoHRDPBJWsAB8HaiWIkCgRrBcPLwm/dM6V5LG9hlDA/In3JQ04JGKlr73sRgUEQZjK/yzxgD6BFdnWR51274lSdMfA8caekgqaod+0vrxfTNGISqCBad1wnAT8jCjgVLC97qWYJoUPSZx1DJYmY9rPxBzk+MkoPh7EyJQGP1d8TGYm0HkWB6Szu1bNeIf7ndVIIz/2MyyQFJulkUZgKDDEu4sA9rhgFMTKEUMXNrZgOiCIUTGhlE4I7+/I8aZ5UXafq3pxWas40jhI6QIfoGLnoDNXQNaqjBqLoET2jV/RmPVkv1rv1MWldsKYze+gPrM8foYSXkw==</latexit><latexit sha1_base64="nWqbWqgIer7sS4CTrAwq6QSxqG0=">AAACAXicbVBNS8NAEN34WetX1IvgZbEInkoigh4rHvRYwX5AE8tmu2mXbjZhdyKWEC/+FS8eFPHqv/Dmv3HT9qCtDwYe780wMy9IBNfgON/WwuLS8spqaa28vrG5tW3v7DZ1nCrKGjQWsWoHRDPBJWsAB8HaiWIkCgRrBcPLwm/dM6V5LG9hlDA/In3JQ04JGKlr73sRgUEQZjK/yzxgD6BFdnWR51274lSdMfA8caekgqaod+0vrxfTNGISqCBad1wnAT8jCjgVLC97qWYJoUPSZx1DJYmY9rPxBzk+MkoPh7EyJQGP1d8TGYm0HkWB6Szu1bNeIf7ndVIIz/2MyyQFJulkUZgKDDEu4sA9rhgFMTKEUMXNrZgOiCIUTGhlE4I7+/I8aZ5UXafq3pxWas40jhI6QIfoGLnoDNXQNaqjBqLoET2jV/RmPVkv1rv1MWldsKYze+gPrM8foYSXkw==</latexit><latexit sha1_base64="nWqbWqgIer7sS4CTrAwq6QSxqG0=">AAACAXicbVBNS8NAEN34WetX1IvgZbEInkoigh4rHvRYwX5AE8tmu2mXbjZhdyKWEC/+FS8eFPHqv/Dmv3HT9qCtDwYe780wMy9IBNfgON/WwuLS8spqaa28vrG5tW3v7DZ1nCrKGjQWsWoHRDPBJWsAB8HaiWIkCgRrBcPLwm/dM6V5LG9hlDA/In3JQ04JGKlr73sRgUEQZjK/yzxgD6BFdnWR51274lSdMfA8caekgqaod+0vrxfTNGISqCBad1wnAT8jCjgVLC97qWYJoUPSZx1DJYmY9rPxBzk+MkoPh7EyJQGP1d8TGYm0HkWB6Szu1bNeIf7ndVIIz/2MyyQFJulkUZgKDDEu4sA9rhgFMTKEUMXNrZgOiCIUTGhlE4I7+/I8aZ5UXafq3pxWas40jhI6QIfoGLnoDNXQNaqjBqLoET2jV/RmPVkv1rv1MWldsKYze+gPrM8foYSXkw==</latexit><latexit sha1_base64="nWqbWqgIer7sS4CTrAwq6QSxqG0=">AAACAXicbVBNS8NAEN34WetX1IvgZbEInkoigh4rHvRYwX5AE8tmu2mXbjZhdyKWEC/+FS8eFPHqv/Dmv3HT9qCtDwYe780wMy9IBNfgON/WwuLS8spqaa28vrG5tW3v7DZ1nCrKGjQWsWoHRDPBJWsAB8HaiWIkCgRrBcPLwm/dM6V5LG9hlDA/In3JQ04JGKlr73sRgUEQZjK/yzxgD6BFdnWR51274lSdMfA8caekgqaod+0vrxfTNGISqCBad1wnAT8jCjgVLC97qWYJoUPSZx1DJYmY9rPxBzk+MkoPh7EyJQGP1d8TGYm0HkWB6Szu1bNeIf7ndVIIz/2MyyQFJulkUZgKDDEu4sA9rhgFMTKEUMXNrZgOiCIUTGhlE4I7+/I8aZ5UXafq3pxWas40jhI6QIfoGLnoDNXQNaqjBqLoET2jV/RmPVkv1rv1MWldsKYze+gPrM8foYSXkw==</latexit> nMI

<latexit sha1_base64="92A4wpXqLvxSngB4nRdiPNp1DGE=">AAACAXicbVBNS8NAEN34WetX1IvgZbEInkoigh4LXvQgVLAf0MSy2W7apZtN2J2IJcSLf8WLB0W8+i+8+W/ctD1o64OBx3szzMwLEsE1OM63tbC4tLyyWlorr29sbm3bO7tNHaeKsgaNRazaAdFMcMkawEGwdqIYiQLBWsHwovBb90xpHstbGCXMj0hf8pBTAkbq2vteRGAQhJnM7zIP2ANokV1f5XnXrjhVZww8T9wpqaAp6l37y+vFNI2YBCqI1h3XScDPiAJOBcvLXqpZQuiQ9FnHUEkipv1s/EGOj4zSw2GsTEnAY/X3REYirUdRYDqLe/WsV4j/eZ0UwnM/4zJJgUk6WRSmAkOMizhwjytGQYwMIVRxcyumA6IIBRNa2YTgzr48T5onVdepujenlZozjaOEDtAhOkYuOkM1dInqqIEoekTP6BW9WU/Wi/VufUxaF6zpzB76A+vzB7bel6E=</latexit><latexit sha1_base64="92A4wpXqLvxSngB4nRdiPNp1DGE=">AAACAXicbVBNS8NAEN34WetX1IvgZbEInkoigh4LXvQgVLAf0MSy2W7apZtN2J2IJcSLf8WLB0W8+i+8+W/ctD1o64OBx3szzMwLEsE1OM63tbC4tLyyWlorr29sbm3bO7tNHaeKsgaNRazaAdFMcMkawEGwdqIYiQLBWsHwovBb90xpHstbGCXMj0hf8pBTAkbq2vteRGAQhJnM7zIP2ANokV1f5XnXrjhVZww8T9wpqaAp6l37y+vFNI2YBCqI1h3XScDPiAJOBcvLXqpZQuiQ9FnHUEkipv1s/EGOj4zSw2GsTEnAY/X3REYirUdRYDqLe/WsV4j/eZ0UwnM/4zJJgUk6WRSmAkOMizhwjytGQYwMIVRxcyumA6IIBRNa2YTgzr48T5onVdepujenlZozjaOEDtAhOkYuOkM1dInqqIEoekTP6BW9WU/Wi/VufUxaF6zpzB76A+vzB7bel6E=</latexit><latexit sha1_base64="92A4wpXqLvxSngB4nRdiPNp1DGE=">AAACAXicbVBNS8NAEN34WetX1IvgZbEInkoigh4LXvQgVLAf0MSy2W7apZtN2J2IJcSLf8WLB0W8+i+8+W/ctD1o64OBx3szzMwLEsE1OM63tbC4tLyyWlorr29sbm3bO7tNHaeKsgaNRazaAdFMcMkawEGwdqIYiQLBWsHwovBb90xpHstbGCXMj0hf8pBTAkbq2vteRGAQhJnM7zIP2ANokV1f5XnXrjhVZww8T9wpqaAp6l37y+vFNI2YBCqI1h3XScDPiAJOBcvLXqpZQuiQ9FnHUEkipv1s/EGOj4zSw2GsTEnAY/X3REYirUdRYDqLe/WsV4j/eZ0UwnM/4zJJgUk6WRSmAkOMizhwjytGQYwMIVRxcyumA6IIBRNa2YTgzr48T5onVdepujenlZozjaOEDtAhOkYuOkM1dInqqIEoekTP6BW9WU/Wi/VufUxaF6zpzB76A+vzB7bel6E=</latexit><latexit sha1_base64="92A4wpXqLvxSngB4nRdiPNp1DGE=">AAACAXicbVBNS8NAEN34WetX1IvgZbEInkoigh4LXvQgVLAf0MSy2W7apZtN2J2IJcSLf8WLB0W8+i+8+W/ctD1o64OBx3szzMwLEsE1OM63tbC4tLyyWlorr29sbm3bO7tNHaeKsgaNRazaAdFMcMkawEGwdqIYiQLBWsHwovBb90xpHstbGCXMj0hf8pBTAkbq2vteRGAQhJnM7zIP2ANokV1f5XnXrjhVZww8T9wpqaAp6l37y+vFNI2YBCqI1h3XScDPiAJOBcvLXqpZQuiQ9FnHUEkipv1s/EGOj4zSw2GsTEnAY/X3REYirUdRYDqLe/WsV4j/eZ0UwnM/4zJJgUk6WRSmAkOMizhwjytGQYwMIVRxcyumA6IIBRNa2YTgzr48T5onVdepujenlZozjaOEDtAhOkYuOkM1dInqqIEoekTP6BW9WU/Wi/VufUxaF6zpzB76A+vzB7bel6E=</latexit>
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Fig. 2. Region hierarchies associated with the dataset of Figure 1(a): group size hier-
archy T2 (a), and cumulative group size hierarchy T c

2 (b).

5 The Direct Optimization-Based PGSR Mechanism

This section presents a two-step mechanism for the PGSR problem. The first
step produces a noisy version of the group sizes, while the second step restores
the feasibility of the PGSR constraints while staying as close as possible to the
noisy counts. The first step produces a noisy hierarchy T̃ “ tñr | r P Ru using
the geometric mechanism with parameter � “ 2L

✏
on the vectors nr:

ñr “ nr ` Geom
´2L

✏

¯N

. (3)

This step satisfies ✏-di↵erential privacy due to the following lemma.

Lemma 4. The sensitivity �n of the group estimate query is 2.

minimize
tn̂rurPR

ÿ

rPR
}n̂r ´ ñr}22 (H1)

s.t:
ÿ

sPrNs
n̂r

s “ G @r P R (H2)

ÿ

cPchprq
n̂c

s “ n̂r

s @r P R, s P rN s (H3)

n̂r

s PDr

s @r P R, s P rN s (H4)

Fig. 3. The MH post-processing step.

The output of the first step sat-
isfies Condition 1 of the PGSR
problem but it will violate (with
high probability) the other con-
ditions. To restore feasibility,
this paper uses a post-processing
strategy similar to the one pro-
posed in [10] for mobility appli-
cations. After generating T̃ us-
ing Equation (3), the mechanism
post-processes the values ñr of T̃ through the Quadratic Integer Program (QIP)

depicted in Figure 3. Its goal is to find a new region hierarchy T̂ , optimizing over
the variables n̂r “ pn̂r

1
. . . n̂

r

N
q for each r P R, so that their values stay close to

the noisy counts of the first step, while satisfying faithfulness (Constraint (H2)),
consistency (Constraint (H3)), and validity (Constraint (H4)). In the optimiza-
tion model, D

r

s
represents the domain (of integer, non-negative values) of n̂

r

s
.

The resulting mechanism is called the Hierarchical PGSR and denoted by MH .
It satisfies ✏-di↵erential privacy because of post-processing immunity of di↵eren-
tial privacy (Lemma 3), since the post-processing step of MH uses exclusively
di↵erentially private information (T̃ ).
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(a) (b)

Fig. 2. Region hierarchies associated with the dataset of Figure 1(a): group size hier-
archy T2 (a), and cumulative group size hierarchy T c

2 (b).

5 The Direct Optimization-Based PGSR Mechanism

This section presents a two-step mechanism for the PGSR problem. The first
step produces a noisy version of the group sizes, while the second step restores
the feasibility of the PGSR constraints while staying as close as possible to the
noisy counts. The first step produces a noisy hierarchy T̃ “ tñr | r P Ru using
the geometric mechanism with parameter � “ 2L

✏
on the vectors nr:

ñr “ nr ` Geom
´2L

✏

¯N

. (3)

This step satisfies ✏-di↵erential privacy due to the following lemma.

Lemma 4. The sensitivity �n of the group estimate query is 2.

minimize
tn̂rurPR

ÿ

rPR
}n̂r ´ ñr}22 (H1)

s.t:
ÿ

sPrNs
n̂r

s “ G @r P R (H2)

ÿ

cPchprq
n̂c

s “ n̂r

s @r P R, s P rN s (H3)

n̂r

s PDr

s @r P R, s P rN s (H4)

Fig. 3. The MH post-processing step.

The output of the first step sat-
isfies Condition 1 of the PGSR
problem but it will violate (with
high probability) the other con-
ditions. To restore feasibility,
this paper uses a post-processing
strategy similar to the one pro-
posed in [10] for mobility appli-
cations. After generating T̃ us-
ing Equation (3), the mechanism
post-processes the values ñr of T̃ through the Quadratic Integer Program (QIP)

depicted in Figure 3. Its goal is to find a new region hierarchy T̂ , optimizing over
the variables n̂r “ pn̂r

1
. . . n̂

r

N
q for each r P R, so that their values stay close to

the noisy counts of the first step, while satisfying faithfulness (Constraint (H2)),
consistency (Constraint (H3)), and validity (Constraint (H4)). In the optimiza-
tion model, D

r

s
represents the domain (of integer, non-negative values) of n̂

r

s
.

The resulting mechanism is called the Hierarchical PGSR and denoted by MH .
It satisfies ✏-di↵erential privacy because of post-processing immunity of di↵eren-
tial privacy (Lemma 3), since the post-processing step of MH uses exclusively
di↵erentially private information (T̃ ).

1. Apply Geometrical Noise with parameter λ =
2L
ϵ

2. Postprocess output  to enforce consistencyñ

Satisfies DP due to post-processing immunity
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nUS
<latexit sha1_base64="5RYy0XpgvmNzOzHodjmnpT+27W8=">AAAB/3icbVBNS8NAFNzUr1q/ooIXL8EieCqJCHosePFY0bSFJpbNdtMu3WzC7otYYg7+FS8eFPHq3/Dmv3HT5qCtAwvDzHu82QkSzhTY9rdRWVpeWV2rrtc2Nre2d8zdvbaKU0moS2Iey26AFeVMUBcYcNpNJMVRwGknGF8WfueeSsVicQuThPoRHgoWMoJBS33zwIswjIIwE/ld5gF9gMy9yfO+Wbcb9hTWInFKUkclWn3zyxvEJI2oAMKxUj3HTsDPsARGOM1rXqpogskYD2lPU4Ejqvxsmj+3jrUysMJY6ifAmqq/NzIcKTWJAj1ZpFXzXiH+5/VSCC/8jIkkBSrI7FCYcgtiqyjDGjBJCfCJJphIprNaZIQlJqArq+kSnPkvL5L2acOxG871Wb1pl3VU0SE6QifIQeeoia5QC7mIoEf0jF7Rm/FkvBjvxsdstGKUO/voD4zPHyLBlsA=</latexit><latexit sha1_base64="5RYy0XpgvmNzOzHodjmnpT+27W8=">AAAB/3icbVBNS8NAFNzUr1q/ooIXL8EieCqJCHosePFY0bSFJpbNdtMu3WzC7otYYg7+FS8eFPHq3/Dmv3HT5qCtAwvDzHu82QkSzhTY9rdRWVpeWV2rrtc2Nre2d8zdvbaKU0moS2Iey26AFeVMUBcYcNpNJMVRwGknGF8WfueeSsVicQuThPoRHgoWMoJBS33zwIswjIIwE/ld5gF9gMy9yfO+Wbcb9hTWInFKUkclWn3zyxvEJI2oAMKxUj3HTsDPsARGOM1rXqpogskYD2lPU4Ejqvxsmj+3jrUysMJY6ifAmqq/NzIcKTWJAj1ZpFXzXiH+5/VSCC/8jIkkBSrI7FCYcgtiqyjDGjBJCfCJJphIprNaZIQlJqArq+kSnPkvL5L2acOxG871Wb1pl3VU0SE6QifIQeeoia5QC7mIoEf0jF7Rm/FkvBjvxsdstGKUO/voD4zPHyLBlsA=</latexit><latexit sha1_base64="5RYy0XpgvmNzOzHodjmnpT+27W8=">AAAB/3icbVBNS8NAFNzUr1q/ooIXL8EieCqJCHosePFY0bSFJpbNdtMu3WzC7otYYg7+FS8eFPHq3/Dmv3HT5qCtAwvDzHu82QkSzhTY9rdRWVpeWV2rrtc2Nre2d8zdvbaKU0moS2Iey26AFeVMUBcYcNpNJMVRwGknGF8WfueeSsVicQuThPoRHgoWMoJBS33zwIswjIIwE/ld5gF9gMy9yfO+Wbcb9hTWInFKUkclWn3zyxvEJI2oAMKxUj3HTsDPsARGOM1rXqpogskYD2lPU4Ejqvxsmj+3jrUysMJY6ifAmqq/NzIcKTWJAj1ZpFXzXiH+5/VSCC/8jIkkBSrI7FCYcgtiqyjDGjBJCfCJJphIprNaZIQlJqArq+kSnPkvL5L2acOxG871Wb1pl3VU0SE6QifIQeeoia5QC7mIoEf0jF7Rm/FkvBjvxsdstGKUO/voD4zPHyLBlsA=</latexit><latexit sha1_base64="5RYy0XpgvmNzOzHodjmnpT+27W8=">AAAB/3icbVBNS8NAFNzUr1q/ooIXL8EieCqJCHosePFY0bSFJpbNdtMu3WzC7otYYg7+FS8eFPHq3/Dmv3HT5qCtAwvDzHu82QkSzhTY9rdRWVpeWV2rrtc2Nre2d8zdvbaKU0moS2Iey26AFeVMUBcYcNpNJMVRwGknGF8WfueeSsVicQuThPoRHgoWMoJBS33zwIswjIIwE/ld5gF9gMy9yfO+Wbcb9hTWInFKUkclWn3zyxvEJI2oAMKxUj3HTsDPsARGOM1rXqpogskYD2lPU4Ejqvxsmj+3jrUysMJY6ifAmqq/NzIcKTWJAj1ZpFXzXiH+5/VSCC/8jIkkBSrI7FCYcgtiqyjDGjBJCfCJJphIprNaZIQlJqArq+kSnPkvL5L2acOxG871Wb1pl3VU0SE6QifIQeeoia5QC7mIoEf0jF7Rm/FkvBjvxsdstGKUO/voD4zPHyLBlsA=</latexit>

nGA
<latexit sha1_base64="nWqbWqgIer7sS4CTrAwq6QSxqG0=">AAACAXicbVBNS8NAEN34WetX1IvgZbEInkoigh4rHvRYwX5AE8tmu2mXbjZhdyKWEC/+FS8eFPHqv/Dmv3HT9qCtDwYe780wMy9IBNfgON/WwuLS8spqaa28vrG5tW3v7DZ1nCrKGjQWsWoHRDPBJWsAB8HaiWIkCgRrBcPLwm/dM6V5LG9hlDA/In3JQ04JGKlr73sRgUEQZjK/yzxgD6BFdnWR51274lSdMfA8caekgqaod+0vrxfTNGISqCBad1wnAT8jCjgVLC97qWYJoUPSZx1DJYmY9rPxBzk+MkoPh7EyJQGP1d8TGYm0HkWB6Szu1bNeIf7ndVIIz/2MyyQFJulkUZgKDDEu4sA9rhgFMTKEUMXNrZgOiCIUTGhlE4I7+/I8aZ5UXafq3pxWas40jhI6QIfoGLnoDNXQNaqjBqLoET2jV/RmPVkv1rv1MWldsKYze+gPrM8foYSXkw==</latexit><latexit sha1_base64="nWqbWqgIer7sS4CTrAwq6QSxqG0=">AAACAXicbVBNS8NAEN34WetX1IvgZbEInkoigh4rHvRYwX5AE8tmu2mXbjZhdyKWEC/+FS8eFPHqv/Dmv3HT9qCtDwYe780wMy9IBNfgON/WwuLS8spqaa28vrG5tW3v7DZ1nCrKGjQWsWoHRDPBJWsAB8HaiWIkCgRrBcPLwm/dM6V5LG9hlDA/In3JQ04JGKlr73sRgUEQZjK/yzxgD6BFdnWR51274lSdMfA8caekgqaod+0vrxfTNGISqCBad1wnAT8jCjgVLC97qWYJoUPSZx1DJYmY9rPxBzk+MkoPh7EyJQGP1d8TGYm0HkWB6Szu1bNeIf7ndVIIz/2MyyQFJulkUZgKDDEu4sA9rhgFMTKEUMXNrZgOiCIUTGhlE4I7+/I8aZ5UXafq3pxWas40jhI6QIfoGLnoDNXQNaqjBqLoET2jV/RmPVkv1rv1MWldsKYze+gPrM8foYSXkw==</latexit><latexit sha1_base64="nWqbWqgIer7sS4CTrAwq6QSxqG0=">AAACAXicbVBNS8NAEN34WetX1IvgZbEInkoigh4rHvRYwX5AE8tmu2mXbjZhdyKWEC/+FS8eFPHqv/Dmv3HT9qCtDwYe780wMy9IBNfgON/WwuLS8spqaa28vrG5tW3v7DZ1nCrKGjQWsWoHRDPBJWsAB8HaiWIkCgRrBcPLwm/dM6V5LG9hlDA/In3JQ04JGKlr73sRgUEQZjK/yzxgD6BFdnWR51274lSdMfA8caekgqaod+0vrxfTNGISqCBad1wnAT8jCjgVLC97qWYJoUPSZx1DJYmY9rPxBzk+MkoPh7EyJQGP1d8TGYm0HkWB6Szu1bNeIf7ndVIIz/2MyyQFJulkUZgKDDEu4sA9rhgFMTKEUMXNrZgOiCIUTGhlE4I7+/I8aZ5UXafq3pxWas40jhI6QIfoGLnoDNXQNaqjBqLoET2jV/RmPVkv1rv1MWldsKYze+gPrM8foYSXkw==</latexit><latexit sha1_base64="nWqbWqgIer7sS4CTrAwq6QSxqG0=">AAACAXicbVBNS8NAEN34WetX1IvgZbEInkoigh4rHvRYwX5AE8tmu2mXbjZhdyKWEC/+FS8eFPHqv/Dmv3HT9qCtDwYe780wMy9IBNfgON/WwuLS8spqaa28vrG5tW3v7DZ1nCrKGjQWsWoHRDPBJWsAB8HaiWIkCgRrBcPLwm/dM6V5LG9hlDA/In3JQ04JGKlr73sRgUEQZjK/yzxgD6BFdnWR51274lSdMfA8caekgqaod+0vrxfTNGISqCBad1wnAT8jCjgVLC97qWYJoUPSZx1DJYmY9rPxBzk+MkoPh7EyJQGP1d8TGYm0HkWB6Szu1bNeIf7ndVIIz/2MyyQFJulkUZgKDDEu4sA9rhgFMTKEUMXNrZgOiCIUTGhlE4I7+/I8aZ5UXafq3pxWas40jhI6QIfoGLnoDNXQNaqjBqLoET2jV/RmPVkv1rv1MWldsKYze+gPrM8foYSXkw==</latexit> nMI

<latexit sha1_base64="92A4wpXqLvxSngB4nRdiPNp1DGE=">AAACAXicbVBNS8NAEN34WetX1IvgZbEInkoigh4LXvQgVLAf0MSy2W7apZtN2J2IJcSLf8WLB0W8+i+8+W/ctD1o64OBx3szzMwLEsE1OM63tbC4tLyyWlorr29sbm3bO7tNHaeKsgaNRazaAdFMcMkawEGwdqIYiQLBWsHwovBb90xpHstbGCXMj0hf8pBTAkbq2vteRGAQhJnM7zIP2ANokV1f5XnXrjhVZww8T9wpqaAp6l37y+vFNI2YBCqI1h3XScDPiAJOBcvLXqpZQuiQ9FnHUEkipv1s/EGOj4zSw2GsTEnAY/X3REYirUdRYDqLe/WsV4j/eZ0UwnM/4zJJgUk6WRSmAkOMizhwjytGQYwMIVRxcyumA6IIBRNa2YTgzr48T5onVdepujenlZozjaOEDtAhOkYuOkM1dInqqIEoekTP6BW9WU/Wi/VufUxaF6zpzB76A+vzB7bel6E=</latexit><latexit sha1_base64="92A4wpXqLvxSngB4nRdiPNp1DGE=">AAACAXicbVBNS8NAEN34WetX1IvgZbEInkoigh4LXvQgVLAf0MSy2W7apZtN2J2IJcSLf8WLB0W8+i+8+W/ctD1o64OBx3szzMwLEsE1OM63tbC4tLyyWlorr29sbm3bO7tNHaeKsgaNRazaAdFMcMkawEGwdqIYiQLBWsHwovBb90xpHstbGCXMj0hf8pBTAkbq2vteRGAQhJnM7zIP2ANokV1f5XnXrjhVZww8T9wpqaAp6l37y+vFNI2YBCqI1h3XScDPiAJOBcvLXqpZQuiQ9FnHUEkipv1s/EGOj4zSw2GsTEnAY/X3REYirUdRYDqLe/WsV4j/eZ0UwnM/4zJJgUk6WRSmAkOMizhwjytGQYwMIVRxcyumA6IIBRNa2YTgzr48T5onVdepujenlZozjaOEDtAhOkYuOkM1dInqqIEoekTP6BW9WU/Wi/VufUxaF6zpzB76A+vzB7bel6E=</latexit><latexit sha1_base64="92A4wpXqLvxSngB4nRdiPNp1DGE=">AAACAXicbVBNS8NAEN34WetX1IvgZbEInkoigh4LXvQgVLAf0MSy2W7apZtN2J2IJcSLf8WLB0W8+i+8+W/ctD1o64OBx3szzMwLEsE1OM63tbC4tLyyWlorr29sbm3bO7tNHaeKsgaNRazaAdFMcMkawEGwdqIYiQLBWsHwovBb90xpHstbGCXMj0hf8pBTAkbq2vteRGAQhJnM7zIP2ANokV1f5XnXrjhVZww8T9wpqaAp6l37y+vFNI2YBCqI1h3XScDPiAJOBcvLXqpZQuiQ9FnHUEkipv1s/EGOj4zSw2GsTEnAY/X3REYirUdRYDqLe/WsV4j/eZ0UwnM/4zJJgUk6WRSmAkOMizhwjytGQYwMIVRxcyumA6IIBRNa2YTgzr48T5onVdepujenlZozjaOEDtAhOkYuOkM1dInqqIEoekTP6BW9WU/Wi/VufUxaF6zpzB76A+vzB7bel6E=</latexit><latexit sha1_base64="92A4wpXqLvxSngB4nRdiPNp1DGE=">AAACAXicbVBNS8NAEN34WetX1IvgZbEInkoigh4LXvQgVLAf0MSy2W7apZtN2J2IJcSLf8WLB0W8+i+8+W/ctD1o64OBx3szzMwLEsE1OM63tbC4tLyyWlorr29sbm3bO7tNHaeKsgaNRazaAdFMcMkawEGwdqIYiQLBWsHwovBb90xpHstbGCXMj0hf8pBTAkbq2vteRGAQhJnM7zIP2ANokV1f5XnXrjhVZww8T9wpqaAp6l37y+vFNI2YBCqI1h3XScDPiAJOBcvLXqpZQuiQ9FnHUEkipv1s/EGOj4zSw2GsTEnAY/X3REYirUdRYDqLe/WsV4j/eZ0UwnM/4zJJgUk6WRSmAkOMizhwjytGQYwMIVRxcyumA6IIBRNa2YTgzr48T5onVdepujenlZozjaOEDtAhOkYuOkM1dInqqIEoekTP6BW9WU/Wi/VufUxaF6zpzB76A+vzB7bel6E=</latexit>

6 F. Fioretto and P. Van Hentenryck
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1

L=2
cMI

<latexit sha1_base64="KMoCZ4LCVXMc7JzqJudBePFf4xQ=">AAAB/3icbVDLSsNAFJ34rPUVFdy4GSyCq5KIoMuCG10IFewDmlgm00k7dDIJMzdiiVn4K25cKOLW33Dn3zhpu9DWAwOHc+7lnjlBIrgGx/m2FhaXlldWS2vl9Y3NrW17Z7ep41RR1qCxiFU7IJoJLlkDOAjWThQjUSBYKxheFH7rninNY3kLo4T5EelLHnJKwEhde9+LCAyCMKP5XeYBe4Ds+irPu3bFqTpj4HniTkkFTVHv2l9eL6ZpxCRQQbTuuE4CfkYUcCpYXvZSzRJCh6TPOoZKEjHtZ+P8OT4ySg+HsTJPAh6rvzcyEmk9igIzWaTVs14h/ud1UgjP/YzLJAUm6eRQmAoMMS7KwD2uGAUxMoRQxU1WTAdEEQqmsrIpwZ398jxpnlRdp+renFZqzrSOEjpAh+gYuegM1dAlqqMGougRPaNX9GY9WS/Wu/UxGV2wpjt76A+szx/2A5aj</latexit><latexit sha1_base64="KMoCZ4LCVXMc7JzqJudBePFf4xQ=">AAAB/3icbVDLSsNAFJ34rPUVFdy4GSyCq5KIoMuCG10IFewDmlgm00k7dDIJMzdiiVn4K25cKOLW33Dn3zhpu9DWAwOHc+7lnjlBIrgGx/m2FhaXlldWS2vl9Y3NrW17Z7ep41RR1qCxiFU7IJoJLlkDOAjWThQjUSBYKxheFH7rninNY3kLo4T5EelLHnJKwEhde9+LCAyCMKP5XeYBe4Ds+irPu3bFqTpj4HniTkkFTVHv2l9eL6ZpxCRQQbTuuE4CfkYUcCpYXvZSzRJCh6TPOoZKEjHtZ+P8OT4ySg+HsTJPAh6rvzcyEmk9igIzWaTVs14h/ud1UgjP/YzLJAUm6eRQmAoMMS7KwD2uGAUxMoRQxU1WTAdEEQqmsrIpwZ398jxpnlRdp+renFZqzrSOEjpAh+gYuegM1dAlqqMGougRPaNX9GY9WS/Wu/UxGV2wpjt76A+szx/2A5aj</latexit><latexit sha1_base64="KMoCZ4LCVXMc7JzqJudBePFf4xQ=">AAAB/3icbVDLSsNAFJ34rPUVFdy4GSyCq5KIoMuCG10IFewDmlgm00k7dDIJMzdiiVn4K25cKOLW33Dn3zhpu9DWAwOHc+7lnjlBIrgGx/m2FhaXlldWS2vl9Y3NrW17Z7ep41RR1qCxiFU7IJoJLlkDOAjWThQjUSBYKxheFH7rninNY3kLo4T5EelLHnJKwEhde9+LCAyCMKP5XeYBe4Ds+irPu3bFqTpj4HniTkkFTVHv2l9eL6ZpxCRQQbTuuE4CfkYUcCpYXvZSzRJCh6TPOoZKEjHtZ+P8OT4ySg+HsTJPAh6rvzcyEmk9igIzWaTVs14h/ud1UgjP/YzLJAUm6eRQmAoMMS7KwD2uGAUxMoRQxU1WTAdEEQqmsrIpwZ398jxpnlRdp+renFZqzrSOEjpAh+gYuegM1dAlqqMGougRPaNX9GY9WS/Wu/UxGV2wpjt76A+szx/2A5aj</latexit><latexit sha1_base64="KMoCZ4LCVXMc7JzqJudBePFf4xQ=">AAAB/3icbVDLSsNAFJ34rPUVFdy4GSyCq5KIoMuCG10IFewDmlgm00k7dDIJMzdiiVn4K25cKOLW33Dn3zhpu9DWAwOHc+7lnjlBIrgGx/m2FhaXlldWS2vl9Y3NrW17Z7ep41RR1qCxiFU7IJoJLlkDOAjWThQjUSBYKxheFH7rninNY3kLo4T5EelLHnJKwEhde9+LCAyCMKP5XeYBe4Ds+irPu3bFqTpj4HniTkkFTVHv2l9eL6ZpxCRQQbTuuE4CfkYUcCpYXvZSzRJCh6TPOoZKEjHtZ+P8OT4ySg+HsTJPAh6rvzcyEmk9igIzWaTVs14h/ud1UgjP/YzLJAUm6eRQmAoMMS7KwD2uGAUxMoRQxU1WTAdEEQqmsrIpwZ398jxpnlRdp+renFZqzrSOEjpAh+gYuegM1dAlqqMGougRPaNX9GY9WS/Wu/UxGV2wpjt76A+szx/2A5aj</latexit>cGA
<latexit sha1_base64="GY2JYYASz2SNzGaVasw72BAtdI4=">AAAB/3icbVDLSsNAFJ34rPUVFdy4GSyCq5KIoMuKC11WsA9oYplMJ+3QySTM3IglZuGvuHGhiFt/w51/46TtQlsPDBzOuZd75gSJ4Boc59taWFxaXlktrZXXNza3tu2d3aaOU0VZg8YiVu2AaCa4ZA3gIFg7UYxEgWCtYHhZ+K17pjSP5S2MEuZHpC95yCkBI3XtfS8iMAjCjOZ3mQfsAbKrizzv2hWn6oyB54k7JRU0Rb1rf3m9mKYRk0AF0brjOgn4GVHAqWB52Us1Swgdkj7rGCpJxLSfjfPn+MgoPRzGyjwJeKz+3shIpPUoCsxkkVbPeoX4n9dJITz3My6TFJikk0NhKjDEuCgD97hiFMTIEEIVN1kxHRBFKJjKyqYEd/bL86R5UnWdqntzWqk50zpK6AAdomPkojNUQ9eojhqIokf0jF7Rm/VkvVjv1sdkdMGa7uyhP7A+fwDgqZaV</latexit><latexit sha1_base64="GY2JYYASz2SNzGaVasw72BAtdI4=">AAAB/3icbVDLSsNAFJ34rPUVFdy4GSyCq5KIoMuKC11WsA9oYplMJ+3QySTM3IglZuGvuHGhiFt/w51/46TtQlsPDBzOuZd75gSJ4Boc59taWFxaXlktrZXXNza3tu2d3aaOU0VZg8YiVu2AaCa4ZA3gIFg7UYxEgWCtYHhZ+K17pjSP5S2MEuZHpC95yCkBI3XtfS8iMAjCjOZ3mQfsAbKrizzv2hWn6oyB54k7JRU0Rb1rf3m9mKYRk0AF0brjOgn4GVHAqWB52Us1Swgdkj7rGCpJxLSfjfPn+MgoPRzGyjwJeKz+3shIpPUoCsxkkVbPeoX4n9dJITz3My6TFJikk0NhKjDEuCgD97hiFMTIEEIVN1kxHRBFKJjKyqYEd/bL86R5UnWdqntzWqk50zpK6AAdomPkojNUQ9eojhqIokf0jF7Rm/VkvVjv1sdkdMGa7uyhP7A+fwDgqZaV</latexit><latexit sha1_base64="GY2JYYASz2SNzGaVasw72BAtdI4=">AAAB/3icbVDLSsNAFJ34rPUVFdy4GSyCq5KIoMuKC11WsA9oYplMJ+3QySTM3IglZuGvuHGhiFt/w51/46TtQlsPDBzOuZd75gSJ4Boc59taWFxaXlktrZXXNza3tu2d3aaOU0VZg8YiVu2AaCa4ZA3gIFg7UYxEgWCtYHhZ+K17pjSP5S2MEuZHpC95yCkBI3XtfS8iMAjCjOZ3mQfsAbKrizzv2hWn6oyB54k7JRU0Rb1rf3m9mKYRk0AF0brjOgn4GVHAqWB52Us1Swgdkj7rGCpJxLSfjfPn+MgoPRzGyjwJeKz+3shIpPUoCsxkkVbPeoX4n9dJITz3My6TFJikk0NhKjDEuCgD97hiFMTIEEIVN1kxHRBFKJjKyqYEd/bL86R5UnWdqntzWqk50zpK6AAdomPkojNUQ9eojhqIokf0jF7Rm/VkvVjv1sdkdMGa7uyhP7A+fwDgqZaV</latexit><latexit sha1_base64="GY2JYYASz2SNzGaVasw72BAtdI4=">AAAB/3icbVDLSsNAFJ34rPUVFdy4GSyCq5KIoMuKC11WsA9oYplMJ+3QySTM3IglZuGvuHGhiFt/w51/46TtQlsPDBzOuZd75gSJ4Boc59taWFxaXlktrZXXNza3tu2d3aaOU0VZg8YiVu2AaCa4ZA3gIFg7UYxEgWCtYHhZ+K17pjSP5S2MEuZHpC95yCkBI3XtfS8iMAjCjOZ3mQfsAbKrizzv2hWn6oyB54k7JRU0Rb1rf3m9mKYRk0AF0brjOgn4GVHAqWB52Us1Swgdkj7rGCpJxLSfjfPn+MgoPRzGyjwJeKz+3shIpPUoCsxkkVbPeoX4n9dJITz3My6TFJikk0NhKjDEuCgD97hiFMTIEEIVN1kxHRBFKJjKyqYEd/bL86R5UnWdqntzWqk50zpK6AAdomPkojNUQ9eojhqIokf0jF7Rm/VkvVjv1sdkdMGa7uyhP7A+fwDgqZaV</latexit>

N=5
G=6

cUS
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Fig. 2. Region hierarchies associated with the dataset of Figure 1(a): group size hier-
archy T2 (a), and cumulative group size hierarchy T c

2 (b).

5 The Direct Optimization-Based PGSR Mechanism

This section presents a two-step mechanism for the PGSR problem. The first
step produces a noisy version of the group sizes, while the second step restores
the feasibility of the PGSR constraints while staying as close as possible to the
noisy counts. The first step produces a noisy hierarchy T̃ “ tñr | r P Ru using
the geometric mechanism with parameter � “ 2L

✏
on the vectors nr:

ñr “ nr ` Geom
´2L

✏

¯N

. (3)

This step satisfies ✏-di↵erential privacy due to the following lemma.

Lemma 4. The sensitivity �n of the group estimate query is 2.

minimize
tn̂rurPR

ÿ

rPR
}n̂r ´ ñr}22 (H1)

s.t:
ÿ

sPrNs
n̂r

s “ G @r P R (H2)

ÿ

cPchprq
n̂c

s “ n̂r

s @r P R, s P rN s (H3)

n̂r

s PDr

s @r P R, s P rN s (H4)

Fig. 3. The MH post-processing step.

The output of the first step sat-
isfies Condition 1 of the PGSR
problem but it will violate (with
high probability) the other con-
ditions. To restore feasibility,
this paper uses a post-processing
strategy similar to the one pro-
posed in [10] for mobility appli-
cations. After generating T̃ us-
ing Equation (3), the mechanism
post-processes the values ñr of T̃ through the Quadratic Integer Program (QIP)

depicted in Figure 3. Its goal is to find a new region hierarchy T̂ , optimizing over
the variables n̂r “ pn̂r

1
. . . n̂

r

N
q for each r P R, so that their values stay close to

the noisy counts of the first step, while satisfying faithfulness (Constraint (H2)),
consistency (Constraint (H3)), and validity (Constraint (H4)). In the optimiza-
tion model, D

r

s
represents the domain (of integer, non-negative values) of n̂

r

s
.

The resulting mechanism is called the Hierarchical PGSR and denoted by MH .
It satisfies ✏-di↵erential privacy because of post-processing immunity of di↵eren-
tial privacy (Lemma 3), since the post-processing step of MH uses exclusively
di↵erentially private information (T̃ ).
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<latexit sha1_base64="GY2JYYASz2SNzGaVasw72BAtdI4=">AAAB/3icbVDLSsNAFJ34rPUVFdy4GSyCq5KIoMuKC11WsA9oYplMJ+3QySTM3IglZuGvuHGhiFt/w51/46TtQlsPDBzOuZd75gSJ4Boc59taWFxaXlktrZXXNza3tu2d3aaOU0VZg8YiVu2AaCa4ZA3gIFg7UYxEgWCtYHhZ+K17pjSP5S2MEuZHpC95yCkBI3XtfS8iMAjCjOZ3mQfsAbKrizzv2hWn6oyB54k7JRU0Rb1rf3m9mKYRk0AF0brjOgn4GVHAqWB52Us1Swgdkj7rGCpJxLSfjfPn+MgoPRzGyjwJeKz+3shIpPUoCsxkkVbPeoX4n9dJITz3My6TFJikk0NhKjDEuCgD97hiFMTIEEIVN1kxHRBFKJjKyqYEd/bL86R5UnWdqntzWqk50zpK6AAdomPkojNUQ9eojhqIokf0jF7Rm/VkvVjv1sdkdMGa7uyhP7A+fwDgqZaV</latexit><latexit sha1_base64="GY2JYYASz2SNzGaVasw72BAtdI4=">AAAB/3icbVDLSsNAFJ34rPUVFdy4GSyCq5KIoMuKC11WsA9oYplMJ+3QySTM3IglZuGvuHGhiFt/w51/46TtQlsPDBzOuZd75gSJ4Boc59taWFxaXlktrZXXNza3tu2d3aaOU0VZg8YiVu2AaCa4ZA3gIFg7UYxEgWCtYHhZ+K17pjSP5S2MEuZHpC95yCkBI3XtfS8iMAjCjOZ3mQfsAbKrizzv2hWn6oyB54k7JRU0Rb1rf3m9mKYRk0AF0brjOgn4GVHAqWB52Us1Swgdkj7rGCpJxLSfjfPn+MgoPRzGyjwJeKz+3shIpPUoCsxkkVbPeoX4n9dJITz3My6TFJikk0NhKjDEuCgD97hiFMTIEEIVN1kxHRBFKJjKyqYEd/bL86R5UnWdqntzWqk50zpK6AAdomPkojNUQ9eojhqIokf0jF7Rm/VkvVjv1sdkdMGa7uyhP7A+fwDgqZaV</latexit><latexit sha1_base64="GY2JYYASz2SNzGaVasw72BAtdI4=">AAAB/3icbVDLSsNAFJ34rPUVFdy4GSyCq5KIoMuKC11WsA9oYplMJ+3QySTM3IglZuGvuHGhiFt/w51/46TtQlsPDBzOuZd75gSJ4Boc59taWFxaXlktrZXXNza3tu2d3aaOU0VZg8YiVu2AaCa4ZA3gIFg7UYxEgWCtYHhZ+K17pjSP5S2MEuZHpC95yCkBI3XtfS8iMAjCjOZ3mQfsAbKrizzv2hWn6oyB54k7JRU0Rb1rf3m9mKYRk0AF0brjOgn4GVHAqWB52Us1Swgdkj7rGCpJxLSfjfPn+MgoPRzGyjwJeKz+3shIpPUoCsxkkVbPeoX4n9dJITz3My6TFJikk0NhKjDEuCgD97hiFMTIEEIVN1kxHRBFKJjKyqYEd/bL86R5UnWdqntzWqk50zpK6AAdomPkojNUQ9eojhqIokf0jF7Rm/VkvVjv1sdkdMGa7uyhP7A+fwDgqZaV</latexit><latexit sha1_base64="GY2JYYASz2SNzGaVasw72BAtdI4=">AAAB/3icbVDLSsNAFJ34rPUVFdy4GSyCq5KIoMuKC11WsA9oYplMJ+3QySTM3IglZuGvuHGhiFt/w51/46TtQlsPDBzOuZd75gSJ4Boc59taWFxaXlktrZXXNza3tu2d3aaOU0VZg8YiVu2AaCa4ZA3gIFg7UYxEgWCtYHhZ+K17pjSP5S2MEuZHpC95yCkBI3XtfS8iMAjCjOZ3mQfsAbKrizzv2hWn6oyB54k7JRU0Rb1rf3m9mKYRk0AF0brjOgn4GVHAqWB52Us1Swgdkj7rGCpJxLSfjfPn+MgoPRzGyjwJeKz+3shIpPUoCsxkkVbPeoX4n9dJITz3My6TFJikk0NhKjDEuCgD97hiFMTIEEIVN1kxHRBFKJjKyqYEd/bL86R5UnWdqntzWqk50zpK6AAdomPkojNUQ9eojhqIokf0jF7Rm/VkvVjv1sdkdMGa7uyhP7A+fwDgqZaV</latexit>

N=5
G=6

cUS
<latexit sha1_base64="TfLGf2lIx4llLa2EDGEaQEiUwEY=">AAAB/3icbVDLSsNAFJ3UV62vqODGzWARXJVEBF0W3LisaNpCE8tkOmmHTh7M3IglZuGvuHGhiFt/w51/46TNQlsPDBzOuZd75viJ4Aos69uoLC2vrK5V12sbm1vbO+buXlvFqaTMobGIZdcnigkeMQc4CNZNJCOhL1jHH18WfueeScXj6BYmCfNCMox4wCkBLfXNAzckMPKDjOZ3mQvsATLnJs/7Zt1qWFPgRWKXpI5KtPrmlzuIaRqyCKggSvVsKwEvIxI4FSyvualiCaFjMmQ9TSMSMuVl0/w5PtbKAAex1C8CPFV/b2QkVGoS+nqySKvmvUL8z+ulEFx4GY+SFFhEZ4eCVGCIcVEGHnDJKIiJJoRKrrNiOiKSUNCV1XQJ9vyXF0n7tGFbDfv6rN60yjqq6BAdoRNko3PURFeohRxE0SN6Rq/ozXgyXox342M2WjHKnX30B8bnDxGGlrU=</latexit><latexit sha1_base64="TfLGf2lIx4llLa2EDGEaQEiUwEY=">AAAB/3icbVDLSsNAFJ3UV62vqODGzWARXJVEBF0W3LisaNpCE8tkOmmHTh7M3IglZuGvuHGhiFt/w51/46TNQlsPDBzOuZd75viJ4Aos69uoLC2vrK5V12sbm1vbO+buXlvFqaTMobGIZdcnigkeMQc4CNZNJCOhL1jHH18WfueeScXj6BYmCfNCMox4wCkBLfXNAzckMPKDjOZ3mQvsATLnJs/7Zt1qWFPgRWKXpI5KtPrmlzuIaRqyCKggSvVsKwEvIxI4FSyvualiCaFjMmQ9TSMSMuVl0/w5PtbKAAex1C8CPFV/b2QkVGoS+nqySKvmvUL8z+ulEFx4GY+SFFhEZ4eCVGCIcVEGHnDJKIiJJoRKrrNiOiKSUNCV1XQJ9vyXF0n7tGFbDfv6rN60yjqq6BAdoRNko3PURFeohRxE0SN6Rq/ozXgyXox342M2WjHKnX30B8bnDxGGlrU=</latexit><latexit sha1_base64="TfLGf2lIx4llLa2EDGEaQEiUwEY=">AAAB/3icbVDLSsNAFJ3UV62vqODGzWARXJVEBF0W3LisaNpCE8tkOmmHTh7M3IglZuGvuHGhiFt/w51/46TNQlsPDBzOuZd75viJ4Aos69uoLC2vrK5V12sbm1vbO+buXlvFqaTMobGIZdcnigkeMQc4CNZNJCOhL1jHH18WfueeScXj6BYmCfNCMox4wCkBLfXNAzckMPKDjOZ3mQvsATLnJs/7Zt1qWFPgRWKXpI5KtPrmlzuIaRqyCKggSvVsKwEvIxI4FSyvualiCaFjMmQ9TSMSMuVl0/w5PtbKAAex1C8CPFV/b2QkVGoS+nqySKvmvUL8z+ulEFx4GY+SFFhEZ4eCVGCIcVEGHnDJKIiJJoRKrrNiOiKSUNCV1XQJ9vyXF0n7tGFbDfv6rN60yjqq6BAdoRNko3PURFeohRxE0SN6Rq/ozXgyXox342M2WjHKnX30B8bnDxGGlrU=</latexit><latexit sha1_base64="TfLGf2lIx4llLa2EDGEaQEiUwEY=">AAAB/3icbVDLSsNAFJ3UV62vqODGzWARXJVEBF0W3LisaNpCE8tkOmmHTh7M3IglZuGvuHGhiFt/w51/46TNQlsPDBzOuZd75viJ4Aos69uoLC2vrK5V12sbm1vbO+buXlvFqaTMobGIZdcnigkeMQc4CNZNJCOhL1jHH18WfueeScXj6BYmCfNCMox4wCkBLfXNAzckMPKDjOZ3mQvsATLnJs/7Zt1qWFPgRWKXpI5KtPrmlzuIaRqyCKggSvVsKwEvIxI4FSyvualiCaFjMmQ9TSMSMuVl0/w5PtbKAAex1C8CPFV/b2QkVGoS+nqySKvmvUL8z+ulEFx4GY+SFFhEZ4eCVGCIcVEGHnDJKIiJJoRKrrNiOiKSUNCV1XQJ9vyXF0n7tGFbDfv6rN60yjqq6BAdoRNko3PURFeohRxE0SN6Rq/ozXgyXox342M2WjHKnX30B8bnDxGGlrU=</latexit>

nUS
<latexit sha1_base64="5RYy0XpgvmNzOzHodjmnpT+27W8=">AAAB/3icbVBNS8NAFNzUr1q/ooIXL8EieCqJCHosePFY0bSFJpbNdtMu3WzC7otYYg7+FS8eFPHq3/Dmv3HT5qCtAwvDzHu82QkSzhTY9rdRWVpeWV2rrtc2Nre2d8zdvbaKU0moS2Iey26AFeVMUBcYcNpNJMVRwGknGF8WfueeSsVicQuThPoRHgoWMoJBS33zwIswjIIwE/ld5gF9gMy9yfO+Wbcb9hTWInFKUkclWn3zyxvEJI2oAMKxUj3HTsDPsARGOM1rXqpogskYD2lPU4Ejqvxsmj+3jrUysMJY6ifAmqq/NzIcKTWJAj1ZpFXzXiH+5/VSCC/8jIkkBSrI7FCYcgtiqyjDGjBJCfCJJphIprNaZIQlJqArq+kSnPkvL5L2acOxG871Wb1pl3VU0SE6QifIQeeoia5QC7mIoEf0jF7Rm/FkvBjvxsdstGKUO/voD4zPHyLBlsA=</latexit><latexit sha1_base64="5RYy0XpgvmNzOzHodjmnpT+27W8=">AAAB/3icbVBNS8NAFNzUr1q/ooIXL8EieCqJCHosePFY0bSFJpbNdtMu3WzC7otYYg7+FS8eFPHq3/Dmv3HT5qCtAwvDzHu82QkSzhTY9rdRWVpeWV2rrtc2Nre2d8zdvbaKU0moS2Iey26AFeVMUBcYcNpNJMVRwGknGF8WfueeSsVicQuThPoRHgoWMoJBS33zwIswjIIwE/ld5gF9gMy9yfO+Wbcb9hTWInFKUkclWn3zyxvEJI2oAMKxUj3HTsDPsARGOM1rXqpogskYD2lPU4Ejqvxsmj+3jrUysMJY6ifAmqq/NzIcKTWJAj1ZpFXzXiH+5/VSCC/8jIkkBSrI7FCYcgtiqyjDGjBJCfCJJphIprNaZIQlJqArq+kSnPkvL5L2acOxG871Wb1pl3VU0SE6QifIQeeoia5QC7mIoEf0jF7Rm/FkvBjvxsdstGKUO/voD4zPHyLBlsA=</latexit><latexit sha1_base64="5RYy0XpgvmNzOzHodjmnpT+27W8=">AAAB/3icbVBNS8NAFNzUr1q/ooIXL8EieCqJCHosePFY0bSFJpbNdtMu3WzC7otYYg7+FS8eFPHq3/Dmv3HT5qCtAwvDzHu82QkSzhTY9rdRWVpeWV2rrtc2Nre2d8zdvbaKU0moS2Iey26AFeVMUBcYcNpNJMVRwGknGF8WfueeSsVicQuThPoRHgoWMoJBS33zwIswjIIwE/ld5gF9gMy9yfO+Wbcb9hTWInFKUkclWn3zyxvEJI2oAMKxUj3HTsDPsARGOM1rXqpogskYD2lPU4Ejqvxsmj+3jrUysMJY6ifAmqq/NzIcKTWJAj1ZpFXzXiH+5/VSCC/8jIkkBSrI7FCYcgtiqyjDGjBJCfCJJphIprNaZIQlJqArq+kSnPkvL5L2acOxG871Wb1pl3VU0SE6QifIQeeoia5QC7mIoEf0jF7Rm/FkvBjvxsdstGKUO/voD4zPHyLBlsA=</latexit><latexit sha1_base64="5RYy0XpgvmNzOzHodjmnpT+27W8=">AAAB/3icbVBNS8NAFNzUr1q/ooIXL8EieCqJCHosePFY0bSFJpbNdtMu3WzC7otYYg7+FS8eFPHq3/Dmv3HT5qCtAwvDzHu82QkSzhTY9rdRWVpeWV2rrtc2Nre2d8zdvbaKU0moS2Iey26AFeVMUBcYcNpNJMVRwGknGF8WfueeSsVicQuThPoRHgoWMoJBS33zwIswjIIwE/ld5gF9gMy9yfO+Wbcb9hTWInFKUkclWn3zyxvEJI2oAMKxUj3HTsDPsARGOM1rXqpogskYD2lPU4Ejqvxsmj+3jrUysMJY6ifAmqq/NzIcKTWJAj1ZpFXzXiH+5/VSCC/8jIkkBSrI7FCYcgtiqyjDGjBJCfCJJphIprNaZIQlJqArq+kSnPkvL5L2acOxG871Wb1pl3VU0SE6QifIQeeoia5QC7mIoEf0jF7Rm/FkvBjvxsdstGKUO/voD4zPHyLBlsA=</latexit>

nGA
<latexit sha1_base64="nWqbWqgIer7sS4CTrAwq6QSxqG0=">AAACAXicbVBNS8NAEN34WetX1IvgZbEInkoigh4rHvRYwX5AE8tmu2mXbjZhdyKWEC/+FS8eFPHqv/Dmv3HT9qCtDwYe780wMy9IBNfgON/WwuLS8spqaa28vrG5tW3v7DZ1nCrKGjQWsWoHRDPBJWsAB8HaiWIkCgRrBcPLwm/dM6V5LG9hlDA/In3JQ04JGKlr73sRgUEQZjK/yzxgD6BFdnWR51274lSdMfA8caekgqaod+0vrxfTNGISqCBad1wnAT8jCjgVLC97qWYJoUPSZx1DJYmY9rPxBzk+MkoPh7EyJQGP1d8TGYm0HkWB6Szu1bNeIf7ndVIIz/2MyyQFJulkUZgKDDEu4sA9rhgFMTKEUMXNrZgOiCIUTGhlE4I7+/I8aZ5UXafq3pxWas40jhI6QIfoGLnoDNXQNaqjBqLoET2jV/RmPVkv1rv1MWldsKYze+gPrM8foYSXkw==</latexit><latexit sha1_base64="nWqbWqgIer7sS4CTrAwq6QSxqG0=">AAACAXicbVBNS8NAEN34WetX1IvgZbEInkoigh4rHvRYwX5AE8tmu2mXbjZhdyKWEC/+FS8eFPHqv/Dmv3HT9qCtDwYe780wMy9IBNfgON/WwuLS8spqaa28vrG5tW3v7DZ1nCrKGjQWsWoHRDPBJWsAB8HaiWIkCgRrBcPLwm/dM6V5LG9hlDA/In3JQ04JGKlr73sRgUEQZjK/yzxgD6BFdnWR51274lSdMfA8caekgqaod+0vrxfTNGISqCBad1wnAT8jCjgVLC97qWYJoUPSZx1DJYmY9rPxBzk+MkoPh7EyJQGP1d8TGYm0HkWB6Szu1bNeIf7ndVIIz/2MyyQFJulkUZgKDDEu4sA9rhgFMTKEUMXNrZgOiCIUTGhlE4I7+/I8aZ5UXafq3pxWas40jhI6QIfoGLnoDNXQNaqjBqLoET2jV/RmPVkv1rv1MWldsKYze+gPrM8foYSXkw==</latexit><latexit sha1_base64="nWqbWqgIer7sS4CTrAwq6QSxqG0=">AAACAXicbVBNS8NAEN34WetX1IvgZbEInkoigh4rHvRYwX5AE8tmu2mXbjZhdyKWEC/+FS8eFPHqv/Dmv3HT9qCtDwYe780wMy9IBNfgON/WwuLS8spqaa28vrG5tW3v7DZ1nCrKGjQWsWoHRDPBJWsAB8HaiWIkCgRrBcPLwm/dM6V5LG9hlDA/In3JQ04JGKlr73sRgUEQZjK/yzxgD6BFdnWR51274lSdMfA8caekgqaod+0vrxfTNGISqCBad1wnAT8jCjgVLC97qWYJoUPSZx1DJYmY9rPxBzk+MkoPh7EyJQGP1d8TGYm0HkWB6Szu1bNeIf7ndVIIz/2MyyQFJulkUZgKDDEu4sA9rhgFMTKEUMXNrZgOiCIUTGhlE4I7+/I8aZ5UXafq3pxWas40jhI6QIfoGLnoDNXQNaqjBqLoET2jV/RmPVkv1rv1MWldsKYze+gPrM8foYSXkw==</latexit><latexit sha1_base64="nWqbWqgIer7sS4CTrAwq6QSxqG0=">AAACAXicbVBNS8NAEN34WetX1IvgZbEInkoigh4rHvRYwX5AE8tmu2mXbjZhdyKWEC/+FS8eFPHqv/Dmv3HT9qCtDwYe780wMy9IBNfgON/WwuLS8spqaa28vrG5tW3v7DZ1nCrKGjQWsWoHRDPBJWsAB8HaiWIkCgRrBcPLwm/dM6V5LG9hlDA/In3JQ04JGKlr73sRgUEQZjK/yzxgD6BFdnWR51274lSdMfA8caekgqaod+0vrxfTNGISqCBad1wnAT8jCjgVLC97qWYJoUPSZx1DJYmY9rPxBzk+MkoPh7EyJQGP1d8TGYm0HkWB6Szu1bNeIf7ndVIIz/2MyyQFJulkUZgKDDEu4sA9rhgFMTKEUMXNrZgOiCIUTGhlE4I7+/I8aZ5UXafq3pxWas40jhI6QIfoGLnoDNXQNaqjBqLoET2jV/RmPVkv1rv1MWldsKYze+gPrM8foYSXkw==</latexit> nMI

<latexit sha1_base64="92A4wpXqLvxSngB4nRdiPNp1DGE=">AAACAXicbVBNS8NAEN34WetX1IvgZbEInkoigh4LXvQgVLAf0MSy2W7apZtN2J2IJcSLf8WLB0W8+i+8+W/ctD1o64OBx3szzMwLEsE1OM63tbC4tLyyWlorr29sbm3bO7tNHaeKsgaNRazaAdFMcMkawEGwdqIYiQLBWsHwovBb90xpHstbGCXMj0hf8pBTAkbq2vteRGAQhJnM7zIP2ANokV1f5XnXrjhVZww8T9wpqaAp6l37y+vFNI2YBCqI1h3XScDPiAJOBcvLXqpZQuiQ9FnHUEkipv1s/EGOj4zSw2GsTEnAY/X3REYirUdRYDqLe/WsV4j/eZ0UwnM/4zJJgUk6WRSmAkOMizhwjytGQYwMIVRxcyumA6IIBRNa2YTgzr48T5onVdepujenlZozjaOEDtAhOkYuOkM1dInqqIEoekTP6BW9WU/Wi/VufUxaF6zpzB76A+vzB7bel6E=</latexit><latexit sha1_base64="92A4wpXqLvxSngB4nRdiPNp1DGE=">AAACAXicbVBNS8NAEN34WetX1IvgZbEInkoigh4LXvQgVLAf0MSy2W7apZtN2J2IJcSLf8WLB0W8+i+8+W/ctD1o64OBx3szzMwLEsE1OM63tbC4tLyyWlorr29sbm3bO7tNHaeKsgaNRazaAdFMcMkawEGwdqIYiQLBWsHwovBb90xpHstbGCXMj0hf8pBTAkbq2vteRGAQhJnM7zIP2ANokV1f5XnXrjhVZww8T9wpqaAp6l37y+vFNI2YBCqI1h3XScDPiAJOBcvLXqpZQuiQ9FnHUEkipv1s/EGOj4zSw2GsTEnAY/X3REYirUdRYDqLe/WsV4j/eZ0UwnM/4zJJgUk6WRSmAkOMizhwjytGQYwMIVRxcyumA6IIBRNa2YTgzr48T5onVdepujenlZozjaOEDtAhOkYuOkM1dInqqIEoekTP6BW9WU/Wi/VufUxaF6zpzB76A+vzB7bel6E=</latexit><latexit sha1_base64="92A4wpXqLvxSngB4nRdiPNp1DGE=">AAACAXicbVBNS8NAEN34WetX1IvgZbEInkoigh4LXvQgVLAf0MSy2W7apZtN2J2IJcSLf8WLB0W8+i+8+W/ctD1o64OBx3szzMwLEsE1OM63tbC4tLyyWlorr29sbm3bO7tNHaeKsgaNRazaAdFMcMkawEGwdqIYiQLBWsHwovBb90xpHstbGCXMj0hf8pBTAkbq2vteRGAQhJnM7zIP2ANokV1f5XnXrjhVZww8T9wpqaAp6l37y+vFNI2YBCqI1h3XScDPiAJOBcvLXqpZQuiQ9FnHUEkipv1s/EGOj4zSw2GsTEnAY/X3REYirUdRYDqLe/WsV4j/eZ0UwnM/4zJJgUk6WRSmAkOMizhwjytGQYwMIVRxcyumA6IIBRNa2YTgzr48T5onVdepujenlZozjaOEDtAhOkYuOkM1dInqqIEoekTP6BW9WU/Wi/VufUxaF6zpzB76A+vzB7bel6E=</latexit><latexit sha1_base64="92A4wpXqLvxSngB4nRdiPNp1DGE=">AAACAXicbVBNS8NAEN34WetX1IvgZbEInkoigh4LXvQgVLAf0MSy2W7apZtN2J2IJcSLf8WLB0W8+i+8+W/ctD1o64OBx3szzMwLEsE1OM63tbC4tLyyWlorr29sbm3bO7tNHaeKsgaNRazaAdFMcMkawEGwdqIYiQLBWsHwovBb90xpHstbGCXMj0hf8pBTAkbq2vteRGAQhJnM7zIP2ANokV1f5XnXrjhVZww8T9wpqaAp6l37y+vFNI2YBCqI1h3XScDPiAJOBcvLXqpZQuiQ9FnHUEkipv1s/EGOj4zSw2GsTEnAY/X3REYirUdRYDqLe/WsV4j/eZ0UwnM/4zJJgUk6WRSmAkOMizhwjytGQYwMIVRxcyumA6IIBRNa2YTgzr48T5onVdepujenlZozjaOEDtAhOkYuOkM1dInqqIEoekTP6BW9WU/Wi/VufUxaF6zpzB76A+vzB7bel6E=</latexit>

(a) (b)

Fig. 2. Region hierarchies associated with the dataset of Figure 1(a): group size hier-
archy T2 (a), and cumulative group size hierarchy T c

2 (b).

5 The Direct Optimization-Based PGSR Mechanism

This section presents a two-step mechanism for the PGSR problem. The first
step produces a noisy version of the group sizes, while the second step restores
the feasibility of the PGSR constraints while staying as close as possible to the
noisy counts. The first step produces a noisy hierarchy T̃ “ tñr | r P Ru using
the geometric mechanism with parameter � “ 2L

✏
on the vectors nr:

ñr “ nr ` Geom
´2L

✏

¯N

. (3)

This step satisfies ✏-di↵erential privacy due to the following lemma.

Lemma 4. The sensitivity �n of the group estimate query is 2.

minimize
tn̂rurPR

ÿ

rPR
}n̂r ´ ñr}22 (H1)

s.t:
ÿ

sPrNs
n̂r

s “ G @r P R (H2)

ÿ

cPchprq
n̂c

s “ n̂r

s @r P R, s P rN s (H3)

n̂r

s PDr

s @r P R, s P rN s (H4)

Fig. 3. The MH post-processing step.

The output of the first step sat-
isfies Condition 1 of the PGSR
problem but it will violate (with
high probability) the other con-
ditions. To restore feasibility,
this paper uses a post-processing
strategy similar to the one pro-
posed in [10] for mobility appli-
cations. After generating T̃ us-
ing Equation (3), the mechanism
post-processes the values ñr of T̃ through the Quadratic Integer Program (QIP)

depicted in Figure 3. Its goal is to find a new region hierarchy T̂ , optimizing over
the variables n̂r “ pn̂r

1
. . . n̂

r

N
q for each r P R, so that their values stay close to

the noisy counts of the first step, while satisfying faithfulness (Constraint (H2)),
consistency (Constraint (H3)), and validity (Constraint (H4)). In the optimiza-
tion model, D

r

s
represents the domain (of integer, non-negative values) of n̂

r

s
.

The resulting mechanism is called the Hierarchical PGSR and denoted by MH .
It satisfies ✏-di↵erential privacy because of post-processing immunity of di↵eren-
tial privacy (Lemma 3), since the post-processing step of MH uses exclusively
di↵erentially private information (T̃ ).

1. Apply Geometrical Noise with parameter λ =
2L
ϵ

2. Postprocess output  to enforce consistencyñ

Satisfies DP due to post-processing immunity
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nUS
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<latexit sha1_base64="92A4wpXqLvxSngB4nRdiPNp1DGE=">AAACAXicbVBNS8NAEN34WetX1IvgZbEInkoigh4LXvQgVLAf0MSy2W7apZtN2J2IJcSLf8WLB0W8+i+8+W/ctD1o64OBx3szzMwLEsE1OM63tbC4tLyyWlorr29sbm3bO7tNHaeKsgaNRazaAdFMcMkawEGwdqIYiQLBWsHwovBb90xpHstbGCXMj0hf8pBTAkbq2vteRGAQhJnM7zIP2ANokV1f5XnXrjhVZww8T9wpqaAp6l37y+vFNI2YBCqI1h3XScDPiAJOBcvLXqpZQuiQ9FnHUEkipv1s/EGOj4zSw2GsTEnAY/X3REYirUdRYDqLe/WsV4j/eZ0UwnM/4zJJgUk6WRSmAkOMizhwjytGQYwMIVRxcyumA6IIBRNa2YTgzr48T5onVdepujenlZozjaOEDtAhOkYuOkM1dInqqIEoekTP6BW9WU/Wi/VufUxaF6zpzB76A+vzB7bel6E=</latexit><latexit sha1_base64="92A4wpXqLvxSngB4nRdiPNp1DGE=">AAACAXicbVBNS8NAEN34WetX1IvgZbEInkoigh4LXvQgVLAf0MSy2W7apZtN2J2IJcSLf8WLB0W8+i+8+W/ctD1o64OBx3szzMwLEsE1OM63tbC4tLyyWlorr29sbm3bO7tNHaeKsgaNRazaAdFMcMkawEGwdqIYiQLBWsHwovBb90xpHstbGCXMj0hf8pBTAkbq2vteRGAQhJnM7zIP2ANokV1f5XnXrjhVZww8T9wpqaAp6l37y+vFNI2YBCqI1h3XScDPiAJOBcvLXqpZQuiQ9FnHUEkipv1s/EGOj4zSw2GsTEnAY/X3REYirUdRYDqLe/WsV4j/eZ0UwnM/4zJJgUk6WRSmAkOMizhwjytGQYwMIVRxcyumA6IIBRNa2YTgzr48T5onVdepujenlZozjaOEDtAhOkYuOkM1dInqqIEoekTP6BW9WU/Wi/VufUxaF6zpzB76A+vzB7bel6E=</latexit><latexit sha1_base64="92A4wpXqLvxSngB4nRdiPNp1DGE=">AAACAXicbVBNS8NAEN34WetX1IvgZbEInkoigh4LXvQgVLAf0MSy2W7apZtN2J2IJcSLf8WLB0W8+i+8+W/ctD1o64OBx3szzMwLEsE1OM63tbC4tLyyWlorr29sbm3bO7tNHaeKsgaNRazaAdFMcMkawEGwdqIYiQLBWsHwovBb90xpHstbGCXMj0hf8pBTAkbq2vteRGAQhJnM7zIP2ANokV1f5XnXrjhVZww8T9wpqaAp6l37y+vFNI2YBCqI1h3XScDPiAJOBcvLXqpZQuiQ9FnHUEkipv1s/EGOj4zSw2GsTEnAY/X3REYirUdRYDqLe/WsV4j/eZ0UwnM/4zJJgUk6WRSmAkOMizhwjytGQYwMIVRxcyumA6IIBRNa2YTgzr48T5onVdepujenlZozjaOEDtAhOkYuOkM1dInqqIEoekTP6BW9WU/Wi/VufUxaF6zpzB76A+vzB7bel6E=</latexit><latexit sha1_base64="92A4wpXqLvxSngB4nRdiPNp1DGE=">AAACAXicbVBNS8NAEN34WetX1IvgZbEInkoigh4LXvQgVLAf0MSy2W7apZtN2J2IJcSLf8WLB0W8+i+8+W/ctD1o64OBx3szzMwLEsE1OM63tbC4tLyyWlorr29sbm3bO7tNHaeKsgaNRazaAdFMcMkawEGwdqIYiQLBWsHwovBb90xpHstbGCXMj0hf8pBTAkbq2vteRGAQhJnM7zIP2ANokV1f5XnXrjhVZww8T9wpqaAp6l37y+vFNI2YBCqI1h3XScDPiAJOBcvLXqpZQuiQ9FnHUEkipv1s/EGOj4zSw2GsTEnAY/X3REYirUdRYDqLe/WsV4j/eZ0UwnM/4zJJgUk6WRSmAkOMizhwjytGQYwMIVRxcyumA6IIBRNa2YTgzr48T5onVdepujenlZozjaOEDtAhOkYuOkM1dInqqIEoekTP6BW9WU/Wi/VufUxaF6zpzB76A+vzB7bel6E=</latexit>

6 F. Fioretto and P. Van Hentenryck
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Levels
1

L=2
cMI

<latexit sha1_base64="KMoCZ4LCVXMc7JzqJudBePFf4xQ=">AAAB/3icbVDLSsNAFJ34rPUVFdy4GSyCq5KIoMuCG10IFewDmlgm00k7dDIJMzdiiVn4K25cKOLW33Dn3zhpu9DWAwOHc+7lnjlBIrgGx/m2FhaXlldWS2vl9Y3NrW17Z7ep41RR1qCxiFU7IJoJLlkDOAjWThQjUSBYKxheFH7rninNY3kLo4T5EelLHnJKwEhde9+LCAyCMKP5XeYBe4Ds+irPu3bFqTpj4HniTkkFTVHv2l9eL6ZpxCRQQbTuuE4CfkYUcCpYXvZSzRJCh6TPOoZKEjHtZ+P8OT4ySg+HsTJPAh6rvzcyEmk9igIzWaTVs14h/ud1UgjP/YzLJAUm6eRQmAoMMS7KwD2uGAUxMoRQxU1WTAdEEQqmsrIpwZ398jxpnlRdp+renFZqzrSOEjpAh+gYuegM1dAlqqMGougRPaNX9GY9WS/Wu/UxGV2wpjt76A+szx/2A5aj</latexit><latexit sha1_base64="KMoCZ4LCVXMc7JzqJudBePFf4xQ=">AAAB/3icbVDLSsNAFJ34rPUVFdy4GSyCq5KIoMuCG10IFewDmlgm00k7dDIJMzdiiVn4K25cKOLW33Dn3zhpu9DWAwOHc+7lnjlBIrgGx/m2FhaXlldWS2vl9Y3NrW17Z7ep41RR1qCxiFU7IJoJLlkDOAjWThQjUSBYKxheFH7rninNY3kLo4T5EelLHnJKwEhde9+LCAyCMKP5XeYBe4Ds+irPu3bFqTpj4HniTkkFTVHv2l9eL6ZpxCRQQbTuuE4CfkYUcCpYXvZSzRJCh6TPOoZKEjHtZ+P8OT4ySg+HsTJPAh6rvzcyEmk9igIzWaTVs14h/ud1UgjP/YzLJAUm6eRQmAoMMS7KwD2uGAUxMoRQxU1WTAdEEQqmsrIpwZ398jxpnlRdp+renFZqzrSOEjpAh+gYuegM1dAlqqMGougRPaNX9GY9WS/Wu/UxGV2wpjt76A+szx/2A5aj</latexit><latexit sha1_base64="KMoCZ4LCVXMc7JzqJudBePFf4xQ=">AAAB/3icbVDLSsNAFJ34rPUVFdy4GSyCq5KIoMuCG10IFewDmlgm00k7dDIJMzdiiVn4K25cKOLW33Dn3zhpu9DWAwOHc+7lnjlBIrgGx/m2FhaXlldWS2vl9Y3NrW17Z7ep41RR1qCxiFU7IJoJLlkDOAjWThQjUSBYKxheFH7rninNY3kLo4T5EelLHnJKwEhde9+LCAyCMKP5XeYBe4Ds+irPu3bFqTpj4HniTkkFTVHv2l9eL6ZpxCRQQbTuuE4CfkYUcCpYXvZSzRJCh6TPOoZKEjHtZ+P8OT4ySg+HsTJPAh6rvzcyEmk9igIzWaTVs14h/ud1UgjP/YzLJAUm6eRQmAoMMS7KwD2uGAUxMoRQxU1WTAdEEQqmsrIpwZ398jxpnlRdp+renFZqzrSOEjpAh+gYuegM1dAlqqMGougRPaNX9GY9WS/Wu/UxGV2wpjt76A+szx/2A5aj</latexit><latexit sha1_base64="KMoCZ4LCVXMc7JzqJudBePFf4xQ=">AAAB/3icbVDLSsNAFJ34rPUVFdy4GSyCq5KIoMuCG10IFewDmlgm00k7dDIJMzdiiVn4K25cKOLW33Dn3zhpu9DWAwOHc+7lnjlBIrgGx/m2FhaXlldWS2vl9Y3NrW17Z7ep41RR1qCxiFU7IJoJLlkDOAjWThQjUSBYKxheFH7rninNY3kLo4T5EelLHnJKwEhde9+LCAyCMKP5XeYBe4Ds+irPu3bFqTpj4HniTkkFTVHv2l9eL6ZpxCRQQbTuuE4CfkYUcCpYXvZSzRJCh6TPOoZKEjHtZ+P8OT4ySg+HsTJPAh6rvzcyEmk9igIzWaTVs14h/ud1UgjP/YzLJAUm6eRQmAoMMS7KwD2uGAUxMoRQxU1WTAdEEQqmsrIpwZ398jxpnlRdp+renFZqzrSOEjpAh+gYuegM1dAlqqMGougRPaNX9GY9WS/Wu/UxGV2wpjt76A+szx/2A5aj</latexit>cGA
<latexit sha1_base64="GY2JYYASz2SNzGaVasw72BAtdI4=">AAAB/3icbVDLSsNAFJ34rPUVFdy4GSyCq5KIoMuKC11WsA9oYplMJ+3QySTM3IglZuGvuHGhiFt/w51/46TtQlsPDBzOuZd75gSJ4Boc59taWFxaXlktrZXXNza3tu2d3aaOU0VZg8YiVu2AaCa4ZA3gIFg7UYxEgWCtYHhZ+K17pjSP5S2MEuZHpC95yCkBI3XtfS8iMAjCjOZ3mQfsAbKrizzv2hWn6oyB54k7JRU0Rb1rf3m9mKYRk0AF0brjOgn4GVHAqWB52Us1Swgdkj7rGCpJxLSfjfPn+MgoPRzGyjwJeKz+3shIpPUoCsxkkVbPeoX4n9dJITz3My6TFJikk0NhKjDEuCgD97hiFMTIEEIVN1kxHRBFKJjKyqYEd/bL86R5UnWdqntzWqk50zpK6AAdomPkojNUQ9eojhqIokf0jF7Rm/VkvVjv1sdkdMGa7uyhP7A+fwDgqZaV</latexit><latexit sha1_base64="GY2JYYASz2SNzGaVasw72BAtdI4=">AAAB/3icbVDLSsNAFJ34rPUVFdy4GSyCq5KIoMuKC11WsA9oYplMJ+3QySTM3IglZuGvuHGhiFt/w51/46TtQlsPDBzOuZd75gSJ4Boc59taWFxaXlktrZXXNza3tu2d3aaOU0VZg8YiVu2AaCa4ZA3gIFg7UYxEgWCtYHhZ+K17pjSP5S2MEuZHpC95yCkBI3XtfS8iMAjCjOZ3mQfsAbKrizzv2hWn6oyB54k7JRU0Rb1rf3m9mKYRk0AF0brjOgn4GVHAqWB52Us1Swgdkj7rGCpJxLSfjfPn+MgoPRzGyjwJeKz+3shIpPUoCsxkkVbPeoX4n9dJITz3My6TFJikk0NhKjDEuCgD97hiFMTIEEIVN1kxHRBFKJjKyqYEd/bL86R5UnWdqntzWqk50zpK6AAdomPkojNUQ9eojhqIokf0jF7Rm/VkvVjv1sdkdMGa7uyhP7A+fwDgqZaV</latexit><latexit sha1_base64="GY2JYYASz2SNzGaVasw72BAtdI4=">AAAB/3icbVDLSsNAFJ34rPUVFdy4GSyCq5KIoMuKC11WsA9oYplMJ+3QySTM3IglZuGvuHGhiFt/w51/46TtQlsPDBzOuZd75gSJ4Boc59taWFxaXlktrZXXNza3tu2d3aaOU0VZg8YiVu2AaCa4ZA3gIFg7UYxEgWCtYHhZ+K17pjSP5S2MEuZHpC95yCkBI3XtfS8iMAjCjOZ3mQfsAbKrizzv2hWn6oyB54k7JRU0Rb1rf3m9mKYRk0AF0brjOgn4GVHAqWB52Us1Swgdkj7rGCpJxLSfjfPn+MgoPRzGyjwJeKz+3shIpPUoCsxkkVbPeoX4n9dJITz3My6TFJikk0NhKjDEuCgD97hiFMTIEEIVN1kxHRBFKJjKyqYEd/bL86R5UnWdqntzWqk50zpK6AAdomPkojNUQ9eojhqIokf0jF7Rm/VkvVjv1sdkdMGa7uyhP7A+fwDgqZaV</latexit><latexit sha1_base64="GY2JYYASz2SNzGaVasw72BAtdI4=">AAAB/3icbVDLSsNAFJ34rPUVFdy4GSyCq5KIoMuKC11WsA9oYplMJ+3QySTM3IglZuGvuHGhiFt/w51/46TtQlsPDBzOuZd75gSJ4Boc59taWFxaXlktrZXXNza3tu2d3aaOU0VZg8YiVu2AaCa4ZA3gIFg7UYxEgWCtYHhZ+K17pjSP5S2MEuZHpC95yCkBI3XtfS8iMAjCjOZ3mQfsAbKrizzv2hWn6oyB54k7JRU0Rb1rf3m9mKYRk0AF0brjOgn4GVHAqWB52Us1Swgdkj7rGCpJxLSfjfPn+MgoPRzGyjwJeKz+3shIpPUoCsxkkVbPeoX4n9dJITz3My6TFJikk0NhKjDEuCgD97hiFMTIEEIVN1kxHRBFKJjKyqYEd/bL86R5UnWdqntzWqk50zpK6AAdomPkojNUQ9eojhqIokf0jF7Rm/VkvVjv1sdkdMGa7uyhP7A+fwDgqZaV</latexit>

N=5
G=6

cUS
<latexit sha1_base64="TfLGf2lIx4llLa2EDGEaQEiUwEY=">AAAB/3icbVDLSsNAFJ3UV62vqODGzWARXJVEBF0W3LisaNpCE8tkOmmHTh7M3IglZuGvuHGhiFt/w51/46TNQlsPDBzOuZd75viJ4Aos69uoLC2vrK5V12sbm1vbO+buXlvFqaTMobGIZdcnigkeMQc4CNZNJCOhL1jHH18WfueeScXj6BYmCfNCMox4wCkBLfXNAzckMPKDjOZ3mQvsATLnJs/7Zt1qWFPgRWKXpI5KtPrmlzuIaRqyCKggSvVsKwEvIxI4FSyvualiCaFjMmQ9TSMSMuVl0/w5PtbKAAex1C8CPFV/b2QkVGoS+nqySKvmvUL8z+ulEFx4GY+SFFhEZ4eCVGCIcVEGHnDJKIiJJoRKrrNiOiKSUNCV1XQJ9vyXF0n7tGFbDfv6rN60yjqq6BAdoRNko3PURFeohRxE0SN6Rq/ozXgyXox342M2WjHKnX30B8bnDxGGlrU=</latexit><latexit sha1_base64="TfLGf2lIx4llLa2EDGEaQEiUwEY=">AAAB/3icbVDLSsNAFJ3UV62vqODGzWARXJVEBF0W3LisaNpCE8tkOmmHTh7M3IglZuGvuHGhiFt/w51/46TNQlsPDBzOuZd75viJ4Aos69uoLC2vrK5V12sbm1vbO+buXlvFqaTMobGIZdcnigkeMQc4CNZNJCOhL1jHH18WfueeScXj6BYmCfNCMox4wCkBLfXNAzckMPKDjOZ3mQvsATLnJs/7Zt1qWFPgRWKXpI5KtPrmlzuIaRqyCKggSvVsKwEvIxI4FSyvualiCaFjMmQ9TSMSMuVl0/w5PtbKAAex1C8CPFV/b2QkVGoS+nqySKvmvUL8z+ulEFx4GY+SFFhEZ4eCVGCIcVEGHnDJKIiJJoRKrrNiOiKSUNCV1XQJ9vyXF0n7tGFbDfv6rN60yjqq6BAdoRNko3PURFeohRxE0SN6Rq/ozXgyXox342M2WjHKnX30B8bnDxGGlrU=</latexit><latexit sha1_base64="TfLGf2lIx4llLa2EDGEaQEiUwEY=">AAAB/3icbVDLSsNAFJ3UV62vqODGzWARXJVEBF0W3LisaNpCE8tkOmmHTh7M3IglZuGvuHGhiFt/w51/46TNQlsPDBzOuZd75viJ4Aos69uoLC2vrK5V12sbm1vbO+buXlvFqaTMobGIZdcnigkeMQc4CNZNJCOhL1jHH18WfueeScXj6BYmCfNCMox4wCkBLfXNAzckMPKDjOZ3mQvsATLnJs/7Zt1qWFPgRWKXpI5KtPrmlzuIaRqyCKggSvVsKwEvIxI4FSyvualiCaFjMmQ9TSMSMuVl0/w5PtbKAAex1C8CPFV/b2QkVGoS+nqySKvmvUL8z+ulEFx4GY+SFFhEZ4eCVGCIcVEGHnDJKIiJJoRKrrNiOiKSUNCV1XQJ9vyXF0n7tGFbDfv6rN60yjqq6BAdoRNko3PURFeohRxE0SN6Rq/ozXgyXox342M2WjHKnX30B8bnDxGGlrU=</latexit><latexit sha1_base64="TfLGf2lIx4llLa2EDGEaQEiUwEY=">AAAB/3icbVDLSsNAFJ3UV62vqODGzWARXJVEBF0W3LisaNpCE8tkOmmHTh7M3IglZuGvuHGhiFt/w51/46TNQlsPDBzOuZd75viJ4Aos69uoLC2vrK5V12sbm1vbO+buXlvFqaTMobGIZdcnigkeMQc4CNZNJCOhL1jHH18WfueeScXj6BYmCfNCMox4wCkBLfXNAzckMPKDjOZ3mQvsATLnJs/7Zt1qWFPgRWKXpI5KtPrmlzuIaRqyCKggSvVsKwEvIxI4FSyvualiCaFjMmQ9TSMSMuVl0/w5PtbKAAex1C8CPFV/b2QkVGoS+nqySKvmvUL8z+ulEFx4GY+SFFhEZ4eCVGCIcVEGHnDJKIiJJoRKrrNiOiKSUNCV1XQJ9vyXF0n7tGFbDfv6rN60yjqq6BAdoRNko3PURFeohRxE0SN6Rq/ozXgyXox342M2WjHKnX30B8bnDxGGlrU=</latexit>

nUS
<latexit sha1_base64="5RYy0XpgvmNzOzHodjmnpT+27W8=">AAAB/3icbVBNS8NAFNzUr1q/ooIXL8EieCqJCHosePFY0bSFJpbNdtMu3WzC7otYYg7+FS8eFPHq3/Dmv3HT5qCtAwvDzHu82QkSzhTY9rdRWVpeWV2rrtc2Nre2d8zdvbaKU0moS2Iey26AFeVMUBcYcNpNJMVRwGknGF8WfueeSsVicQuThPoRHgoWMoJBS33zwIswjIIwE/ld5gF9gMy9yfO+Wbcb9hTWInFKUkclWn3zyxvEJI2oAMKxUj3HTsDPsARGOM1rXqpogskYD2lPU4Ejqvxsmj+3jrUysMJY6ifAmqq/NzIcKTWJAj1ZpFXzXiH+5/VSCC/8jIkkBSrI7FCYcgtiqyjDGjBJCfCJJphIprNaZIQlJqArq+kSnPkvL5L2acOxG871Wb1pl3VU0SE6QifIQeeoia5QC7mIoEf0jF7Rm/FkvBjvxsdstGKUO/voD4zPHyLBlsA=</latexit><latexit sha1_base64="5RYy0XpgvmNzOzHodjmnpT+27W8=">AAAB/3icbVBNS8NAFNzUr1q/ooIXL8EieCqJCHosePFY0bSFJpbNdtMu3WzC7otYYg7+FS8eFPHq3/Dmv3HT5qCtAwvDzHu82QkSzhTY9rdRWVpeWV2rrtc2Nre2d8zdvbaKU0moS2Iey26AFeVMUBcYcNpNJMVRwGknGF8WfueeSsVicQuThPoRHgoWMoJBS33zwIswjIIwE/ld5gF9gMy9yfO+Wbcb9hTWInFKUkclWn3zyxvEJI2oAMKxUj3HTsDPsARGOM1rXqpogskYD2lPU4Ejqvxsmj+3jrUysMJY6ifAmqq/NzIcKTWJAj1ZpFXzXiH+5/VSCC/8jIkkBSrI7FCYcgtiqyjDGjBJCfCJJphIprNaZIQlJqArq+kSnPkvL5L2acOxG871Wb1pl3VU0SE6QifIQeeoia5QC7mIoEf0jF7Rm/FkvBjvxsdstGKUO/voD4zPHyLBlsA=</latexit><latexit sha1_base64="5RYy0XpgvmNzOzHodjmnpT+27W8=">AAAB/3icbVBNS8NAFNzUr1q/ooIXL8EieCqJCHosePFY0bSFJpbNdtMu3WzC7otYYg7+FS8eFPHq3/Dmv3HT5qCtAwvDzHu82QkSzhTY9rdRWVpeWV2rrtc2Nre2d8zdvbaKU0moS2Iey26AFeVMUBcYcNpNJMVRwGknGF8WfueeSsVicQuThPoRHgoWMoJBS33zwIswjIIwE/ld5gF9gMy9yfO+Wbcb9hTWInFKUkclWn3zyxvEJI2oAMKxUj3HTsDPsARGOM1rXqpogskYD2lPU4Ejqvxsmj+3jrUysMJY6ifAmqq/NzIcKTWJAj1ZpFXzXiH+5/VSCC/8jIkkBSrI7FCYcgtiqyjDGjBJCfCJJphIprNaZIQlJqArq+kSnPkvL5L2acOxG871Wb1pl3VU0SE6QifIQeeoia5QC7mIoEf0jF7Rm/FkvBjvxsdstGKUO/voD4zPHyLBlsA=</latexit><latexit sha1_base64="5RYy0XpgvmNzOzHodjmnpT+27W8=">AAAB/3icbVBNS8NAFNzUr1q/ooIXL8EieCqJCHosePFY0bSFJpbNdtMu3WzC7otYYg7+FS8eFPHq3/Dmv3HT5qCtAwvDzHu82QkSzhTY9rdRWVpeWV2rrtc2Nre2d8zdvbaKU0moS2Iey26AFeVMUBcYcNpNJMVRwGknGF8WfueeSsVicQuThPoRHgoWMoJBS33zwIswjIIwE/ld5gF9gMy9yfO+Wbcb9hTWInFKUkclWn3zyxvEJI2oAMKxUj3HTsDPsARGOM1rXqpogskYD2lPU4Ejqvxsmj+3jrUysMJY6ifAmqq/NzIcKTWJAj1ZpFXzXiH+5/VSCC/8jIkkBSrI7FCYcgtiqyjDGjBJCfCJJphIprNaZIQlJqArq+kSnPkvL5L2acOxG871Wb1pl3VU0SE6QifIQeeoia5QC7mIoEf0jF7Rm/FkvBjvxsdstGKUO/voD4zPHyLBlsA=</latexit>
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Fig. 2. Region hierarchies associated with the dataset of Figure 1(a): group size hier-
archy T2 (a), and cumulative group size hierarchy T c

2 (b).

5 The Direct Optimization-Based PGSR Mechanism

This section presents a two-step mechanism for the PGSR problem. The first
step produces a noisy version of the group sizes, while the second step restores
the feasibility of the PGSR constraints while staying as close as possible to the
noisy counts. The first step produces a noisy hierarchy T̃ “ tñr | r P Ru using
the geometric mechanism with parameter � “ 2L

✏
on the vectors nr:

ñr “ nr ` Geom
´2L

✏

¯N

. (3)

This step satisfies ✏-di↵erential privacy due to the following lemma.

Lemma 4. The sensitivity �n of the group estimate query is 2.

minimize
tn̂rurPR

ÿ

rPR
}n̂r ´ ñr}22 (H1)

s.t:
ÿ

sPrNs
n̂r

s “ G @r P R (H2)

ÿ

cPchprq
n̂c

s “ n̂r

s @r P R, s P rN s (H3)

n̂r

s PDr

s @r P R, s P rN s (H4)

Fig. 3. The MH post-processing step.

The output of the first step sat-
isfies Condition 1 of the PGSR
problem but it will violate (with
high probability) the other con-
ditions. To restore feasibility,
this paper uses a post-processing
strategy similar to the one pro-
posed in [10] for mobility appli-
cations. After generating T̃ us-
ing Equation (3), the mechanism
post-processes the values ñr of T̃ through the Quadratic Integer Program (QIP)

depicted in Figure 3. Its goal is to find a new region hierarchy T̂ , optimizing over
the variables n̂r “ pn̂r

1
. . . n̂

r

N
q for each r P R, so that their values stay close to

the noisy counts of the first step, while satisfying faithfulness (Constraint (H2)),
consistency (Constraint (H3)), and validity (Constraint (H4)). In the optimiza-
tion model, D

r

s
represents the domain (of integer, non-negative values) of n̂

r

s
.

The resulting mechanism is called the Hierarchical PGSR and denoted by MH .
It satisfies ✏-di↵erential privacy because of post-processing immunity of di↵eren-
tial privacy (Lemma 3), since the post-processing step of MH uses exclusively
di↵erentially private information (T̃ ).
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<latexit sha1_base64="92A4wpXqLvxSngB4nRdiPNp1DGE=">AAACAXicbVBNS8NAEN34WetX1IvgZbEInkoigh4LXvQgVLAf0MSy2W7apZtN2J2IJcSLf8WLB0W8+i+8+W/ctD1o64OBx3szzMwLEsE1OM63tbC4tLyyWlorr29sbm3bO7tNHaeKsgaNRazaAdFMcMkawEGwdqIYiQLBWsHwovBb90xpHstbGCXMj0hf8pBTAkbq2vteRGAQhJnM7zIP2ANokV1f5XnXrjhVZww8T9wpqaAp6l37y+vFNI2YBCqI1h3XScDPiAJOBcvLXqpZQuiQ9FnHUEkipv1s/EGOj4zSw2GsTEnAY/X3REYirUdRYDqLe/WsV4j/eZ0UwnM/4zJJgUk6WRSmAkOMizhwjytGQYwMIVRxcyumA6IIBRNa2YTgzr48T5onVdepujenlZozjaOEDtAhOkYuOkM1dInqqIEoekTP6BW9WU/Wi/VufUxaF6zpzB76A+vzB7bel6E=</latexit><latexit sha1_base64="92A4wpXqLvxSngB4nRdiPNp1DGE=">AAACAXicbVBNS8NAEN34WetX1IvgZbEInkoigh4LXvQgVLAf0MSy2W7apZtN2J2IJcSLf8WLB0W8+i+8+W/ctD1o64OBx3szzMwLEsE1OM63tbC4tLyyWlorr29sbm3bO7tNHaeKsgaNRazaAdFMcMkawEGwdqIYiQLBWsHwovBb90xpHstbGCXMj0hf8pBTAkbq2vteRGAQhJnM7zIP2ANokV1f5XnXrjhVZww8T9wpqaAp6l37y+vFNI2YBCqI1h3XScDPiAJOBcvLXqpZQuiQ9FnHUEkipv1s/EGOj4zSw2GsTEnAY/X3REYirUdRYDqLe/WsV4j/eZ0UwnM/4zJJgUk6WRSmAkOMizhwjytGQYwMIVRxcyumA6IIBRNa2YTgzr48T5onVdepujenlZozjaOEDtAhOkYuOkM1dInqqIEoekTP6BW9WU/Wi/VufUxaF6zpzB76A+vzB7bel6E=</latexit><latexit sha1_base64="92A4wpXqLvxSngB4nRdiPNp1DGE=">AAACAXicbVBNS8NAEN34WetX1IvgZbEInkoigh4LXvQgVLAf0MSy2W7apZtN2J2IJcSLf8WLB0W8+i+8+W/ctD1o64OBx3szzMwLEsE1OM63tbC4tLyyWlorr29sbm3bO7tNHaeKsgaNRazaAdFMcMkawEGwdqIYiQLBWsHwovBb90xpHstbGCXMj0hf8pBTAkbq2vteRGAQhJnM7zIP2ANokV1f5XnXrjhVZww8T9wpqaAp6l37y+vFNI2YBCqI1h3XScDPiAJOBcvLXqpZQuiQ9FnHUEkipv1s/EGOj4zSw2GsTEnAY/X3REYirUdRYDqLe/WsV4j/eZ0UwnM/4zJJgUk6WRSmAkOMizhwjytGQYwMIVRxcyumA6IIBRNa2YTgzr48T5onVdepujenlZozjaOEDtAhOkYuOkM1dInqqIEoekTP6BW9WU/Wi/VufUxaF6zpzB76A+vzB7bel6E=</latexit><latexit sha1_base64="92A4wpXqLvxSngB4nRdiPNp1DGE=">AAACAXicbVBNS8NAEN34WetX1IvgZbEInkoigh4LXvQgVLAf0MSy2W7apZtN2J2IJcSLf8WLB0W8+i+8+W/ctD1o64OBx3szzMwLEsE1OM63tbC4tLyyWlorr29sbm3bO7tNHaeKsgaNRazaAdFMcMkawEGwdqIYiQLBWsHwovBb90xpHstbGCXMj0hf8pBTAkbq2vteRGAQhJnM7zIP2ANokV1f5XnXrjhVZww8T9wpqaAp6l37y+vFNI2YBCqI1h3XScDPiAJOBcvLXqpZQuiQ9FnHUEkipv1s/EGOj4zSw2GsTEnAY/X3REYirUdRYDqLe/WsV4j/eZ0UwnM/4zJJgUk6WRSmAkOMizhwjytGQYwMIVRxcyumA6IIBRNa2YTgzr48T5onVdepujenlZozjaOEDtAhOkYuOkM1dInqqIEoekTP6BW9WU/Wi/VufUxaF6zpzB76A+vzB7bel6E=</latexit>

(a) (b)

Fig. 2. Region hierarchies associated with the dataset of Figure 1(a): group size hier-
archy T2 (a), and cumulative group size hierarchy T c

2 (b).

5 The Direct Optimization-Based PGSR Mechanism

This section presents a two-step mechanism for the PGSR problem. The first
step produces a noisy version of the group sizes, while the second step restores
the feasibility of the PGSR constraints while staying as close as possible to the
noisy counts. The first step produces a noisy hierarchy T̃ “ tñr | r P Ru using
the geometric mechanism with parameter � “ 2L

✏
on the vectors nr:

ñr “ nr ` Geom
´2L

✏

¯N

. (3)

This step satisfies ✏-di↵erential privacy due to the following lemma.

Lemma 4. The sensitivity �n of the group estimate query is 2.

minimize
tn̂rurPR

ÿ

rPR
}n̂r ´ ñr}22 (H1)

s.t:
ÿ

sPrNs
n̂r

s “ G @r P R (H2)

ÿ

cPchprq
n̂c

s “ n̂r

s @r P R, s P rN s (H3)

n̂r

s PDr

s @r P R, s P rN s (H4)

Fig. 3. The MH post-processing step.

The output of the first step sat-
isfies Condition 1 of the PGSR
problem but it will violate (with
high probability) the other con-
ditions. To restore feasibility,
this paper uses a post-processing
strategy similar to the one pro-
posed in [10] for mobility appli-
cations. After generating T̃ us-
ing Equation (3), the mechanism
post-processes the values ñr of T̃ through the Quadratic Integer Program (QIP)

depicted in Figure 3. Its goal is to find a new region hierarchy T̂ , optimizing over
the variables n̂r “ pn̂r

1
. . . n̂

r

N
q for each r P R, so that their values stay close to

the noisy counts of the first step, while satisfying faithfulness (Constraint (H2)),
consistency (Constraint (H3)), and validity (Constraint (H4)). In the optimiza-
tion model, D

r

s
represents the domain (of integer, non-negative values) of n̂

r

s
.

The resulting mechanism is called the Hierarchical PGSR and denoted by MH .
It satisfies ✏-di↵erential privacy because of post-processing immunity of di↵eren-
tial privacy (Lemma 3), since the post-processing step of MH uses exclusively
di↵erentially private information (T̃ ).

1. Apply Geometrical Noise with parameter λ =
2L
ϵ

2. Postprocess output  to enforce consistencyñ

Satisfies DP due to post-processing immunity
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Fig. 2. Region hierarchies associated with the dataset of Figure 1(a): group size hier-
archy T2 (a), and cumulative group size hierarchy T c

2 (b).

5 The Direct Optimization-Based PGSR Mechanism

This section presents a two-step mechanism for the PGSR problem. The first
step produces a noisy version of the group sizes, while the second step restores
the feasibility of the PGSR constraints while staying as close as possible to the
noisy counts. The first step produces a noisy hierarchy T̃ “ tñr | r P Ru using
the geometric mechanism with parameter � “ 2L

✏
on the vectors nr:

ñr “ nr ` Geom
´2L

✏

¯N

. (3)

This step satisfies ✏-di↵erential privacy due to the following lemma.

Lemma 4. The sensitivity �n of the group estimate query is 2.

minimize
tn̂rurPR

ÿ

rPR
}n̂r ´ ñr}22 (H1)

s.t:
ÿ

sPrNs
n̂r

s “ G @r P R (H2)

ÿ

cPchprq
n̂c

s “ n̂r

s @r P R, s P rN s (H3)

n̂r

s PDr

s @r P R, s P rN s (H4)

Fig. 3. The MH post-processing step.

The output of the first step sat-
isfies Condition 1 of the PGSR
problem but it will violate (with
high probability) the other con-
ditions. To restore feasibility,
this paper uses a post-processing
strategy similar to the one pro-
posed in [10] for mobility appli-
cations. After generating T̃ us-
ing Equation (3), the mechanism
post-processes the values ñr of T̃ through the Quadratic Integer Program (QIP)

depicted in Figure 3. Its goal is to find a new region hierarchy T̂ , optimizing over
the variables n̂r “ pn̂r

1
. . . n̂

r

N
q for each r P R, so that their values stay close to

the noisy counts of the first step, while satisfying faithfulness (Constraint (H2)),
consistency (Constraint (H3)), and validity (Constraint (H4)). In the optimiza-
tion model, D

r

s
represents the domain (of integer, non-negative values) of n̂

r

s
.

The resulting mechanism is called the Hierarchical PGSR and denoted by MH .
It satisfies ✏-di↵erential privacy because of post-processing immunity of di↵eren-
tial privacy (Lemma 3), since the post-processing step of MH uses exclusively
di↵erentially private information (T̃ ).

2. Postprocess output  to enforce consistencyñ

• Solving this QIP is intractable for the datasets of 
interest to the census bureau. 

• Relax the integrality constraint.

• The resulting optimization problem becomes convex  
 but presents two limitations: 

1. Its final solution may violate the consistency and 
faithfulness conditions

2. The mechanism is still too slow for very large 
problems! 
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3 1 2 0 0

Group Sizes
1   2   3   4   5

1 1 1 0 02 0 1 0 0
1   2   3   4   5 1   2   3   4   5

3 4 6 6 6

Cumulative Group Sizes 
1   2   3   4   5

1 2 3 3 32 2 3 3 3
1   2   3   4   5 1   2   3   4   5

Levels
1

L=2
cMI

<latexit sha1_base64="KMoCZ4LCVXMc7JzqJudBePFf4xQ=">AAAB/3icbVDLSsNAFJ34rPUVFdy4GSyCq5KIoMuCG10IFewDmlgm00k7dDIJMzdiiVn4K25cKOLW33Dn3zhpu9DWAwOHc+7lnjlBIrgGx/m2FhaXlldWS2vl9Y3NrW17Z7ep41RR1qCxiFU7IJoJLlkDOAjWThQjUSBYKxheFH7rninNY3kLo4T5EelLHnJKwEhde9+LCAyCMKP5XeYBe4Ds+irPu3bFqTpj4HniTkkFTVHv2l9eL6ZpxCRQQbTuuE4CfkYUcCpYXvZSzRJCh6TPOoZKEjHtZ+P8OT4ySg+HsTJPAh6rvzcyEmk9igIzWaTVs14h/ud1UgjP/YzLJAUm6eRQmAoMMS7KwD2uGAUxMoRQxU1WTAdEEQqmsrIpwZ398jxpnlRdp+renFZqzrSOEjpAh+gYuegM1dAlqqMGougRPaNX9GY9WS/Wu/UxGV2wpjt76A+szx/2A5aj</latexit><latexit sha1_base64="KMoCZ4LCVXMc7JzqJudBePFf4xQ=">AAAB/3icbVDLSsNAFJ34rPUVFdy4GSyCq5KIoMuCG10IFewDmlgm00k7dDIJMzdiiVn4K25cKOLW33Dn3zhpu9DWAwOHc+7lnjlBIrgGx/m2FhaXlldWS2vl9Y3NrW17Z7ep41RR1qCxiFU7IJoJLlkDOAjWThQjUSBYKxheFH7rninNY3kLo4T5EelLHnJKwEhde9+LCAyCMKP5XeYBe4Ds+irPu3bFqTpj4HniTkkFTVHv2l9eL6ZpxCRQQbTuuE4CfkYUcCpYXvZSzRJCh6TPOoZKEjHtZ+P8OT4ySg+HsTJPAh6rvzcyEmk9igIzWaTVs14h/ud1UgjP/YzLJAUm6eRQmAoMMS7KwD2uGAUxMoRQxU1WTAdEEQqmsrIpwZ398jxpnlRdp+renFZqzrSOEjpAh+gYuegM1dAlqqMGougRPaNX9GY9WS/Wu/UxGV2wpjt76A+szx/2A5aj</latexit><latexit sha1_base64="KMoCZ4LCVXMc7JzqJudBePFf4xQ=">AAAB/3icbVDLSsNAFJ34rPUVFdy4GSyCq5KIoMuCG10IFewDmlgm00k7dDIJMzdiiVn4K25cKOLW33Dn3zhpu9DWAwOHc+7lnjlBIrgGx/m2FhaXlldWS2vl9Y3NrW17Z7ep41RR1qCxiFU7IJoJLlkDOAjWThQjUSBYKxheFH7rninNY3kLo4T5EelLHnJKwEhde9+LCAyCMKP5XeYBe4Ds+irPu3bFqTpj4HniTkkFTVHv2l9eL6ZpxCRQQbTuuE4CfkYUcCpYXvZSzRJCh6TPOoZKEjHtZ+P8OT4ySg+HsTJPAh6rvzcyEmk9igIzWaTVs14h/ud1UgjP/YzLJAUm6eRQmAoMMS7KwD2uGAUxMoRQxU1WTAdEEQqmsrIpwZ398jxpnlRdp+renFZqzrSOEjpAh+gYuegM1dAlqqMGougRPaNX9GY9WS/Wu/UxGV2wpjt76A+szx/2A5aj</latexit><latexit sha1_base64="KMoCZ4LCVXMc7JzqJudBePFf4xQ=">AAAB/3icbVDLSsNAFJ34rPUVFdy4GSyCq5KIoMuCG10IFewDmlgm00k7dDIJMzdiiVn4K25cKOLW33Dn3zhpu9DWAwOHc+7lnjlBIrgGx/m2FhaXlldWS2vl9Y3NrW17Z7ep41RR1qCxiFU7IJoJLlkDOAjWThQjUSBYKxheFH7rninNY3kLo4T5EelLHnJKwEhde9+LCAyCMKP5XeYBe4Ds+irPu3bFqTpj4HniTkkFTVHv2l9eL6ZpxCRQQbTuuE4CfkYUcCpYXvZSzRJCh6TPOoZKEjHtZ+P8OT4ySg+HsTJPAh6rvzcyEmk9igIzWaTVs14h/ud1UgjP/YzLJAUm6eRQmAoMMS7KwD2uGAUxMoRQxU1WTAdEEQqmsrIpwZ398jxpnlRdp+renFZqzrSOEjpAh+gYuegM1dAlqqMGougRPaNX9GY9WS/Wu/UxGV2wpjt76A+szx/2A5aj</latexit>cGA
<latexit sha1_base64="GY2JYYASz2SNzGaVasw72BAtdI4=">AAAB/3icbVDLSsNAFJ34rPUVFdy4GSyCq5KIoMuKC11WsA9oYplMJ+3QySTM3IglZuGvuHGhiFt/w51/46TtQlsPDBzOuZd75gSJ4Boc59taWFxaXlktrZXXNza3tu2d3aaOU0VZg8YiVu2AaCa4ZA3gIFg7UYxEgWCtYHhZ+K17pjSP5S2MEuZHpC95yCkBI3XtfS8iMAjCjOZ3mQfsAbKrizzv2hWn6oyB54k7JRU0Rb1rf3m9mKYRk0AF0brjOgn4GVHAqWB52Us1Swgdkj7rGCpJxLSfjfPn+MgoPRzGyjwJeKz+3shIpPUoCsxkkVbPeoX4n9dJITz3My6TFJikk0NhKjDEuCgD97hiFMTIEEIVN1kxHRBFKJjKyqYEd/bL86R5UnWdqntzWqk50zpK6AAdomPkojNUQ9eojhqIokf0jF7Rm/VkvVjv1sdkdMGa7uyhP7A+fwDgqZaV</latexit><latexit sha1_base64="GY2JYYASz2SNzGaVasw72BAtdI4=">AAAB/3icbVDLSsNAFJ34rPUVFdy4GSyCq5KIoMuKC11WsA9oYplMJ+3QySTM3IglZuGvuHGhiFt/w51/46TtQlsPDBzOuZd75gSJ4Boc59taWFxaXlktrZXXNza3tu2d3aaOU0VZg8YiVu2AaCa4ZA3gIFg7UYxEgWCtYHhZ+K17pjSP5S2MEuZHpC95yCkBI3XtfS8iMAjCjOZ3mQfsAbKrizzv2hWn6oyB54k7JRU0Rb1rf3m9mKYRk0AF0brjOgn4GVHAqWB52Us1Swgdkj7rGCpJxLSfjfPn+MgoPRzGyjwJeKz+3shIpPUoCsxkkVbPeoX4n9dJITz3My6TFJikk0NhKjDEuCgD97hiFMTIEEIVN1kxHRBFKJjKyqYEd/bL86R5UnWdqntzWqk50zpK6AAdomPkojNUQ9eojhqIokf0jF7Rm/VkvVjv1sdkdMGa7uyhP7A+fwDgqZaV</latexit><latexit sha1_base64="GY2JYYASz2SNzGaVasw72BAtdI4=">AAAB/3icbVDLSsNAFJ34rPUVFdy4GSyCq5KIoMuKC11WsA9oYplMJ+3QySTM3IglZuGvuHGhiFt/w51/46TtQlsPDBzOuZd75gSJ4Boc59taWFxaXlktrZXXNza3tu2d3aaOU0VZg8YiVu2AaCa4ZA3gIFg7UYxEgWCtYHhZ+K17pjSP5S2MEuZHpC95yCkBI3XtfS8iMAjCjOZ3mQfsAbKrizzv2hWn6oyB54k7JRU0Rb1rf3m9mKYRk0AF0brjOgn4GVHAqWB52Us1Swgdkj7rGCpJxLSfjfPn+MgoPRzGyjwJeKz+3shIpPUoCsxkkVbPeoX4n9dJITz3My6TFJikk0NhKjDEuCgD97hiFMTIEEIVN1kxHRBFKJjKyqYEd/bL86R5UnWdqntzWqk50zpK6AAdomPkojNUQ9eojhqIokf0jF7Rm/VkvVjv1sdkdMGa7uyhP7A+fwDgqZaV</latexit><latexit sha1_base64="GY2JYYASz2SNzGaVasw72BAtdI4=">AAAB/3icbVDLSsNAFJ34rPUVFdy4GSyCq5KIoMuKC11WsA9oYplMJ+3QySTM3IglZuGvuHGhiFt/w51/46TtQlsPDBzOuZd75gSJ4Boc59taWFxaXlktrZXXNza3tu2d3aaOU0VZg8YiVu2AaCa4ZA3gIFg7UYxEgWCtYHhZ+K17pjSP5S2MEuZHpC95yCkBI3XtfS8iMAjCjOZ3mQfsAbKrizzv2hWn6oyB54k7JRU0Rb1rf3m9mKYRk0AF0brjOgn4GVHAqWB52Us1Swgdkj7rGCpJxLSfjfPn+MgoPRzGyjwJeKz+3shIpPUoCsxkkVbPeoX4n9dJITz3My6TFJikk0NhKjDEuCgD97hiFMTIEEIVN1kxHRBFKJjKyqYEd/bL86R5UnWdqntzWqk50zpK6AAdomPkojNUQ9eojhqIokf0jF7Rm/VkvVjv1sdkdMGa7uyhP7A+fwDgqZaV</latexit>

N=5
G=6

cUS
<latexit sha1_base64="TfLGf2lIx4llLa2EDGEaQEiUwEY=">AAAB/3icbVDLSsNAFJ3UV62vqODGzWARXJVEBF0W3LisaNpCE8tkOmmHTh7M3IglZuGvuHGhiFt/w51/46TNQlsPDBzOuZd75viJ4Aos69uoLC2vrK5V12sbm1vbO+buXlvFqaTMobGIZdcnigkeMQc4CNZNJCOhL1jHH18WfueeScXj6BYmCfNCMox4wCkBLfXNAzckMPKDjOZ3mQvsATLnJs/7Zt1qWFPgRWKXpI5KtPrmlzuIaRqyCKggSvVsKwEvIxI4FSyvualiCaFjMmQ9TSMSMuVl0/w5PtbKAAex1C8CPFV/b2QkVGoS+nqySKvmvUL8z+ulEFx4GY+SFFhEZ4eCVGCIcVEGHnDJKIiJJoRKrrNiOiKSUNCV1XQJ9vyXF0n7tGFbDfv6rN60yjqq6BAdoRNko3PURFeohRxE0SN6Rq/ozXgyXox342M2WjHKnX30B8bnDxGGlrU=</latexit><latexit sha1_base64="TfLGf2lIx4llLa2EDGEaQEiUwEY=">AAAB/3icbVDLSsNAFJ3UV62vqODGzWARXJVEBF0W3LisaNpCE8tkOmmHTh7M3IglZuGvuHGhiFt/w51/46TNQlsPDBzOuZd75viJ4Aos69uoLC2vrK5V12sbm1vbO+buXlvFqaTMobGIZdcnigkeMQc4CNZNJCOhL1jHH18WfueeScXj6BYmCfNCMox4wCkBLfXNAzckMPKDjOZ3mQvsATLnJs/7Zt1qWFPgRWKXpI5KtPrmlzuIaRqyCKggSvVsKwEvIxI4FSyvualiCaFjMmQ9TSMSMuVl0/w5PtbKAAex1C8CPFV/b2QkVGoS+nqySKvmvUL8z+ulEFx4GY+SFFhEZ4eCVGCIcVEGHnDJKIiJJoRKrrNiOiKSUNCV1XQJ9vyXF0n7tGFbDfv6rN60yjqq6BAdoRNko3PURFeohRxE0SN6Rq/ozXgyXox342M2WjHKnX30B8bnDxGGlrU=</latexit><latexit sha1_base64="TfLGf2lIx4llLa2EDGEaQEiUwEY=">AAAB/3icbVDLSsNAFJ3UV62vqODGzWARXJVEBF0W3LisaNpCE8tkOmmHTh7M3IglZuGvuHGhiFt/w51/46TNQlsPDBzOuZd75viJ4Aos69uoLC2vrK5V12sbm1vbO+buXlvFqaTMobGIZdcnigkeMQc4CNZNJCOhL1jHH18WfueeScXj6BYmCfNCMox4wCkBLfXNAzckMPKDjOZ3mQvsATLnJs/7Zt1qWFPgRWKXpI5KtPrmlzuIaRqyCKggSvVsKwEvIxI4FSyvualiCaFjMmQ9TSMSMuVl0/w5PtbKAAex1C8CPFV/b2QkVGoS+nqySKvmvUL8z+ulEFx4GY+SFFhEZ4eCVGCIcVEGHnDJKIiJJoRKrrNiOiKSUNCV1XQJ9vyXF0n7tGFbDfv6rN60yjqq6BAdoRNko3PURFeohRxE0SN6Rq/ozXgyXox342M2WjHKnX30B8bnDxGGlrU=</latexit><latexit sha1_base64="TfLGf2lIx4llLa2EDGEaQEiUwEY=">AAAB/3icbVDLSsNAFJ3UV62vqODGzWARXJVEBF0W3LisaNpCE8tkOmmHTh7M3IglZuGvuHGhiFt/w51/46TNQlsPDBzOuZd75viJ4Aos69uoLC2vrK5V12sbm1vbO+buXlvFqaTMobGIZdcnigkeMQc4CNZNJCOhL1jHH18WfueeScXj6BYmCfNCMox4wCkBLfXNAzckMPKDjOZ3mQvsATLnJs/7Zt1qWFPgRWKXpI5KtPrmlzuIaRqyCKggSvVsKwEvIxI4FSyvualiCaFjMmQ9TSMSMuVl0/w5PtbKAAex1C8CPFV/b2QkVGoS+nqySKvmvUL8z+ulEFx4GY+SFFhEZ4eCVGCIcVEGHnDJKIiJJoRKrrNiOiKSUNCV1XQJ9vyXF0n7tGFbDfv6rN60yjqq6BAdoRNko3PURFeohRxE0SN6Rq/ozXgyXox342M2WjHKnX30B8bnDxGGlrU=</latexit>

nUS
<latexit sha1_base64="5RYy0XpgvmNzOzHodjmnpT+27W8=">AAAB/3icbVBNS8NAFNzUr1q/ooIXL8EieCqJCHosePFY0bSFJpbNdtMu3WzC7otYYg7+FS8eFPHq3/Dmv3HT5qCtAwvDzHu82QkSzhTY9rdRWVpeWV2rrtc2Nre2d8zdvbaKU0moS2Iey26AFeVMUBcYcNpNJMVRwGknGF8WfueeSsVicQuThPoRHgoWMoJBS33zwIswjIIwE/ld5gF9gMy9yfO+Wbcb9hTWInFKUkclWn3zyxvEJI2oAMKxUj3HTsDPsARGOM1rXqpogskYD2lPU4Ejqvxsmj+3jrUysMJY6ifAmqq/NzIcKTWJAj1ZpFXzXiH+5/VSCC/8jIkkBSrI7FCYcgtiqyjDGjBJCfCJJphIprNaZIQlJqArq+kSnPkvL5L2acOxG871Wb1pl3VU0SE6QifIQeeoia5QC7mIoEf0jF7Rm/FkvBjvxsdstGKUO/voD4zPHyLBlsA=</latexit><latexit sha1_base64="5RYy0XpgvmNzOzHodjmnpT+27W8=">AAAB/3icbVBNS8NAFNzUr1q/ooIXL8EieCqJCHosePFY0bSFJpbNdtMu3WzC7otYYg7+FS8eFPHq3/Dmv3HT5qCtAwvDzHu82QkSzhTY9rdRWVpeWV2rrtc2Nre2d8zdvbaKU0moS2Iey26AFeVMUBcYcNpNJMVRwGknGF8WfueeSsVicQuThPoRHgoWMoJBS33zwIswjIIwE/ld5gF9gMy9yfO+Wbcb9hTWInFKUkclWn3zyxvEJI2oAMKxUj3HTsDPsARGOM1rXqpogskYD2lPU4Ejqvxsmj+3jrUysMJY6ifAmqq/NzIcKTWJAj1ZpFXzXiH+5/VSCC/8jIkkBSrI7FCYcgtiqyjDGjBJCfCJJphIprNaZIQlJqArq+kSnPkvL5L2acOxG871Wb1pl3VU0SE6QifIQeeoia5QC7mIoEf0jF7Rm/FkvBjvxsdstGKUO/voD4zPHyLBlsA=</latexit><latexit sha1_base64="5RYy0XpgvmNzOzHodjmnpT+27W8=">AAAB/3icbVBNS8NAFNzUr1q/ooIXL8EieCqJCHosePFY0bSFJpbNdtMu3WzC7otYYg7+FS8eFPHq3/Dmv3HT5qCtAwvDzHu82QkSzhTY9rdRWVpeWV2rrtc2Nre2d8zdvbaKU0moS2Iey26AFeVMUBcYcNpNJMVRwGknGF8WfueeSsVicQuThPoRHgoWMoJBS33zwIswjIIwE/ld5gF9gMy9yfO+Wbcb9hTWInFKUkclWn3zyxvEJI2oAMKxUj3HTsDPsARGOM1rXqpogskYD2lPU4Ejqvxsmj+3jrUysMJY6ifAmqq/NzIcKTWJAj1ZpFXzXiH+5/VSCC/8jIkkBSrI7FCYcgtiqyjDGjBJCfCJJphIprNaZIQlJqArq+kSnPkvL5L2acOxG871Wb1pl3VU0SE6QifIQeeoia5QC7mIoEf0jF7Rm/FkvBjvxsdstGKUO/voD4zPHyLBlsA=</latexit><latexit sha1_base64="5RYy0XpgvmNzOzHodjmnpT+27W8=">AAAB/3icbVBNS8NAFNzUr1q/ooIXL8EieCqJCHosePFY0bSFJpbNdtMu3WzC7otYYg7+FS8eFPHq3/Dmv3HT5qCtAwvDzHu82QkSzhTY9rdRWVpeWV2rrtc2Nre2d8zdvbaKU0moS2Iey26AFeVMUBcYcNpNJMVRwGknGF8WfueeSsVicQuThPoRHgoWMoJBS33zwIswjIIwE/ld5gF9gMy9yfO+Wbcb9hTWInFKUkclWn3zyxvEJI2oAMKxUj3HTsDPsARGOM1rXqpogskYD2lPU4Ejqvxsmj+3jrUysMJY6ifAmqq/NzIcKTWJAj1ZpFXzXiH+5/VSCC/8jIkkBSrI7FCYcgtiqyjDGjBJCfCJJphIprNaZIQlJqArq+kSnPkvL5L2acOxG871Wb1pl3VU0SE6QifIQeeoia5QC7mIoEf0jF7Rm/FkvBjvxsdstGKUO/voD4zPHyLBlsA=</latexit>

nGA
<latexit sha1_base64="nWqbWqgIer7sS4CTrAwq6QSxqG0=">AAACAXicbVBNS8NAEN34WetX1IvgZbEInkoigh4rHvRYwX5AE8tmu2mXbjZhdyKWEC/+FS8eFPHqv/Dmv3HT9qCtDwYe780wMy9IBNfgON/WwuLS8spqaa28vrG5tW3v7DZ1nCrKGjQWsWoHRDPBJWsAB8HaiWIkCgRrBcPLwm/dM6V5LG9hlDA/In3JQ04JGKlr73sRgUEQZjK/yzxgD6BFdnWR51274lSdMfA8caekgqaod+0vrxfTNGISqCBad1wnAT8jCjgVLC97qWYJoUPSZx1DJYmY9rPxBzk+MkoPh7EyJQGP1d8TGYm0HkWB6Szu1bNeIf7ndVIIz/2MyyQFJulkUZgKDDEu4sA9rhgFMTKEUMXNrZgOiCIUTGhlE4I7+/I8aZ5UXafq3pxWas40jhI6QIfoGLnoDNXQNaqjBqLoET2jV/RmPVkv1rv1MWldsKYze+gPrM8foYSXkw==</latexit><latexit sha1_base64="nWqbWqgIer7sS4CTrAwq6QSxqG0=">AAACAXicbVBNS8NAEN34WetX1IvgZbEInkoigh4rHvRYwX5AE8tmu2mXbjZhdyKWEC/+FS8eFPHqv/Dmv3HT9qCtDwYe780wMy9IBNfgON/WwuLS8spqaa28vrG5tW3v7DZ1nCrKGjQWsWoHRDPBJWsAB8HaiWIkCgRrBcPLwm/dM6V5LG9hlDA/In3JQ04JGKlr73sRgUEQZjK/yzxgD6BFdnWR51274lSdMfA8caekgqaod+0vrxfTNGISqCBad1wnAT8jCjgVLC97qWYJoUPSZx1DJYmY9rPxBzk+MkoPh7EyJQGP1d8TGYm0HkWB6Szu1bNeIf7ndVIIz/2MyyQFJulkUZgKDDEu4sA9rhgFMTKEUMXNrZgOiCIUTGhlE4I7+/I8aZ5UXafq3pxWas40jhI6QIfoGLnoDNXQNaqjBqLoET2jV/RmPVkv1rv1MWldsKYze+gPrM8foYSXkw==</latexit><latexit sha1_base64="nWqbWqgIer7sS4CTrAwq6QSxqG0=">AAACAXicbVBNS8NAEN34WetX1IvgZbEInkoigh4rHvRYwX5AE8tmu2mXbjZhdyKWEC/+FS8eFPHqv/Dmv3HT9qCtDwYe780wMy9IBNfgON/WwuLS8spqaa28vrG5tW3v7DZ1nCrKGjQWsWoHRDPBJWsAB8HaiWIkCgRrBcPLwm/dM6V5LG9hlDA/In3JQ04JGKlr73sRgUEQZjK/yzxgD6BFdnWR51274lSdMfA8caekgqaod+0vrxfTNGISqCBad1wnAT8jCjgVLC97qWYJoUPSZx1DJYmY9rPxBzk+MkoPh7EyJQGP1d8TGYm0HkWB6Szu1bNeIf7ndVIIz/2MyyQFJulkUZgKDDEu4sA9rhgFMTKEUMXNrZgOiCIUTGhlE4I7+/I8aZ5UXafq3pxWas40jhI6QIfoGLnoDNXQNaqjBqLoET2jV/RmPVkv1rv1MWldsKYze+gPrM8foYSXkw==</latexit><latexit sha1_base64="nWqbWqgIer7sS4CTrAwq6QSxqG0=">AAACAXicbVBNS8NAEN34WetX1IvgZbEInkoigh4rHvRYwX5AE8tmu2mXbjZhdyKWEC/+FS8eFPHqv/Dmv3HT9qCtDwYe780wMy9IBNfgON/WwuLS8spqaa28vrG5tW3v7DZ1nCrKGjQWsWoHRDPBJWsAB8HaiWIkCgRrBcPLwm/dM6V5LG9hlDA/In3JQ04JGKlr73sRgUEQZjK/yzxgD6BFdnWR51274lSdMfA8caekgqaod+0vrxfTNGISqCBad1wnAT8jCjgVLC97qWYJoUPSZx1DJYmY9rPxBzk+MkoPh7EyJQGP1d8TGYm0HkWB6Szu1bNeIf7ndVIIz/2MyyQFJulkUZgKDDEu4sA9rhgFMTKEUMXNrZgOiCIUTGhlE4I7+/I8aZ5UXafq3pxWas40jhI6QIfoGLnoDNXQNaqjBqLoET2jV/RmPVkv1rv1MWldsKYze+gPrM8foYSXkw==</latexit> nMI

<latexit sha1_base64="92A4wpXqLvxSngB4nRdiPNp1DGE=">AAACAXicbVBNS8NAEN34WetX1IvgZbEInkoigh4LXvQgVLAf0MSy2W7apZtN2J2IJcSLf8WLB0W8+i+8+W/ctD1o64OBx3szzMwLEsE1OM63tbC4tLyyWlorr29sbm3bO7tNHaeKsgaNRazaAdFMcMkawEGwdqIYiQLBWsHwovBb90xpHstbGCXMj0hf8pBTAkbq2vteRGAQhJnM7zIP2ANokV1f5XnXrjhVZww8T9wpqaAp6l37y+vFNI2YBCqI1h3XScDPiAJOBcvLXqpZQuiQ9FnHUEkipv1s/EGOj4zSw2GsTEnAY/X3REYirUdRYDqLe/WsV4j/eZ0UwnM/4zJJgUk6WRSmAkOMizhwjytGQYwMIVRxcyumA6IIBRNa2YTgzr48T5onVdepujenlZozjaOEDtAhOkYuOkM1dInqqIEoekTP6BW9WU/Wi/VufUxaF6zpzB76A+vzB7bel6E=</latexit><latexit sha1_base64="92A4wpXqLvxSngB4nRdiPNp1DGE=">AAACAXicbVBNS8NAEN34WetX1IvgZbEInkoigh4LXvQgVLAf0MSy2W7apZtN2J2IJcSLf8WLB0W8+i+8+W/ctD1o64OBx3szzMwLEsE1OM63tbC4tLyyWlorr29sbm3bO7tNHaeKsgaNRazaAdFMcMkawEGwdqIYiQLBWsHwovBb90xpHstbGCXMj0hf8pBTAkbq2vteRGAQhJnM7zIP2ANokV1f5XnXrjhVZww8T9wpqaAp6l37y+vFNI2YBCqI1h3XScDPiAJOBcvLXqpZQuiQ9FnHUEkipv1s/EGOj4zSw2GsTEnAY/X3REYirUdRYDqLe/WsV4j/eZ0UwnM/4zJJgUk6WRSmAkOMizhwjytGQYwMIVRxcyumA6IIBRNa2YTgzr48T5onVdepujenlZozjaOEDtAhOkYuOkM1dInqqIEoekTP6BW9WU/Wi/VufUxaF6zpzB76A+vzB7bel6E=</latexit><latexit sha1_base64="92A4wpXqLvxSngB4nRdiPNp1DGE=">AAACAXicbVBNS8NAEN34WetX1IvgZbEInkoigh4LXvQgVLAf0MSy2W7apZtN2J2IJcSLf8WLB0W8+i+8+W/ctD1o64OBx3szzMwLEsE1OM63tbC4tLyyWlorr29sbm3bO7tNHaeKsgaNRazaAdFMcMkawEGwdqIYiQLBWsHwovBb90xpHstbGCXMj0hf8pBTAkbq2vteRGAQhJnM7zIP2ANokV1f5XnXrjhVZww8T9wpqaAp6l37y+vFNI2YBCqI1h3XScDPiAJOBcvLXqpZQuiQ9FnHUEkipv1s/EGOj4zSw2GsTEnAY/X3REYirUdRYDqLe/WsV4j/eZ0UwnM/4zJJgUk6WRSmAkOMizhwjytGQYwMIVRxcyumA6IIBRNa2YTgzr48T5onVdepujenlZozjaOEDtAhOkYuOkM1dInqqIEoekTP6BW9WU/Wi/VufUxaF6zpzB76A+vzB7bel6E=</latexit><latexit sha1_base64="92A4wpXqLvxSngB4nRdiPNp1DGE=">AAACAXicbVBNS8NAEN34WetX1IvgZbEInkoigh4LXvQgVLAf0MSy2W7apZtN2J2IJcSLf8WLB0W8+i+8+W/ctD1o64OBx3szzMwLEsE1OM63tbC4tLyyWlorr29sbm3bO7tNHaeKsgaNRazaAdFMcMkawEGwdqIYiQLBWsHwovBb90xpHstbGCXMj0hf8pBTAkbq2vteRGAQhJnM7zIP2ANokV1f5XnXrjhVZww8T9wpqaAp6l37y+vFNI2YBCqI1h3XScDPiAJOBcvLXqpZQuiQ9FnHUEkipv1s/EGOj4zSw2GsTEnAY/X3REYirUdRYDqLe/WsV4j/eZ0UwnM/4zJJgUk6WRSmAkOMizhwjytGQYwMIVRxcyumA6IIBRNa2YTgzr48T5onVdepujenlZozjaOEDtAhOkYuOkM1dInqqIEoekTP6BW9WU/Wi/VufUxaF6zpzB76A+vzB7bel6E=</latexit>

Levels
0

L=2

N=5

G=6

1 a1US a2US a3US a4US a5US

a1GA a2GA a3GA a4GA a5GAa1MI a2MI a3MI a4MI a5MI

a>
<latexit sha1_base64="POLc7SUd7X1+/0xoSUJm7A0MwfY=">AAAB7XicbVDLSgNBEOz1GeMr6tHLYBA8hd0g6DHgxWME84BkDbOT2WTM7Mwy0yuEkH/w4kERr/6PN//GSbIHTSxoKKq66e6KUiks+v63t7a+sbm1Xdgp7u7tHxyWjo6bVmeG8QbTUpt2RC2XQvEGCpS8nRpOk0jyVjS6mfmtJ26s0OoexykPEzpQIhaMopOa9KGLOu2Vyn7Fn4OskiAnZchR75W+un3NsoQrZJJa2wn8FMMJNSiY5NNiN7M8pWxEB7zjqKIJt+Fkfu2UnDulT2JtXCkkc/X3xIQm1o6TyHUmFId22ZuJ/3mdDOPrcCJUmiFXbLEoziRBTWavk74wnKEcO0KZEe5WwobUUIYuoKILIVh+eZU0q5XArwR3l+VaNY+jAKdwBhcQwBXU4Bbq0AAGj/AMr/Dmae/Fe/c+Fq1rXj5zAn/gff4AmM2PFA==</latexit><latexit sha1_base64="POLc7SUd7X1+/0xoSUJm7A0MwfY=">AAAB7XicbVDLSgNBEOz1GeMr6tHLYBA8hd0g6DHgxWME84BkDbOT2WTM7Mwy0yuEkH/w4kERr/6PN//GSbIHTSxoKKq66e6KUiks+v63t7a+sbm1Xdgp7u7tHxyWjo6bVmeG8QbTUpt2RC2XQvEGCpS8nRpOk0jyVjS6mfmtJ26s0OoexykPEzpQIhaMopOa9KGLOu2Vyn7Fn4OskiAnZchR75W+un3NsoQrZJJa2wn8FMMJNSiY5NNiN7M8pWxEB7zjqKIJt+Fkfu2UnDulT2JtXCkkc/X3xIQm1o6TyHUmFId22ZuJ/3mdDOPrcCJUmiFXbLEoziRBTWavk74wnKEcO0KZEe5WwobUUIYuoKILIVh+eZU0q5XArwR3l+VaNY+jAKdwBhcQwBXU4Bbq0AAGj/AMr/Dmae/Fe/c+Fq1rXj5zAn/gff4AmM2PFA==</latexit><latexit sha1_base64="POLc7SUd7X1+/0xoSUJm7A0MwfY=">AAAB7XicbVDLSgNBEOz1GeMr6tHLYBA8hd0g6DHgxWME84BkDbOT2WTM7Mwy0yuEkH/w4kERr/6PN//GSbIHTSxoKKq66e6KUiks+v63t7a+sbm1Xdgp7u7tHxyWjo6bVmeG8QbTUpt2RC2XQvEGCpS8nRpOk0jyVjS6mfmtJ26s0OoexykPEzpQIhaMopOa9KGLOu2Vyn7Fn4OskiAnZchR75W+un3NsoQrZJJa2wn8FMMJNSiY5NNiN7M8pWxEB7zjqKIJt+Fkfu2UnDulT2JtXCkkc/X3xIQm1o6TyHUmFId22ZuJ/3mdDOPrcCJUmiFXbLEoziRBTWavk74wnKEcO0KZEe5WwobUUIYuoKILIVh+eZU0q5XArwR3l+VaNY+jAKdwBhcQwBXU4Bbq0AAGj/AMr/Dmae/Fe/c+Fq1rXj5zAn/gff4AmM2PFA==</latexit><latexit sha1_base64="POLc7SUd7X1+/0xoSUJm7A0MwfY=">AAAB7XicbVDLSgNBEOz1GeMr6tHLYBA8hd0g6DHgxWME84BkDbOT2WTM7Mwy0yuEkH/w4kERr/6PN//GSbIHTSxoKKq66e6KUiks+v63t7a+sbm1Xdgp7u7tHxyWjo6bVmeG8QbTUpt2RC2XQvEGCpS8nRpOk0jyVjS6mfmtJ26s0OoexykPEzpQIhaMopOa9KGLOu2Vyn7Fn4OskiAnZchR75W+un3NsoQrZJJa2wn8FMMJNSiY5NNiN7M8pWxEB7zjqKIJt+Fkfu2UnDulT2JtXCkkc/X3xIQm1o6TyHUmFId22ZuJ/3mdDOPrcCJUmiFXbLEoziRBTWavk74wnKEcO0KZEe5WwobUUIYuoKILIVh+eZU0q5XArwR3l+VaNY+jAKdwBhcQwBXU4Bbq0AAGj/AMr/Dmae/Fe/c+Fq1rXj5zAn/gff4AmM2PFA==</latexit>

2 0 1 0 01 1 1 0 0

3 1 2 0 0

independent subtrees
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Levels
0

L=2

N=5

G=6

1 a1US a2US a3US a4US a5US

a1GA a2GA a3GA a4GA a5GAa1MI a2MI a3MI a4MI a5MI

a>
<latexit sha1_base64="POLc7SUd7X1+/0xoSUJm7A0MwfY=">AAAB7XicbVDLSgNBEOz1GeMr6tHLYBA8hd0g6DHgxWME84BkDbOT2WTM7Mwy0yuEkH/w4kERr/6PN//GSbIHTSxoKKq66e6KUiks+v63t7a+sbm1Xdgp7u7tHxyWjo6bVmeG8QbTUpt2RC2XQvEGCpS8nRpOk0jyVjS6mfmtJ26s0OoexykPEzpQIhaMopOa9KGLOu2Vyn7Fn4OskiAnZchR75W+un3NsoQrZJJa2wn8FMMJNSiY5NNiN7M8pWxEB7zjqKIJt+Fkfu2UnDulT2JtXCkkc/X3xIQm1o6TyHUmFId22ZuJ/3mdDOPrcCJUmiFXbLEoziRBTWavk74wnKEcO0KZEe5WwobUUIYuoKILIVh+eZU0q5XArwR3l+VaNY+jAKdwBhcQwBXU4Bbq0AAGj/AMr/Dmae/Fe/c+Fq1rXj5zAn/gff4AmM2PFA==</latexit><latexit sha1_base64="POLc7SUd7X1+/0xoSUJm7A0MwfY=">AAAB7XicbVDLSgNBEOz1GeMr6tHLYBA8hd0g6DHgxWME84BkDbOT2WTM7Mwy0yuEkH/w4kERr/6PN//GSbIHTSxoKKq66e6KUiks+v63t7a+sbm1Xdgp7u7tHxyWjo6bVmeG8QbTUpt2RC2XQvEGCpS8nRpOk0jyVjS6mfmtJ26s0OoexykPEzpQIhaMopOa9KGLOu2Vyn7Fn4OskiAnZchR75W+un3NsoQrZJJa2wn8FMMJNSiY5NNiN7M8pWxEB7zjqKIJt+Fkfu2UnDulT2JtXCkkc/X3xIQm1o6TyHUmFId22ZuJ/3mdDOPrcCJUmiFXbLEoziRBTWavk74wnKEcO0KZEe5WwobUUIYuoKILIVh+eZU0q5XArwR3l+VaNY+jAKdwBhcQwBXU4Bbq0AAGj/AMr/Dmae/Fe/c+Fq1rXj5zAn/gff4AmM2PFA==</latexit><latexit sha1_base64="POLc7SUd7X1+/0xoSUJm7A0MwfY=">AAAB7XicbVDLSgNBEOz1GeMr6tHLYBA8hd0g6DHgxWME84BkDbOT2WTM7Mwy0yuEkH/w4kERr/6PN//GSbIHTSxoKKq66e6KUiks+v63t7a+sbm1Xdgp7u7tHxyWjo6bVmeG8QbTUpt2RC2XQvEGCpS8nRpOk0jyVjS6mfmtJ26s0OoexykPEzpQIhaMopOa9KGLOu2Vyn7Fn4OskiAnZchR75W+un3NsoQrZJJa2wn8FMMJNSiY5NNiN7M8pWxEB7zjqKIJt+Fkfu2UnDulT2JtXCkkc/X3xIQm1o6TyHUmFId22ZuJ/3mdDOPrcCJUmiFXbLEoziRBTWavk74wnKEcO0KZEe5WwobUUIYuoKILIVh+eZU0q5XArwR3l+VaNY+jAKdwBhcQwBXU4Bbq0AAGj/AMr/Dmae/Fe/c+Fq1rXj5zAn/gff4AmM2PFA==</latexit><latexit sha1_base64="POLc7SUd7X1+/0xoSUJm7A0MwfY=">AAAB7XicbVDLSgNBEOz1GeMr6tHLYBA8hd0g6DHgxWME84BkDbOT2WTM7Mwy0yuEkH/w4kERr/6PN//GSbIHTSxoKKq66e6KUiks+v63t7a+sbm1Xdgp7u7tHxyWjo6bVmeG8QbTUpt2RC2XQvEGCpS8nRpOk0jyVjS6mfmtJ26s0OoexykPEzpQIhaMopOa9KGLOu2Vyn7Fn4OskiAnZchR75W+un3NsoQrZJJa2wn8FMMJNSiY5NNiN7M8pWxEB7zjqKIJt+Fkfu2UnDulT2JtXCkkc/X3xIQm1o6TyHUmFId22ZuJ/3mdDOPrcCJUmiFXbLEoziRBTWavk74wnKEcO0KZEe5WwobUUIYuoKILIVh+eZU0q5XArwR3l+VaNY+jAKdwBhcQwBXU4Bbq0AAGj/AMr/Dmae/Fe/c+Fq1rXj5zAn/gff4AmM2PFA==</latexit>

3 1 1 -1 10 0 1 1 -2

2 2 1 -1 0

independent subtrees

6 F. Fioretto and P. Van Hentenryck

3 1 2 0 0

Group Sizes
1   2   3   4   5

1 1 1 0 02 0 1 0 0
1   2   3   4   5 1   2   3   4   5

3 4 6 6 6

Cumulative Group Sizes 
1   2   3   4   5

1 2 3 3 32 2 3 3 3
1   2   3   4   5 1   2   3   4   5

Levels
1

L=2
cMI

<latexit sha1_base64="KMoCZ4LCVXMc7JzqJudBePFf4xQ=">AAAB/3icbVDLSsNAFJ34rPUVFdy4GSyCq5KIoMuCG10IFewDmlgm00k7dDIJMzdiiVn4K25cKOLW33Dn3zhpu9DWAwOHc+7lnjlBIrgGx/m2FhaXlldWS2vl9Y3NrW17Z7ep41RR1qCxiFU7IJoJLlkDOAjWThQjUSBYKxheFH7rninNY3kLo4T5EelLHnJKwEhde9+LCAyCMKP5XeYBe4Ds+irPu3bFqTpj4HniTkkFTVHv2l9eL6ZpxCRQQbTuuE4CfkYUcCpYXvZSzRJCh6TPOoZKEjHtZ+P8OT4ySg+HsTJPAh6rvzcyEmk9igIzWaTVs14h/ud1UgjP/YzLJAUm6eRQmAoMMS7KwD2uGAUxMoRQxU1WTAdEEQqmsrIpwZ398jxpnlRdp+renFZqzrSOEjpAh+gYuegM1dAlqqMGougRPaNX9GY9WS/Wu/UxGV2wpjt76A+szx/2A5aj</latexit><latexit sha1_base64="KMoCZ4LCVXMc7JzqJudBePFf4xQ=">AAAB/3icbVDLSsNAFJ34rPUVFdy4GSyCq5KIoMuCG10IFewDmlgm00k7dDIJMzdiiVn4K25cKOLW33Dn3zhpu9DWAwOHc+7lnjlBIrgGx/m2FhaXlldWS2vl9Y3NrW17Z7ep41RR1qCxiFU7IJoJLlkDOAjWThQjUSBYKxheFH7rninNY3kLo4T5EelLHnJKwEhde9+LCAyCMKP5XeYBe4Ds+irPu3bFqTpj4HniTkkFTVHv2l9eL6ZpxCRQQbTuuE4CfkYUcCpYXvZSzRJCh6TPOoZKEjHtZ+P8OT4ySg+HsTJPAh6rvzcyEmk9igIzWaTVs14h/ud1UgjP/YzLJAUm6eRQmAoMMS7KwD2uGAUxMoRQxU1WTAdEEQqmsrIpwZ398jxpnlRdp+renFZqzrSOEjpAh+gYuegM1dAlqqMGougRPaNX9GY9WS/Wu/UxGV2wpjt76A+szx/2A5aj</latexit><latexit sha1_base64="KMoCZ4LCVXMc7JzqJudBePFf4xQ=">AAAB/3icbVDLSsNAFJ34rPUVFdy4GSyCq5KIoMuCG10IFewDmlgm00k7dDIJMzdiiVn4K25cKOLW33Dn3zhpu9DWAwOHc+7lnjlBIrgGx/m2FhaXlldWS2vl9Y3NrW17Z7ep41RR1qCxiFU7IJoJLlkDOAjWThQjUSBYKxheFH7rninNY3kLo4T5EelLHnJKwEhde9+LCAyCMKP5XeYBe4Ds+irPu3bFqTpj4HniTkkFTVHv2l9eL6ZpxCRQQbTuuE4CfkYUcCpYXvZSzRJCh6TPOoZKEjHtZ+P8OT4ySg+HsTJPAh6rvzcyEmk9igIzWaTVs14h/ud1UgjP/YzLJAUm6eRQmAoMMS7KwD2uGAUxMoRQxU1WTAdEEQqmsrIpwZ398jxpnlRdp+renFZqzrSOEjpAh+gYuegM1dAlqqMGougRPaNX9GY9WS/Wu/UxGV2wpjt76A+szx/2A5aj</latexit><latexit sha1_base64="KMoCZ4LCVXMc7JzqJudBePFf4xQ=">AAAB/3icbVDLSsNAFJ34rPUVFdy4GSyCq5KIoMuCG10IFewDmlgm00k7dDIJMzdiiVn4K25cKOLW33Dn3zhpu9DWAwOHc+7lnjlBIrgGx/m2FhaXlldWS2vl9Y3NrW17Z7ep41RR1qCxiFU7IJoJLlkDOAjWThQjUSBYKxheFH7rninNY3kLo4T5EelLHnJKwEhde9+LCAyCMKP5XeYBe4Ds+irPu3bFqTpj4HniTkkFTVHv2l9eL6ZpxCRQQbTuuE4CfkYUcCpYXvZSzRJCh6TPOoZKEjHtZ+P8OT4ySg+HsTJPAh6rvzcyEmk9igIzWaTVs14h/ud1UgjP/YzLJAUm6eRQmAoMMS7KwD2uGAUxMoRQxU1WTAdEEQqmsrIpwZ398jxpnlRdp+renFZqzrSOEjpAh+gYuegM1dAlqqMGougRPaNX9GY9WS/Wu/UxGV2wpjt76A+szx/2A5aj</latexit>cGA
<latexit sha1_base64="GY2JYYASz2SNzGaVasw72BAtdI4=">AAAB/3icbVDLSsNAFJ34rPUVFdy4GSyCq5KIoMuKC11WsA9oYplMJ+3QySTM3IglZuGvuHGhiFt/w51/46TtQlsPDBzOuZd75gSJ4Boc59taWFxaXlktrZXXNza3tu2d3aaOU0VZg8YiVu2AaCa4ZA3gIFg7UYxEgWCtYHhZ+K17pjSP5S2MEuZHpC95yCkBI3XtfS8iMAjCjOZ3mQfsAbKrizzv2hWn6oyB54k7JRU0Rb1rf3m9mKYRk0AF0brjOgn4GVHAqWB52Us1Swgdkj7rGCpJxLSfjfPn+MgoPRzGyjwJeKz+3shIpPUoCsxkkVbPeoX4n9dJITz3My6TFJikk0NhKjDEuCgD97hiFMTIEEIVN1kxHRBFKJjKyqYEd/bL86R5UnWdqntzWqk50zpK6AAdomPkojNUQ9eojhqIokf0jF7Rm/VkvVjv1sdkdMGa7uyhP7A+fwDgqZaV</latexit><latexit sha1_base64="GY2JYYASz2SNzGaVasw72BAtdI4=">AAAB/3icbVDLSsNAFJ34rPUVFdy4GSyCq5KIoMuKC11WsA9oYplMJ+3QySTM3IglZuGvuHGhiFt/w51/46TtQlsPDBzOuZd75gSJ4Boc59taWFxaXlktrZXXNza3tu2d3aaOU0VZg8YiVu2AaCa4ZA3gIFg7UYxEgWCtYHhZ+K17pjSP5S2MEuZHpC95yCkBI3XtfS8iMAjCjOZ3mQfsAbKrizzv2hWn6oyB54k7JRU0Rb1rf3m9mKYRk0AF0brjOgn4GVHAqWB52Us1Swgdkj7rGCpJxLSfjfPn+MgoPRzGyjwJeKz+3shIpPUoCsxkkVbPeoX4n9dJITz3My6TFJikk0NhKjDEuCgD97hiFMTIEEIVN1kxHRBFKJjKyqYEd/bL86R5UnWdqntzWqk50zpK6AAdomPkojNUQ9eojhqIokf0jF7Rm/VkvVjv1sdkdMGa7uyhP7A+fwDgqZaV</latexit><latexit sha1_base64="GY2JYYASz2SNzGaVasw72BAtdI4=">AAAB/3icbVDLSsNAFJ34rPUVFdy4GSyCq5KIoMuKC11WsA9oYplMJ+3QySTM3IglZuGvuHGhiFt/w51/46TtQlsPDBzOuZd75gSJ4Boc59taWFxaXlktrZXXNza3tu2d3aaOU0VZg8YiVu2AaCa4ZA3gIFg7UYxEgWCtYHhZ+K17pjSP5S2MEuZHpC95yCkBI3XtfS8iMAjCjOZ3mQfsAbKrizzv2hWn6oyB54k7JRU0Rb1rf3m9mKYRk0AF0brjOgn4GVHAqWB52Us1Swgdkj7rGCpJxLSfjfPn+MgoPRzGyjwJeKz+3shIpPUoCsxkkVbPeoX4n9dJITz3My6TFJikk0NhKjDEuCgD97hiFMTIEEIVN1kxHRBFKJjKyqYEd/bL86R5UnWdqntzWqk50zpK6AAdomPkojNUQ9eojhqIokf0jF7Rm/VkvVjv1sdkdMGa7uyhP7A+fwDgqZaV</latexit><latexit sha1_base64="GY2JYYASz2SNzGaVasw72BAtdI4=">AAAB/3icbVDLSsNAFJ34rPUVFdy4GSyCq5KIoMuKC11WsA9oYplMJ+3QySTM3IglZuGvuHGhiFt/w51/46TtQlsPDBzOuZd75gSJ4Boc59taWFxaXlktrZXXNza3tu2d3aaOU0VZg8YiVu2AaCa4ZA3gIFg7UYxEgWCtYHhZ+K17pjSP5S2MEuZHpC95yCkBI3XtfS8iMAjCjOZ3mQfsAbKrizzv2hWn6oyB54k7JRU0Rb1rf3m9mKYRk0AF0brjOgn4GVHAqWB52Us1Swgdkj7rGCpJxLSfjfPn+MgoPRzGyjwJeKz+3shIpPUoCsxkkVbPeoX4n9dJITz3My6TFJikk0NhKjDEuCgD97hiFMTIEEIVN1kxHRBFKJjKyqYEd/bL86R5UnWdqntzWqk50zpK6AAdomPkojNUQ9eojhqIokf0jF7Rm/VkvVjv1sdkdMGa7uyhP7A+fwDgqZaV</latexit>

N=5
G=6

cUS
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Fig. 2. Region hierarchies associated with the dataset of Figure 1(a): group size hier-
archy T2 (a), and cumulative group size hierarchy T c

2 (b).

5 The Direct Optimization-Based PGSR Mechanism

This section presents a two-step mechanism for the PGSR problem. The first
step produces a noisy version of the group sizes, while the second step restores
the feasibility of the PGSR constraints while staying as close as possible to the
noisy counts. The first step produces a noisy hierarchy T̃ “ tñr | r P Ru using
the geometric mechanism with parameter � “ 2L

✏
on the vectors nr:

ñr “ nr ` Geom
´2L

✏

¯N

. (3)

This step satisfies ✏-di↵erential privacy due to the following lemma.

Lemma 4. The sensitivity �n of the group estimate query is 2.

minimize
tn̂rurPR

ÿ

rPR
}n̂r ´ ñr}22 (H1)

s.t:
ÿ

sPrNs
n̂r

s “ G @r P R (H2)

ÿ

cPchprq
n̂c

s “ n̂r

s @r P R, s P rN s (H3)

n̂r

s PDr

s @r P R, s P rN s (H4)

Fig. 3. The MH post-processing step.

The output of the first step sat-
isfies Condition 1 of the PGSR
problem but it will violate (with
high probability) the other con-
ditions. To restore feasibility,
this paper uses a post-processing
strategy similar to the one pro-
posed in [10] for mobility appli-
cations. After generating T̃ us-
ing Equation (3), the mechanism
post-processes the values ñr of T̃ through the Quadratic Integer Program (QIP)

depicted in Figure 3. Its goal is to find a new region hierarchy T̂ , optimizing over
the variables n̂r “ pn̂r

1
. . . n̂

r

N
q for each r P R, so that their values stay close to

the noisy counts of the first step, while satisfying faithfulness (Constraint (H2)),
consistency (Constraint (H3)), and validity (Constraint (H4)). In the optimiza-
tion model, D

r

s
represents the domain (of integer, non-negative values) of n̂

r

s
.

The resulting mechanism is called the Hierarchical PGSR and denoted by MH .
It satisfies ✏-di↵erential privacy because of post-processing immunity of di↵eren-
tial privacy (Lemma 3), since the post-processing step of MH uses exclusively
di↵erentially private information (T̃ ).

1. Apply Geometrical Noise with parameter λ =
2L
ϵ

Exploiting the Problem Structure
A Dynamic Programming Solution
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2. Bottom-up phase
• Find new, group sizes  that satisfy the consistency properties. 
• Each node of the tree, computes a table  mapping values 

(group sizes) to costs.
•  is the optimal cost for  in the subtree rooted at region r when  = v
• The optimal cost for  can be computed from the cost table  of region 

r children 

̂nr

τr : Dr → ℝ+

τr(v) ̂nr ̂nr

τr(v) τc

c ∈ ch(r)

Levels
0

L=2

G=6

1 a1US

a1GA a1MI
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8 F. Fioretto and P. Van Hentenryck

guarantees the PGSR conditions and exploits the independence of each subtree
associated with groups of size s to solve the post-processing problem e�ciently.

For notational simplicity, the presentation omits the subscripts denoting the
group size s and focuses on the computation of a single subtree representing a
group of size s. The dynamic program associates a cost table ⌧ r with each node
a

r of T dp. The cost table represents a function ⌧ r : D
r Ñ R` that maps values

(i.e., group sizes) to costs, where D
r is the domain (a set of natural numbers)

of region r. Intuitively, ⌧ rpvq is the optimal cost for the post-processed group
sizes in the subtree rooted at a

r when its post-processed group size is equal to
v, i.e., n̂

r “ v. The key insight of the dynamic program is the observation that

the optimal cost for ⌧ rpvq can be computed from the cost tables ⌧ c
of each of

its children c P chprq using the formula given in Figure 5. In the formula, (d1)
describes the cost for v of deviating from the noisy group size ñ

r. The function
�rpvq, defined in (d2), (d3), and (d4), uses the cost table of the children of r

to find the combination of post-processed group sizes txc P D
cucPchprq of r’s

children that is consistent (d3) and minimizes the sum of their costs (d2).

⌧ rpvq “
´
v ´ ñr

¯2
` (d1)

�rpvq“ min
txcucPchprq

ÿ

cPchprq
⌧ cpxcq (d2)

s.t.
ÿ

cPchprq
xc “ v (d3)

xc P Dc @c P chprq (d4)

Fig. 5. The Mdp
H

Bottom-up step.

The dynamic program exploits these
concepts in two phases. The first phase
is bottom-up and computes the cost ta-
bles for each node, starting from the
leaves only, which are defined by (d1),
and moving up, level by level, to the
root. The cost table at the root is then
used to retrieve the optimal cost of the
problem. The second phase is top-down:
Starting from the root, each node a

r re-
ceives its post-processed group size n̂

r

and solves �rpn̂rq to retrieve the opti-
mal post-processed group sizes n̂

c “ xc for each child c P chprq.
An illustration of the process for the running example is illustrated in Fig-

ure 4(b). It depicts the cost tables ⌧GA
1

, ⌧MI
1

, and ⌧US
1

related to the subtree
rooted at a

US
1

(groups of size 1) computed during the bottom-up phase. The
values selected during the top-down phase are highlighted red.

In the implementation, the values �rpvq are computed using a constraint
program where (d1) is implemented using a table constraint. The number of
optimization problems in the dynamic program is given by the following theorem.

Theorem 1. Constructing T̂ dp
requires solving Op|R|ND̄) optimization prob-

lems given in Figure 5, where D̄ “ maxs,r |Dr

s
| for r P R, s P rN s.

7 A Polynomial-Time PGSR Mechanism

The dynamic program relies on solving an optimization problem for each region.
This section shows that this optimization problem can be solved in polynomial
time by exploiting the structure of the cost tables.

Exploiting the Problem Structure
A Dynamic Programming Solution
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3 0

2

2. Bottom-up phase
• Find new, group sizes  that satisfy the consistency properties. 
• Each node of the tree, computes a table  mapping values 

(group sizes) to costs.
•  is the optimal cost for  in the subtree rooted at region r when  = v
• The optimal cost for  can be computed from the cost table  of region 

r children 

̂nr

τr : Dr → ℝ+

τr(v) ̂nr ̂nr

τr(v) τc

c ∈ ch(r)

Levels
0

L=2

G=6

1 a1US

a1GA a1MI

a>
<latexit sha1_base64="POLc7SUd7X1+/0xoSUJm7A0MwfY=">AAAB7XicbVDLSgNBEOz1GeMr6tHLYBA8hd0g6DHgxWME84BkDbOT2WTM7Mwy0yuEkH/w4kERr/6PN//GSbIHTSxoKKq66e6KUiks+v63t7a+sbm1Xdgp7u7tHxyWjo6bVmeG8QbTUpt2RC2XQvEGCpS8nRpOk0jyVjS6mfmtJ26s0OoexykPEzpQIhaMopOa9KGLOu2Vyn7Fn4OskiAnZchR75W+un3NsoQrZJJa2wn8FMMJNSiY5NNiN7M8pWxEB7zjqKIJt+Fkfu2UnDulT2JtXCkkc/X3xIQm1o6TyHUmFId22ZuJ/3mdDOPrcCJUmiFXbLEoziRBTWavk74wnKEcO0KZEe5WwobUUIYuoKILIVh+eZU0q5XArwR3l+VaNY+jAKdwBhcQwBXU4Bbq0AAGj/AMr/Dmae/Fe/c+Fq1rXj5zAn/gff4AmM2PFA==</latexit><latexit sha1_base64="POLc7SUd7X1+/0xoSUJm7A0MwfY=">AAAB7XicbVDLSgNBEOz1GeMr6tHLYBA8hd0g6DHgxWME84BkDbOT2WTM7Mwy0yuEkH/w4kERr/6PN//GSbIHTSxoKKq66e6KUiks+v63t7a+sbm1Xdgp7u7tHxyWjo6bVmeG8QbTUpt2RC2XQvEGCpS8nRpOk0jyVjS6mfmtJ26s0OoexykPEzpQIhaMopOa9KGLOu2Vyn7Fn4OskiAnZchR75W+un3NsoQrZJJa2wn8FMMJNSiY5NNiN7M8pWxEB7zjqKIJt+Fkfu2UnDulT2JtXCkkc/X3xIQm1o6TyHUmFId22ZuJ/3mdDOPrcCJUmiFXbLEoziRBTWavk74wnKEcO0KZEe5WwobUUIYuoKILIVh+eZU0q5XArwR3l+VaNY+jAKdwBhcQwBXU4Bbq0AAGj/AMr/Dmae/Fe/c+Fq1rXj5zAn/gff4AmM2PFA==</latexit><latexit sha1_base64="POLc7SUd7X1+/0xoSUJm7A0MwfY=">AAAB7XicbVDLSgNBEOz1GeMr6tHLYBA8hd0g6DHgxWME84BkDbOT2WTM7Mwy0yuEkH/w4kERr/6PN//GSbIHTSxoKKq66e6KUiks+v63t7a+sbm1Xdgp7u7tHxyWjo6bVmeG8QbTUpt2RC2XQvEGCpS8nRpOk0jyVjS6mfmtJ26s0OoexykPEzpQIhaMopOa9KGLOu2Vyn7Fn4OskiAnZchR75W+un3NsoQrZJJa2wn8FMMJNSiY5NNiN7M8pWxEB7zjqKIJt+Fkfu2UnDulT2JtXCkkc/X3xIQm1o6TyHUmFId22ZuJ/3mdDOPrcCJUmiFXbLEoziRBTWavk74wnKEcO0KZEe5WwobUUIYuoKILIVh+eZU0q5XArwR3l+VaNY+jAKdwBhcQwBXU4Bbq0AAGj/AMr/Dmae/Fe/c+Fq1rXj5zAn/gff4AmM2PFA==</latexit><latexit sha1_base64="POLc7SUd7X1+/0xoSUJm7A0MwfY=">AAAB7XicbVDLSgNBEOz1GeMr6tHLYBA8hd0g6DHgxWME84BkDbOT2WTM7Mwy0yuEkH/w4kERr/6PN//GSbIHTSxoKKq66e6KUiks+v63t7a+sbm1Xdgp7u7tHxyWjo6bVmeG8QbTUpt2RC2XQvEGCpS8nRpOk0jyVjS6mfmtJ26s0OoexykPEzpQIhaMopOa9KGLOu2Vyn7Fn4OskiAnZchR75W+un3NsoQrZJJa2wn8FMMJNSiY5NNiN7M8pWxEB7zjqKIJt+Fkfu2UnDulT2JtXCkkc/X3xIQm1o6TyHUmFId22ZuJ/3mdDOPrcCJUmiFXbLEoziRBTWavk74wnKEcO0KZEe5WwobUUIYuoKILIVh+eZU0q5XArwR3l+VaNY+jAKdwBhcQwBXU4Bbq0AAGj/AMr/Dmae/Fe/c+Fq1rXj5zAn/gff4AmM2PFA==</latexit>

v

2
3
4

cost tables

0
1

⌧US
1

<latexit sha1_base64="4s/CrYhHsbTDLUNciD2EDZ6XnR8=">AAACBHicbVBNS8NAEN3Ur1q/oh57CRbBU0lE0GPBi8eKpi00NWy2m3bpZhN2J2IJOXjxr3jxoIhXf4Q3/42bNgdtfbDs470ZZuYFCWcKbPvbqKysrq1vVDdrW9s7u3vm/kFHxakk1CUxj2UvwIpyJqgLDDjtJZLiKOC0G0wuC797T6VisbiFaUIHER4JFjKCQUu+WfciDOMgzDzAaX6nP/oAmXuT577jmw27ac9gLROnJA1Uou2bX94wJmlEBRCOleo7dgKDDEtghNO85qWKJphM8Ij2NRU4omqQzY7IrWOtDK0wlvoJsGbq744MR0pNo0BXFiurRa8Q//P6KYQXg4yJJAUqyHxQmHILYqtIxBoySQnwqSaYSKZ3tcgYS0xA51bTITiLJy+TzmnTsZvO9VmjZZdxVFEdHaET5KBz1EJXqI1cRNAjekav6M14Ml6Md+NjXloxyp5D9AfG5w/BeJi6</latexit><latexit sha1_base64="4s/CrYhHsbTDLUNciD2EDZ6XnR8=">AAACBHicbVBNS8NAEN3Ur1q/oh57CRbBU0lE0GPBi8eKpi00NWy2m3bpZhN2J2IJOXjxr3jxoIhXf4Q3/42bNgdtfbDs470ZZuYFCWcKbPvbqKysrq1vVDdrW9s7u3vm/kFHxakk1CUxj2UvwIpyJqgLDDjtJZLiKOC0G0wuC797T6VisbiFaUIHER4JFjKCQUu+WfciDOMgzDzAaX6nP/oAmXuT577jmw27ac9gLROnJA1Uou2bX94wJmlEBRCOleo7dgKDDEtghNO85qWKJphM8Ij2NRU4omqQzY7IrWOtDK0wlvoJsGbq744MR0pNo0BXFiurRa8Q//P6KYQXg4yJJAUqyHxQmHILYqtIxBoySQnwqSaYSKZ3tcgYS0xA51bTITiLJy+TzmnTsZvO9VmjZZdxVFEdHaET5KBz1EJXqI1cRNAjekav6M14Ml6Md+NjXloxyp5D9AfG5w/BeJi6</latexit><latexit sha1_base64="4s/CrYhHsbTDLUNciD2EDZ6XnR8=">AAACBHicbVBNS8NAEN3Ur1q/oh57CRbBU0lE0GPBi8eKpi00NWy2m3bpZhN2J2IJOXjxr3jxoIhXf4Q3/42bNgdtfbDs470ZZuYFCWcKbPvbqKysrq1vVDdrW9s7u3vm/kFHxakk1CUxj2UvwIpyJqgLDDjtJZLiKOC0G0wuC797T6VisbiFaUIHER4JFjKCQUu+WfciDOMgzDzAaX6nP/oAmXuT577jmw27ac9gLROnJA1Uou2bX94wJmlEBRCOleo7dgKDDEtghNO85qWKJphM8Ij2NRU4omqQzY7IrWOtDK0wlvoJsGbq744MR0pNo0BXFiurRa8Q//P6KYQXg4yJJAUqyHxQmHILYqtIxBoySQnwqSaYSKZ3tcgYS0xA51bTITiLJy+TzmnTsZvO9VmjZZdxVFEdHaET5KBz1EJXqI1cRNAjekav6M14Ml6Md+NjXloxyp5D9AfG5w/BeJi6</latexit><latexit sha1_base64="4s/CrYhHsbTDLUNciD2EDZ6XnR8=">AAACBHicbVBNS8NAEN3Ur1q/oh57CRbBU0lE0GPBi8eKpi00NWy2m3bpZhN2J2IJOXjxr3jxoIhXf4Q3/42bNgdtfbDs470ZZuYFCWcKbPvbqKysrq1vVDdrW9s7u3vm/kFHxakk1CUxj2UvwIpyJqgLDDjtJZLiKOC0G0wuC797T6VisbiFaUIHER4JFjKCQUu+WfciDOMgzDzAaX6nP/oAmXuT577jmw27ac9gLROnJA1Uou2bX94wJmlEBRCOleo7dgKDDEtghNO85qWKJphM8Ij2NRU4omqQzY7IrWOtDK0wlvoJsGbq744MR0pNo0BXFiurRa8Q//P6KYQXg4yJJAUqyHxQmHILYqtIxBoySQnwqSaYSKZ3tcgYS0xA51bTITiLJy+TzmnTsZvO9VmjZZdxVFEdHaET5KBz1EJXqI1cRNAjekav6M14Ml6Md+NjXloxyp5D9AfG5w/BeJi6</latexit>

4+min(9+0) 
1+min(9+1; 4+0) 
0+min(0+4; 4+1; 1+0) 
1+min(0+0; 1+1; 4+4; 9+9) 
4+min(1+0; 0+1; 1+4; …) 

⌧GA
1

<latexit sha1_base64="R0T6UiSfI72ZHqRfbin2TiZUgRQ=">AAACBHicbVDLSsNAFJ34rPUVddlNsAiuSiKCLisudFnBPqCJYTKdtEMnkzBzI5aQhRt/xY0LRdz6Ee78GydtFtp6YJjDOfdy7z1BwpkC2/42lpZXVtfWKxvVza3tnV1zb7+j4lQS2iYxj2UvwIpyJmgbGHDaSyTFUcBpNxhfFn73nkrFYnELk4R6ER4KFjKCQUu+WXMjDKMgzFzAaX6nP/oA2dVFnvuOb9bthj2FtUicktRRiZZvfrmDmKQRFUA4Vqrv2Al4GZbACKd51U0VTTAZ4yHtaypwRJWXTY/IrSOtDKwwlvoJsKbq744MR0pNokBXFiurea8Q//P6KYTnXsZEkgIVZDYoTLkFsVUkYg2YpAT4RBNMJNO7WmSEJSagc6vqEJz5kxdJ56Th2A3n5rTetMs4KqiGDtExctAZaqJr1EJtRNAjekav6M14Ml6Md+NjVrpklD0H6A+Mzx+Qapia</latexit><latexit sha1_base64="R0T6UiSfI72ZHqRfbin2TiZUgRQ=">AAACBHicbVDLSsNAFJ34rPUVddlNsAiuSiKCLisudFnBPqCJYTKdtEMnkzBzI5aQhRt/xY0LRdz6Ee78GydtFtp6YJjDOfdy7z1BwpkC2/42lpZXVtfWKxvVza3tnV1zb7+j4lQS2iYxj2UvwIpyJmgbGHDaSyTFUcBpNxhfFn73nkrFYnELk4R6ER4KFjKCQUu+WXMjDKMgzFzAaX6nP/oA2dVFnvuOb9bthj2FtUicktRRiZZvfrmDmKQRFUA4Vqrv2Al4GZbACKd51U0VTTAZ4yHtaypwRJWXTY/IrSOtDKwwlvoJsKbq744MR0pNokBXFiurea8Q//P6KYTnXsZEkgIVZDYoTLkFsVUkYg2YpAT4RBNMJNO7WmSEJSagc6vqEJz5kxdJ56Th2A3n5rTetMs4KqiGDtExctAZaqJr1EJtRNAjekav6M14Ml6Md+NjVrpklD0H6A+Mzx+Qapia</latexit><latexit sha1_base64="R0T6UiSfI72ZHqRfbin2TiZUgRQ=">AAACBHicbVDLSsNAFJ34rPUVddlNsAiuSiKCLisudFnBPqCJYTKdtEMnkzBzI5aQhRt/xY0LRdz6Ee78GydtFtp6YJjDOfdy7z1BwpkC2/42lpZXVtfWKxvVza3tnV1zb7+j4lQS2iYxj2UvwIpyJmgbGHDaSyTFUcBpNxhfFn73nkrFYnELk4R6ER4KFjKCQUu+WXMjDKMgzFzAaX6nP/oA2dVFnvuOb9bthj2FtUicktRRiZZvfrmDmKQRFUA4Vqrv2Al4GZbACKd51U0VTTAZ4yHtaypwRJWXTY/IrSOtDKwwlvoJsKbq744MR0pNokBXFiurea8Q//P6KYTnXsZEkgIVZDYoTLkFsVUkYg2YpAT4RBNMJNO7WmSEJSagc6vqEJz5kxdJ56Th2A3n5rTetMs4KqiGDtExctAZaqJr1EJtRNAjekav6M14Ml6Md+NjVrpklD0H6A+Mzx+Qapia</latexit><latexit sha1_base64="R0T6UiSfI72ZHqRfbin2TiZUgRQ=">AAACBHicbVDLSsNAFJ34rPUVddlNsAiuSiKCLisudFnBPqCJYTKdtEMnkzBzI5aQhRt/xY0LRdz6Ee78GydtFtp6YJjDOfdy7z1BwpkC2/42lpZXVtfWKxvVza3tnV1zb7+j4lQS2iYxj2UvwIpyJmgbGHDaSyTFUcBpNxhfFn73nkrFYnELk4R6ER4KFjKCQUu+WXMjDKMgzFzAaX6nP/oA2dVFnvuOb9bthj2FtUicktRRiZZvfrmDmKQRFUA4Vqrv2Al4GZbACKd51U0VTTAZ4yHtaypwRJWXTY/IrSOtDKwwlvoJsKbq744MR0pNokBXFiurea8Q//P6KYTnXsZEkgIVZDYoTLkFsVUkYg2YpAT4RBNMJNO7WmSEJSagc6vqEJz5kxdJ56Th2A3n5rTetMs4KqiGDtExctAZaqJr1EJtRNAjekav6M14Ml6Md+NjVrpklD0H6A+Mzx+Qapia</latexit>
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<latexit sha1_base64="v5mFCzXqL9fWNd3Z0YVweP6T3dU=">AAACBHicbVDLSsNAFJ34rPUVddlNsAiuSiKCLgtudCFUsA9oYphMJ+3QySTM3IglZOHGX3HjQhG3foQ7/8ZJm4W2HhjmcM693HtPkHCmwLa/jaXlldW19cpGdXNre2fX3NvvqDiVhLZJzGPZC7CinAnaBgac9hJJcRRw2g3GF4XfvadSsVjcwiShXoSHgoWMYNCSb9bcCMMoCDMXcJrf6Y8+QHZ9lee+45t1u2FPYS0SpyR1VKLlm1/uICZpRAUQjpXqO3YCXoYlMMJpXnVTRRNMxnhI+5oKHFHlZdMjcutIKwMrjKV+Aqyp+rsjw5FSkyjQlcXKat4rxP+8fgrhuZcxkaRABZkNClNuQWwViVgDJikBPtEEE8n0rhYZYYkJ6NyqOgRn/uRF0jlpOHbDuTmtN+0yjgqqoUN0jBx0hproErVQGxH0iJ7RK3oznowX4934mJUuGWXPAfoD4/MHpeCYqA==</latexit><latexit sha1_base64="v5mFCzXqL9fWNd3Z0YVweP6T3dU=">AAACBHicbVDLSsNAFJ34rPUVddlNsAiuSiKCLgtudCFUsA9oYphMJ+3QySTM3IglZOHGX3HjQhG3foQ7/8ZJm4W2HhjmcM693HtPkHCmwLa/jaXlldW19cpGdXNre2fX3NvvqDiVhLZJzGPZC7CinAnaBgac9hJJcRRw2g3GF4XfvadSsVjcwiShXoSHgoWMYNCSb9bcCMMoCDMXcJrf6Y8+QHZ9lee+45t1u2FPYS0SpyR1VKLlm1/uICZpRAUQjpXqO3YCXoYlMMJpXnVTRRNMxnhI+5oKHFHlZdMjcutIKwMrjKV+Aqyp+rsjw5FSkyjQlcXKat4rxP+8fgrhuZcxkaRABZkNClNuQWwViVgDJikBPtEEE8n0rhYZYYkJ6NyqOgRn/uRF0jlpOHbDuTmtN+0yjgqqoUN0jBx0hproErVQGxH0iJ7RK3oznowX4934mJUuGWXPAfoD4/MHpeCYqA==</latexit><latexit sha1_base64="v5mFCzXqL9fWNd3Z0YVweP6T3dU=">AAACBHicbVDLSsNAFJ34rPUVddlNsAiuSiKCLgtudCFUsA9oYphMJ+3QySTM3IglZOHGX3HjQhG3foQ7/8ZJm4W2HhjmcM693HtPkHCmwLa/jaXlldW19cpGdXNre2fX3NvvqDiVhLZJzGPZC7CinAnaBgac9hJJcRRw2g3GF4XfvadSsVjcwiShXoSHgoWMYNCSb9bcCMMoCDMXcJrf6Y8+QHZ9lee+45t1u2FPYS0SpyR1VKLlm1/uICZpRAUQjpXqO3YCXoYlMMJpXnVTRRNMxnhI+5oKHFHlZdMjcutIKwMrjKV+Aqyp+rsjw5FSkyjQlcXKat4rxP+8fgrhuZcxkaRABZkNClNuQWwViVgDJikBPtEEE8n0rhYZYYkJ6NyqOgRn/uRF0jlpOHbDuTmtN+0yjgqqoUN0jBx0hproErVQGxH0iJ7RK3oznowX4934mJUuGWXPAfoD4/MHpeCYqA==</latexit><latexit sha1_base64="v5mFCzXqL9fWNd3Z0YVweP6T3dU=">AAACBHicbVDLSsNAFJ34rPUVddlNsAiuSiKCLgtudCFUsA9oYphMJ+3QySTM3IglZOHGX3HjQhG3foQ7/8ZJm4W2HhjmcM693HtPkHCmwLa/jaXlldW19cpGdXNre2fX3NvvqDiVhLZJzGPZC7CinAnaBgac9hJJcRRw2g3GF4XfvadSsVjcwiShXoSHgoWMYNCSb9bcCMMoCDMXcJrf6Y8+QHZ9lee+45t1u2FPYS0SpyR1VKLlm1/uICZpRAUQjpXqO3YCXoYlMMJpXnVTRRNMxnhI+5oKHFHlZdMjcutIKwMrjKV+Aqyp+rsjw5FSkyjQlcXKat4rxP+8fgrhuZcxkaRABZkNClNuQWwViVgDJikBPtEEE8n0rhYZYYkJ6NyqOgRn/uRF0jlpOHbDuTmtN+0yjgqqoUN0jBx0hproErVQGxH0iJ7RK3oznowX4934mJUuGWXPAfoD4/MHpeCYqA==</latexit>

0 1 2 3 4 possible new values v for  ̂nGA
1

cost of selecting value v(3-0)2 (3-1)2 (3-2)2 (3-2)2 (3-4)2
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3 0

3

3. Top-down phase
• Each node select the value v that minimizes its cost table 
• Using the parent value, choice each children repeats the process

Levels
0

L=2

G=6

1 a1US

a1GA a1MI

a>
<latexit sha1_base64="POLc7SUd7X1+/0xoSUJm7A0MwfY=">AAAB7XicbVDLSgNBEOz1GeMr6tHLYBA8hd0g6DHgxWME84BkDbOT2WTM7Mwy0yuEkH/w4kERr/6PN//GSbIHTSxoKKq66e6KUiks+v63t7a+sbm1Xdgp7u7tHxyWjo6bVmeG8QbTUpt2RC2XQvEGCpS8nRpOk0jyVjS6mfmtJ26s0OoexykPEzpQIhaMopOa9KGLOu2Vyn7Fn4OskiAnZchR75W+un3NsoQrZJJa2wn8FMMJNSiY5NNiN7M8pWxEB7zjqKIJt+Fkfu2UnDulT2JtXCkkc/X3xIQm1o6TyHUmFId22ZuJ/3mdDOPrcCJUmiFXbLEoziRBTWavk74wnKEcO0KZEe5WwobUUIYuoKILIVh+eZU0q5XArwR3l+VaNY+jAKdwBhcQwBXU4Bbq0AAGj/AMr/Dmae/Fe/c+Fq1rXj5zAn/gff4AmM2PFA==</latexit><latexit sha1_base64="POLc7SUd7X1+/0xoSUJm7A0MwfY=">AAAB7XicbVDLSgNBEOz1GeMr6tHLYBA8hd0g6DHgxWME84BkDbOT2WTM7Mwy0yuEkH/w4kERr/6PN//GSbIHTSxoKKq66e6KUiks+v63t7a+sbm1Xdgp7u7tHxyWjo6bVmeG8QbTUpt2RC2XQvEGCpS8nRpOk0jyVjS6mfmtJ26s0OoexykPEzpQIhaMopOa9KGLOu2Vyn7Fn4OskiAnZchR75W+un3NsoQrZJJa2wn8FMMJNSiY5NNiN7M8pWxEB7zjqKIJt+Fkfu2UnDulT2JtXCkkc/X3xIQm1o6TyHUmFId22ZuJ/3mdDOPrcCJUmiFXbLEoziRBTWavk74wnKEcO0KZEe5WwobUUIYuoKILIVh+eZU0q5XArwR3l+VaNY+jAKdwBhcQwBXU4Bbq0AAGj/AMr/Dmae/Fe/c+Fq1rXj5zAn/gff4AmM2PFA==</latexit><latexit sha1_base64="POLc7SUd7X1+/0xoSUJm7A0MwfY=">AAAB7XicbVDLSgNBEOz1GeMr6tHLYBA8hd0g6DHgxWME84BkDbOT2WTM7Mwy0yuEkH/w4kERr/6PN//GSbIHTSxoKKq66e6KUiks+v63t7a+sbm1Xdgp7u7tHxyWjo6bVmeG8QbTUpt2RC2XQvEGCpS8nRpOk0jyVjS6mfmtJ26s0OoexykPEzpQIhaMopOa9KGLOu2Vyn7Fn4OskiAnZchR75W+un3NsoQrZJJa2wn8FMMJNSiY5NNiN7M8pWxEB7zjqKIJt+Fkfu2UnDulT2JtXCkkc/X3xIQm1o6TyHUmFId22ZuJ/3mdDOPrcCJUmiFXbLEoziRBTWavk74wnKEcO0KZEe5WwobUUIYuoKILIVh+eZU0q5XArwR3l+VaNY+jAKdwBhcQwBXU4Bbq0AAGj/AMr/Dmae/Fe/c+Fq1rXj5zAn/gff4AmM2PFA==</latexit><latexit sha1_base64="POLc7SUd7X1+/0xoSUJm7A0MwfY=">AAAB7XicbVDLSgNBEOz1GeMr6tHLYBA8hd0g6DHgxWME84BkDbOT2WTM7Mwy0yuEkH/w4kERr/6PN//GSbIHTSxoKKq66e6KUiks+v63t7a+sbm1Xdgp7u7tHxyWjo6bVmeG8QbTUpt2RC2XQvEGCpS8nRpOk0jyVjS6mfmtJ26s0OoexykPEzpQIhaMopOa9KGLOu2Vyn7Fn4OskiAnZchR75W+un3NsoQrZJJa2wn8FMMJNSiY5NNiN7M8pWxEB7zjqKIJt+Fkfu2UnDulT2JtXCkkc/X3xIQm1o6TyHUmFId22ZuJ/3mdDOPrcCJUmiFXbLEoziRBTWavk74wnKEcO0KZEe5WwobUUIYuoKILIVh+eZU0q5XArwR3l+VaNY+jAKdwBhcQwBXU4Bbq0AAGj/AMr/Dmae/Fe/c+Fq1rXj5zAn/gff4AmM2PFA==</latexit>
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Exploiting the Problem Structure
A Dynamic Programming Solution
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• The construction of the data hierarchy requires solving 
 optimization problems, with            

R = regions,  s = groups sizes (1, 2, 3 , …)

O( |R |ND̄) D̄ = max
s,r

|Dr
s |

Levels
0

L=2

G=6

1 a1US

a1GA a1MI

a>
<latexit sha1_base64="POLc7SUd7X1+/0xoSUJm7A0MwfY=">AAAB7XicbVDLSgNBEOz1GeMr6tHLYBA8hd0g6DHgxWME84BkDbOT2WTM7Mwy0yuEkH/w4kERr/6PN//GSbIHTSxoKKq66e6KUiks+v63t7a+sbm1Xdgp7u7tHxyWjo6bVmeG8QbTUpt2RC2XQvEGCpS8nRpOk0jyVjS6mfmtJ26s0OoexykPEzpQIhaMopOa9KGLOu2Vyn7Fn4OskiAnZchR75W+un3NsoQrZJJa2wn8FMMJNSiY5NNiN7M8pWxEB7zjqKIJt+Fkfu2UnDulT2JtXCkkc/X3xIQm1o6TyHUmFId22ZuJ/3mdDOPrcCJUmiFXbLEoziRBTWavk74wnKEcO0KZEe5WwobUUIYuoKILIVh+eZU0q5XArwR3l+VaNY+jAKdwBhcQwBXU4Bbq0AAGj/AMr/Dmae/Fe/c+Fq1rXj5zAn/gff4AmM2PFA==</latexit><latexit sha1_base64="POLc7SUd7X1+/0xoSUJm7A0MwfY=">AAAB7XicbVDLSgNBEOz1GeMr6tHLYBA8hd0g6DHgxWME84BkDbOT2WTM7Mwy0yuEkH/w4kERr/6PN//GSbIHTSxoKKq66e6KUiks+v63t7a+sbm1Xdgp7u7tHxyWjo6bVmeG8QbTUpt2RC2XQvEGCpS8nRpOk0jyVjS6mfmtJ26s0OoexykPEzpQIhaMopOa9KGLOu2Vyn7Fn4OskiAnZchR75W+un3NsoQrZJJa2wn8FMMJNSiY5NNiN7M8pWxEB7zjqKIJt+Fkfu2UnDulT2JtXCkkc/X3xIQm1o6TyHUmFId22ZuJ/3mdDOPrcCJUmiFXbLEoziRBTWavk74wnKEcO0KZEe5WwobUUIYuoKILIVh+eZU0q5XArwR3l+VaNY+jAKdwBhcQwBXU4Bbq0AAGj/AMr/Dmae/Fe/c+Fq1rXj5zAn/gff4AmM2PFA==</latexit><latexit sha1_base64="POLc7SUd7X1+/0xoSUJm7A0MwfY=">AAAB7XicbVDLSgNBEOz1GeMr6tHLYBA8hd0g6DHgxWME84BkDbOT2WTM7Mwy0yuEkH/w4kERr/6PN//GSbIHTSxoKKq66e6KUiks+v63t7a+sbm1Xdgp7u7tHxyWjo6bVmeG8QbTUpt2RC2XQvEGCpS8nRpOk0jyVjS6mfmtJ26s0OoexykPEzpQIhaMopOa9KGLOu2Vyn7Fn4OskiAnZchR75W+un3NsoQrZJJa2wn8FMMJNSiY5NNiN7M8pWxEB7zjqKIJt+Fkfu2UnDulT2JtXCkkc/X3xIQm1o6TyHUmFId22ZuJ/3mdDOPrcCJUmiFXbLEoziRBTWavk74wnKEcO0KZEe5WwobUUIYuoKILIVh+eZU0q5XArwR3l+VaNY+jAKdwBhcQwBXU4Bbq0AAGj/AMr/Dmae/Fe/c+Fq1rXj5zAn/gff4AmM2PFA==</latexit><latexit sha1_base64="POLc7SUd7X1+/0xoSUJm7A0MwfY=">AAAB7XicbVDLSgNBEOz1GeMr6tHLYBA8hd0g6DHgxWME84BkDbOT2WTM7Mwy0yuEkH/w4kERr/6PN//GSbIHTSxoKKq66e6KUiks+v63t7a+sbm1Xdgp7u7tHxyWjo6bVmeG8QbTUpt2RC2XQvEGCpS8nRpOk0jyVjS6mfmtJ26s0OoexykPEzpQIhaMopOa9KGLOu2Vyn7Fn4OskiAnZchR75W+un3NsoQrZJJa2wn8FMMJNSiY5NNiN7M8pWxEB7zjqKIJt+Fkfu2UnDulT2JtXCkkc/X3xIQm1o6TyHUmFId22ZuJ/3mdDOPrcCJUmiFXbLEoziRBTWavk74wnKEcO0KZEe5WwobUUIYuoKILIVh+eZU0q5XArwR3l+VaNY+jAKdwBhcQwBXU4Bbq0AAGj/AMr/Dmae/Fe/c+Fq1rXj5zAn/gff4AmM2PFA==</latexit>
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guarantees the PGSR conditions and exploits the independence of each subtree
associated with groups of size s to solve the post-processing problem e�ciently.

For notational simplicity, the presentation omits the subscripts denoting the
group size s and focuses on the computation of a single subtree representing a
group of size s. The dynamic program associates a cost table ⌧ r with each node
a

r of T dp. The cost table represents a function ⌧ r : D
r Ñ R` that maps values

(i.e., group sizes) to costs, where D
r is the domain (a set of natural numbers)

of region r. Intuitively, ⌧ rpvq is the optimal cost for the post-processed group
sizes in the subtree rooted at a

r when its post-processed group size is equal to
v, i.e., n̂

r “ v. The key insight of the dynamic program is the observation that

the optimal cost for ⌧ rpvq can be computed from the cost tables ⌧ c
of each of

its children c P chprq using the formula given in Figure 5. In the formula, (d1)
describes the cost for v of deviating from the noisy group size ñ

r. The function
�rpvq, defined in (d2), (d3), and (d4), uses the cost table of the children of r

to find the combination of post-processed group sizes txc P D
cucPchprq of r’s

children that is consistent (d3) and minimizes the sum of their costs (d2).

⌧ rpvq “
´
v ´ ñr

¯2
` (d1)

�rpvq“ min
txcucPchprq

ÿ

cPchprq
⌧ cpxcq (d2)

s.t.
ÿ

cPchprq
xc “ v (d3)

xc P Dc @c P chprq (d4)

Fig. 5. The Mdp
H

Bottom-up step.

The dynamic program exploits these
concepts in two phases. The first phase
is bottom-up and computes the cost ta-
bles for each node, starting from the
leaves only, which are defined by (d1),
and moving up, level by level, to the
root. The cost table at the root is then
used to retrieve the optimal cost of the
problem. The second phase is top-down:
Starting from the root, each node a

r re-
ceives its post-processed group size n̂

r

and solves �rpn̂rq to retrieve the opti-
mal post-processed group sizes n̂

c “ xc for each child c P chprq.
An illustration of the process for the running example is illustrated in Fig-

ure 4(b). It depicts the cost tables ⌧GA
1

, ⌧MI
1

, and ⌧US
1

related to the subtree
rooted at a

US
1

(groups of size 1) computed during the bottom-up phase. The
values selected during the top-down phase are highlighted red.

In the implementation, the values �rpvq are computed using a constraint
program where (d1) is implemented using a table constraint. The number of
optimization problems in the dynamic program is given by the following theorem.

Theorem 1. Constructing T̂ dp
requires solving Op|R|ND̄) optimization prob-

lems given in Figure 5, where D̄ “ maxs,r |Dr

s
| for r P R, s P rN s.

7 A Polynomial-Time PGSR Mechanism

The dynamic program relies on solving an optimization problem for each region.
This section shows that this optimization problem can be solved in polynomial
time by exploiting the structure of the cost tables.

The issue

Exploiting the Problem Structure
A Dynamic Programming Solution
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1
<latexit sha1_base64="UNeWl1V6Eu7rbiIgxPPB+JCCN3I=">AAAB/XicbVDLSsNAFJ34rPUVHzs3g0VwVRIRdFlwowuhgn1AG8NkOmmHTiZh5kasIfgrblwo4tb/cOffOG2z0NYDl3s4517mzgkSwTU4zre1sLi0vLJaWiuvb2xubds7u00dp4qyBo1FrNoB0UxwyRrAQbB2ohiJAsFawfBi7LfumdI8lrcwSpgXkb7kIacEjOTb+1kXSJrfmcYeILu+ynPf9e2KU3UmwPPELUgFFaj79le3F9M0YhKoIFp3XCcBLyMKOBUsL3dTzRJCh6TPOoZKEjHtZZPrc3xklB4OY2VKAp6ovzcyEmk9igIzGREY6FlvLP7ndVIIz72MyyQFJun0oTAVGGI8jgL3uGIUxMgQQhU3t2I6IIpQMIGVTQju7JfnSfOk6jpV9+a0UnOKOEroAB2iY+SiM1RDl6iOGoiiR/SMXtGb9WS9WO/Wx3R0wSp29tAfWJ8/IKGVlA==</latexit><latexit sha1_base64="UNeWl1V6Eu7rbiIgxPPB+JCCN3I=">AAAB/XicbVDLSsNAFJ34rPUVHzs3g0VwVRIRdFlwowuhgn1AG8NkOmmHTiZh5kasIfgrblwo4tb/cOffOG2z0NYDl3s4517mzgkSwTU4zre1sLi0vLJaWiuvb2xubds7u00dp4qyBo1FrNoB0UxwyRrAQbB2ohiJAsFawfBi7LfumdI8lrcwSpgXkb7kIacEjOTb+1kXSJrfmcYeILu+ynPf9e2KU3UmwPPELUgFFaj79le3F9M0YhKoIFp3XCcBLyMKOBUsL3dTzRJCh6TPOoZKEjHtZZPrc3xklB4OY2VKAp6ovzcyEmk9igIzGREY6FlvLP7ndVIIz72MyyQFJun0oTAVGGI8jgL3uGIUxMgQQhU3t2I6IIpQMIGVTQju7JfnSfOk6jpV9+a0UnOKOEroAB2iY+SiM1RDl6iOGoiiR/SMXtGb9WS9WO/Wx3R0wSp29tAfWJ8/IKGVlA==</latexit><latexit sha1_base64="UNeWl1V6Eu7rbiIgxPPB+JCCN3I=">AAAB/XicbVDLSsNAFJ34rPUVHzs3g0VwVRIRdFlwowuhgn1AG8NkOmmHTiZh5kasIfgrblwo4tb/cOffOG2z0NYDl3s4517mzgkSwTU4zre1sLi0vLJaWiuvb2xubds7u00dp4qyBo1FrNoB0UxwyRrAQbB2ohiJAsFawfBi7LfumdI8lrcwSpgXkb7kIacEjOTb+1kXSJrfmcYeILu+ynPf9e2KU3UmwPPELUgFFaj79le3F9M0YhKoIFp3XCcBLyMKOBUsL3dTzRJCh6TPOoZKEjHtZZPrc3xklB4OY2VKAp6ovzcyEmk9igIzGREY6FlvLP7ndVIIz72MyyQFJun0oTAVGGI8jgL3uGIUxMgQQhU3t2I6IIpQMIGVTQju7JfnSfOk6jpV9+a0UnOKOEroAB2iY+SiM1RDl6iOGoiiR/SMXtGb9WS9WO/Wx3R0wSp29tAfWJ8/IKGVlA==</latexit><latexit sha1_base64="UNeWl1V6Eu7rbiIgxPPB+JCCN3I=">AAAB/XicbVDLSsNAFJ34rPUVHzs3g0VwVRIRdFlwowuhgn1AG8NkOmmHTiZh5kasIfgrblwo4tb/cOffOG2z0NYDl3s4517mzgkSwTU4zre1sLi0vLJaWiuvb2xubds7u00dp4qyBo1FrNoB0UxwyRrAQbB2ohiJAsFawfBi7LfumdI8lrcwSpgXkb7kIacEjOTb+1kXSJrfmcYeILu+ynPf9e2KU3UmwPPELUgFFaj79le3F9M0YhKoIFp3XCcBLyMKOBUsL3dTzRJCh6TPOoZKEjHtZZPrc3xklB4OY2VKAp6ovzcyEmk9igIzGREY6FlvLP7ndVIIz72MyyQFJun0oTAVGGI8jgL3uGIUxMgQQhU3t2I6IIpQMIGVTQju7JfnSfOk6jpV9+a0UnOKOEroAB2iY+SiM1RDl6iOGoiiR/SMXtGb9WS9WO/Wx3R0wSp29tAfWJ8/IKGVlA==</latexit>

j cost
0     0
1     1
2     4
3     9

⌧MI
1

<latexit sha1_base64="UNeWl1V6Eu7rbiIgxPPB+JCCN3I=">AAAB/XicbVDLSsNAFJ34rPUVHzs3g0VwVRIRdFlwowuhgn1AG8NkOmmHTiZh5kasIfgrblwo4tb/cOffOG2z0NYDl3s4517mzgkSwTU4zre1sLi0vLJaWiuvb2xubds7u00dp4qyBo1FrNoB0UxwyRrAQbB2ohiJAsFawfBi7LfumdI8lrcwSpgXkb7kIacEjOTb+1kXSJrfmcYeILu+ynPf9e2KU3UmwPPELUgFFaj79le3F9M0YhKoIFp3XCcBLyMKOBUsL3dTzRJCh6TPOoZKEjHtZZPrc3xklB4OY2VKAp6ovzcyEmk9igIzGREY6FlvLP7ndVIIz72MyyQFJun0oTAVGGI8jgL3uGIUxMgQQhU3t2I6IIpQMIGVTQju7JfnSfOk6jpV9+a0UnOKOEroAB2iY+SiM1RDl6iOGoiiR/SMXtGb9WS9WO/Wx3R0wSp29tAfWJ8/IKGVlA==</latexit><latexit sha1_base64="UNeWl1V6Eu7rbiIgxPPB+JCCN3I=">AAAB/XicbVDLSsNAFJ34rPUVHzs3g0VwVRIRdFlwowuhgn1AG8NkOmmHTiZh5kasIfgrblwo4tb/cOffOG2z0NYDl3s4517mzgkSwTU4zre1sLi0vLJaWiuvb2xubds7u00dp4qyBo1FrNoB0UxwyRrAQbB2ohiJAsFawfBi7LfumdI8lrcwSpgXkb7kIacEjOTb+1kXSJrfmcYeILu+ynPf9e2KU3UmwPPELUgFFaj79le3F9M0YhKoIFp3XCcBLyMKOBUsL3dTzRJCh6TPOoZKEjHtZZPrc3xklB4OY2VKAp6ovzcyEmk9igIzGREY6FlvLP7ndVIIz72MyyQFJun0oTAVGGI8jgL3uGIUxMgQQhU3t2I6IIpQMIGVTQju7JfnSfOk6jpV9+a0UnOKOEroAB2iY+SiM1RDl6iOGoiiR/SMXtGb9WS9WO/Wx3R0wSp29tAfWJ8/IKGVlA==</latexit><latexit sha1_base64="UNeWl1V6Eu7rbiIgxPPB+JCCN3I=">AAAB/XicbVDLSsNAFJ34rPUVHzs3g0VwVRIRdFlwowuhgn1AG8NkOmmHTiZh5kasIfgrblwo4tb/cOffOG2z0NYDl3s4517mzgkSwTU4zre1sLi0vLJaWiuvb2xubds7u00dp4qyBo1FrNoB0UxwyRrAQbB2ohiJAsFawfBi7LfumdI8lrcwSpgXkb7kIacEjOTb+1kXSJrfmcYeILu+ynPf9e2KU3UmwPPELUgFFaj79le3F9M0YhKoIFp3XCcBLyMKOBUsL3dTzRJCh6TPOoZKEjHtZZPrc3xklB4OY2VKAp6ovzcyEmk9igIzGREY6FlvLP7ndVIIz72MyyQFJun0oTAVGGI8jgL3uGIUxMgQQhU3t2I6IIpQMIGVTQju7JfnSfOk6jpV9+a0UnOKOEroAB2iY+SiM1RDl6iOGoiiR/SMXtGb9WS9WO/Wx3R0wSp29tAfWJ8/IKGVlA==</latexit><latexit sha1_base64="UNeWl1V6Eu7rbiIgxPPB+JCCN3I=">AAAB/XicbVDLSsNAFJ34rPUVHzs3g0VwVRIRdFlwowuhgn1AG8NkOmmHTiZh5kasIfgrblwo4tb/cOffOG2z0NYDl3s4517mzgkSwTU4zre1sLi0vLJaWiuvb2xubds7u00dp4qyBo1FrNoB0UxwyRrAQbB2ohiJAsFawfBi7LfumdI8lrcwSpgXkb7kIacEjOTb+1kXSJrfmcYeILu+ynPf9e2KU3UmwPPELUgFFaj79le3F9M0YhKoIFp3XCcBLyMKOBUsL3dTzRJCh6TPOoZKEjHtZZPrc3xklB4OY2VKAp6ovzcyEmk9igIzGREY6FlvLP7ndVIIz72MyyQFJun0oTAVGGI8jgL3uGIUxMgQQhU3t2I6IIpQMIGVTQju7JfnSfOk6jpV9+a0UnOKOEroAB2iY+SiM1RDl6iOGoiiR/SMXtGb9WS9WO/Wx3R0wSp29tAfWJ8/IKGVlA==</latexit>

⌧GA
1

<latexit sha1_base64="TiChDUOZPZ+JZ1/a08RTFO5C+wY=">AAAB/XicbVDLSsNAFJ34rPUVHzs3g0VwVRIRdFlxocsK9gFtDJPppB06mYSZG7GG4K+4caGIW//DnX/jtM1CWw9c7uGce5k7J0gE1+A439bC4tLyympprby+sbm1be/sNnWcKsoaNBaxagdEM8ElawAHwdqJYiQKBGsFw8ux37pnSvNY3sIoYV5E+pKHnBIwkm/vZ10gaX5nGnuA7Ooiz33XtytO1ZkAzxO3IBVUoO7bX91eTNOISaCCaN1xnQS8jCjgVLC83E01Swgdkj7rGCpJxLSXTa7P8ZFRejiMlSkJeKL+3shIpPUoCsxkRGCgZ72x+J/XSSE89zIukxSYpNOHwlRgiPE4CtzjilEQI0MIVdzciumAKELBBFY2IbizX54nzZOq61Tdm9NKzSniKKEDdIiOkYvOUA1dozpqIIoe0TN6RW/Wk/VivVsf09EFq9jZQ39gff4ACyuVhg==</latexit><latexit sha1_base64="TiChDUOZPZ+JZ1/a08RTFO5C+wY=">AAAB/XicbVDLSsNAFJ34rPUVHzs3g0VwVRIRdFlxocsK9gFtDJPppB06mYSZG7GG4K+4caGIW//DnX/jtM1CWw9c7uGce5k7J0gE1+A439bC4tLyympprby+sbm1be/sNnWcKsoaNBaxagdEM8ElawAHwdqJYiQKBGsFw8ux37pnSvNY3sIoYV5E+pKHnBIwkm/vZ10gaX5nGnuA7Ooiz33XtytO1ZkAzxO3IBVUoO7bX91eTNOISaCCaN1xnQS8jCjgVLC83E01Swgdkj7rGCpJxLSXTa7P8ZFRejiMlSkJeKL+3shIpPUoCsxkRGCgZ72x+J/XSSE89zIukxSYpNOHwlRgiPE4CtzjilEQI0MIVdzciumAKELBBFY2IbizX54nzZOq61Tdm9NKzSniKKEDdIiOkYvOUA1dozpqIIoe0TN6RW/Wk/VivVsf09EFq9jZQ39gff4ACyuVhg==</latexit><latexit sha1_base64="TiChDUOZPZ+JZ1/a08RTFO5C+wY=">AAAB/XicbVDLSsNAFJ34rPUVHzs3g0VwVRIRdFlxocsK9gFtDJPppB06mYSZG7GG4K+4caGIW//DnX/jtM1CWw9c7uGce5k7J0gE1+A439bC4tLyympprby+sbm1be/sNnWcKsoaNBaxagdEM8ElawAHwdqJYiQKBGsFw8ux37pnSvNY3sIoYV5E+pKHnBIwkm/vZ10gaX5nGnuA7Ooiz33XtytO1ZkAzxO3IBVUoO7bX91eTNOISaCCaN1xnQS8jCjgVLC83E01Swgdkj7rGCpJxLSXTa7P8ZFRejiMlSkJeKL+3shIpPUoCsxkRGCgZ72x+J/XSSE89zIukxSYpNOHwlRgiPE4CtzjilEQI0MIVdzciumAKELBBFY2IbizX54nzZOq61Tdm9NKzSniKKEDdIiOkYvOUA1dozpqIIoe0TN6RW/Wk/VivVsf09EFq9jZQ39gff4ACyuVhg==</latexit><latexit sha1_base64="TiChDUOZPZ+JZ1/a08RTFO5C+wY=">AAAB/XicbVDLSsNAFJ34rPUVHzs3g0VwVRIRdFlxocsK9gFtDJPppB06mYSZG7GG4K+4caGIW//DnX/jtM1CWw9c7uGce5k7J0gE1+A439bC4tLyympprby+sbm1be/sNnWcKsoaNBaxagdEM8ElawAHwdqJYiQKBGsFw8ux37pnSvNY3sIoYV5E+pKHnBIwkm/vZ10gaX5nGnuA7Ooiz33XtytO1ZkAzxO3IBVUoO7bX91eTNOISaCCaN1xnQS8jCjgVLC83E01Swgdkj7rGCpJxLSXTa7P8ZFRejiMlSkJeKL+3shIpPUoCsxkRGCgZ72x+J/XSSE89zIukxSYpNOHwlRgiPE4CtzjilEQI0MIVdzciumAKELBBFY2IbizX54nzZOq61Tdm9NKzSniKKEDdIiOkYvOUA1dozpqIIoe0TN6RW/Wk/VivVsf09EFq9jZQ39gff4ACyuVhg==</latexit>
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1
<latexit sha1_base64="R0T6UiSfI72ZHqRfbin2TiZUgRQ=">AAACBHicbVDLSsNAFJ34rPUVddlNsAiuSiKCLisudFnBPqCJYTKdtEMnkzBzI5aQhRt/xY0LRdz6Ee78GydtFtp6YJjDOfdy7z1BwpkC2/42lpZXVtfWKxvVza3tnV1zb7+j4lQS2iYxj2UvwIpyJmgbGHDaSyTFUcBpNxhfFn73nkrFYnELk4R6ER4KFjKCQUu+WXMjDKMgzFzAaX6nP/oA2dVFnvuOb9bthj2FtUicktRRiZZvfrmDmKQRFUA4Vqrv2Al4GZbACKd51U0VTTAZ4yHtaypwRJWXTY/IrSOtDKwwlvoJsKbq744MR0pNokBXFiurea8Q//P6KYTnXsZEkgIVZDYoTLkFsVUkYg2YpAT4RBNMJNO7WmSEJSagc6vqEJz5kxdJ56Th2A3n5rTetMs4KqiGDtExctAZaqJr1EJtRNAjekav6M14Ml6Md+NjVrpklD0H6A+Mzx+Qapia</latexit><latexit sha1_base64="R0T6UiSfI72ZHqRfbin2TiZUgRQ=">AAACBHicbVDLSsNAFJ34rPUVddlNsAiuSiKCLisudFnBPqCJYTKdtEMnkzBzI5aQhRt/xY0LRdz6Ee78GydtFtp6YJjDOfdy7z1BwpkC2/42lpZXVtfWKxvVza3tnV1zb7+j4lQS2iYxj2UvwIpyJmgbGHDaSyTFUcBpNxhfFn73nkrFYnELk4R6ER4KFjKCQUu+WXMjDKMgzFzAaX6nP/oA2dVFnvuOb9bthj2FtUicktRRiZZvfrmDmKQRFUA4Vqrv2Al4GZbACKd51U0VTTAZ4yHtaypwRJWXTY/IrSOtDKwwlvoJsKbq744MR0pNokBXFiurea8Q//P6KYTnXsZEkgIVZDYoTLkFsVUkYg2YpAT4RBNMJNO7WmSEJSagc6vqEJz5kxdJ56Th2A3n5rTetMs4KqiGDtExctAZaqJr1EJtRNAjekav6M14Ml6Md+NjVrpklD0H6A+Mzx+Qapia</latexit><latexit sha1_base64="R0T6UiSfI72ZHqRfbin2TiZUgRQ=">AAACBHicbVDLSsNAFJ34rPUVddlNsAiuSiKCLisudFnBPqCJYTKdtEMnkzBzI5aQhRt/xY0LRdz6Ee78GydtFtp6YJjDOfdy7z1BwpkC2/42lpZXVtfWKxvVza3tnV1zb7+j4lQS2iYxj2UvwIpyJmgbGHDaSyTFUcBpNxhfFn73nkrFYnELk4R6ER4KFjKCQUu+WXMjDKMgzFzAaX6nP/oA2dVFnvuOb9bthj2FtUicktRRiZZvfrmDmKQRFUA4Vqrv2Al4GZbACKd51U0VTTAZ4yHtaypwRJWXTY/IrSOtDKwwlvoJsKbq744MR0pNokBXFiurea8Q//P6KYTnXsZEkgIVZDYoTLkFsVUkYg2YpAT4RBNMJNO7WmSEJSagc6vqEJz5kxdJ56Th2A3n5rTetMs4KqiGDtExctAZaqJr1EJtRNAjekav6M14Ml6Md+NjVrpklD0H6A+Mzx+Qapia</latexit><latexit sha1_base64="R0T6UiSfI72ZHqRfbin2TiZUgRQ=">AAACBHicbVDLSsNAFJ34rPUVddlNsAiuSiKCLisudFnBPqCJYTKdtEMnkzBzI5aQhRt/xY0LRdz6Ee78GydtFtp6YJjDOfdy7z1BwpkC2/42lpZXVtfWKxvVza3tnV1zb7+j4lQS2iYxj2UvwIpyJmgbGHDaSyTFUcBpNxhfFn73nkrFYnELk4R6ER4KFjKCQUu+WXMjDKMgzFzAaX6nP/oA2dVFnvuOb9bthj2FtUicktRRiZZvfrmDmKQRFUA4Vqrv2Al4GZbACKd51U0VTTAZ4yHtaypwRJWXTY/IrSOtDKwwlvoJsKbq744MR0pNokBXFiurea8Q//P6KYTnXsZEkgIVZDYoTLkFsVUkYg2YpAT4RBNMJNO7WmSEJSagc6vqEJz5kxdJ56Th2A3n5rTetMs4KqiGDtExctAZaqJr1EJtRNAjekav6M14Ml6Md+NjVrpklD0H6A+Mzx+Qapia</latexit>

j cost
0     9
1     4
2     1
3     0
4     1
5     4

j cost
0    4+(0+0)
1    1+(0+4)
2    0+(0+1)
3    1+(0+0)
4    4+(1+0)
5    9+(1+1)

⌧US
1

<latexit sha1_base64="HsPLzREATFmUjQNsuyX1MVQZmoA=">AAAB/XicbVDLSsNAFJ3UV62v+Ni5GSyCq5KIoMuCG5cVTVtoY5hMJ+3QySTM3Ig1BH/FjQtF3Pof7vwbp4+Fth643MM59zJ3TpgKrsFxvq3S0vLK6lp5vbKxubW9Y+/uNXWSKco8mohEtUOimeCSecBBsHaqGIlDwVrh8HLst+6Z0jyRtzBKmR+TvuQRpwSMFNgHeRdIVtyZxh4g926KInADu+rUnAnwInFnpIpmaAT2V7eX0CxmEqggWndcJwU/Jwo4FayodDPNUkKHpM86hkoSM+3nk+sLfGyUHo4SZUoCnqi/N3ISaz2KQzMZExjoeW8s/ud1Mogu/JzLNAMm6fShKBMYEjyOAve4YhTEyBBCFTe3YjogilAwgVVMCO78lxdJ87TmOjX3+qxad2ZxlNEhOkInyEXnqI6uUAN5iKJH9Ixe0Zv1ZL1Y79bHdLRkzXb20R9Ynz88OZWm</latexit><latexit sha1_base64="HsPLzREATFmUjQNsuyX1MVQZmoA=">AAAB/XicbVDLSsNAFJ3UV62v+Ni5GSyCq5KIoMuCG5cVTVtoY5hMJ+3QySTM3Ig1BH/FjQtF3Pof7vwbp4+Fth643MM59zJ3TpgKrsFxvq3S0vLK6lp5vbKxubW9Y+/uNXWSKco8mohEtUOimeCSecBBsHaqGIlDwVrh8HLst+6Z0jyRtzBKmR+TvuQRpwSMFNgHeRdIVtyZxh4g926KInADu+rUnAnwInFnpIpmaAT2V7eX0CxmEqggWndcJwU/Jwo4FayodDPNUkKHpM86hkoSM+3nk+sLfGyUHo4SZUoCnqi/N3ISaz2KQzMZExjoeW8s/ud1Mogu/JzLNAMm6fShKBMYEjyOAve4YhTEyBBCFTe3YjogilAwgVVMCO78lxdJ87TmOjX3+qxad2ZxlNEhOkInyEXnqI6uUAN5iKJH9Ixe0Zv1ZL1Y79bHdLRkzXb20R9Ynz88OZWm</latexit><latexit sha1_base64="HsPLzREATFmUjQNsuyX1MVQZmoA=">AAAB/XicbVDLSsNAFJ3UV62v+Ni5GSyCq5KIoMuCG5cVTVtoY5hMJ+3QySTM3Ig1BH/FjQtF3Pof7vwbp4+Fth643MM59zJ3TpgKrsFxvq3S0vLK6lp5vbKxubW9Y+/uNXWSKco8mohEtUOimeCSecBBsHaqGIlDwVrh8HLst+6Z0jyRtzBKmR+TvuQRpwSMFNgHeRdIVtyZxh4g926KInADu+rUnAnwInFnpIpmaAT2V7eX0CxmEqggWndcJwU/Jwo4FayodDPNUkKHpM86hkoSM+3nk+sLfGyUHo4SZUoCnqi/N3ISaz2KQzMZExjoeW8s/ud1Mogu/JzLNAMm6fShKBMYEjyOAve4YhTEyBBCFTe3YjogilAwgVVMCO78lxdJ87TmOjX3+qxad2ZxlNEhOkInyEXnqI6uUAN5iKJH9Ixe0Zv1ZL1Y79bHdLRkzXb20R9Ynz88OZWm</latexit><latexit sha1_base64="HsPLzREATFmUjQNsuyX1MVQZmoA=">AAAB/XicbVDLSsNAFJ3UV62v+Ni5GSyCq5KIoMuCG5cVTVtoY5hMJ+3QySTM3Ig1BH/FjQtF3Pof7vwbp4+Fth643MM59zJ3TpgKrsFxvq3S0vLK6lp5vbKxubW9Y+/uNXWSKco8mohEtUOimeCSecBBsHaqGIlDwVrh8HLst+6Z0jyRtzBKmR+TvuQRpwSMFNgHeRdIVtyZxh4g926KInADu+rUnAnwInFnpIpmaAT2V7eX0CxmEqggWndcJwU/Jwo4FayodDPNUkKHpM86hkoSM+3nk+sLfGyUHo4SZUoCnqi/N3ISaz2KQzMZExjoeW8s/ud1Mogu/JzLNAMm6fShKBMYEjyOAve4YhTEyBBCFTe3YjogilAwgVVMCO78lxdJ87TmOjX3+qxad2ZxlNEhOkInyEXnqI6uUAN5iKJH9Ixe0Zv1ZL1Y79bHdLRkzXb20R9Ynz88OZWm</latexit>
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guarantees the PGSR conditions and exploits the independence of each subtree
associated with groups of size s to solve the post-processing problem e�ciently.

For notational simplicity, the presentation omits the subscripts denoting the
group size s and focuses on the computation of a single subtree representing a
group of size s. The dynamic program associates a cost table ⌧ r with each node
a

r of T dp. The cost table represents a function ⌧ r : D
r Ñ R` that maps values

(i.e., group sizes) to costs, where D
r is the domain (a set of natural numbers)

of region r. Intuitively, ⌧ rpvq is the optimal cost for the post-processed group
sizes in the subtree rooted at a

r when its post-processed group size is equal to
v, i.e., n̂

r “ v. The key insight of the dynamic program is the observation that

the optimal cost for ⌧ rpvq can be computed from the cost tables ⌧ c
of each of

its children c P chprq using the formula given in Figure 5. In the formula, (d1)
describes the cost for v of deviating from the noisy group size ñ

r. The function
�rpvq, defined in (d2), (d3), and (d4), uses the cost table of the children of r

to find the combination of post-processed group sizes txc P D
cucPchprq of r’s

children that is consistent (d3) and minimizes the sum of their costs (d2).

⌧ rpvq “
´
v ´ ñr

¯2
` (d1)

�rpvq“ min
txcucPchprq

ÿ

cPchprq
⌧ cpxcq (d2)

s.t.
ÿ

cPchprq
xc “ v (d3)

xc P Dc @c P chprq (d4)

Fig. 5. The Mdp
H

Bottom-up step.

The dynamic program exploits these
concepts in two phases. The first phase
is bottom-up and computes the cost ta-
bles for each node, starting from the
leaves only, which are defined by (d1),
and moving up, level by level, to the
root. The cost table at the root is then
used to retrieve the optimal cost of the
problem. The second phase is top-down:
Starting from the root, each node a

r re-
ceives its post-processed group size n̂

r

and solves �rpn̂rq to retrieve the opti-
mal post-processed group sizes n̂

c “ xc for each child c P chprq.
An illustration of the process for the running example is illustrated in Fig-

ure 4(b). It depicts the cost tables ⌧GA
1

, ⌧MI
1

, and ⌧US
1

related to the subtree
rooted at a

US
1

(groups of size 1) computed during the bottom-up phase. The
values selected during the top-down phase are highlighted red.

In the implementation, the values �rpvq are computed using a constraint
program where (d1) is implemented using a table constraint. The number of
optimization problems in the dynamic program is given by the following theorem.

Theorem 1. Constructing T̂ dp
requires solving Op|R|ND̄) optimization prob-

lems given in Figure 5, where D̄ “ maxs,r |Dr

s
| for r P R, s P rN s.

7 A Polynomial-Time PGSR Mechanism

The dynamic program relies on solving an optimization problem for each region.
This section shows that this optimization problem can be solved in polynomial
time by exploiting the structure of the cost tables.
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j cost
0     9
1     4
2     1
3     0
4     1
5     4

j cost
0    4+(0+0)
1    1+(0+4)
2    0+(0+1)
3    1+(0+0)
4    4+(1+0)
5    9+(1+1)
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Fig. 6. Cost tables, extending Figure 4(b), computed by the mechanism.

A cost table is a finite set of pairs (s, c) where s is a group size and c is a
cost. When the pairs are ordered by increasing values of s and line segments are
used to connect them as in Figure 6, the resulting function is Piecewise Linear
(PWL). For simplicity, we say that a cost table is PLW if its underlying function
is PWL. Observe also that, at a leaf, the cost table is Convex PWL (CPWL),
since the L2-Norm is convex (see Equation (d1)).

The key insight behind the polynomial-time mechanism is the recognition that

the function �r
is CPWL whenever the cost tables of its children are CPWL. As

a result, by induction, the cost table of every node a
r is CPWL.

Lemma 5. The cost table ⌧ r

s
of each node a

r

s
of T dp

is CPWL.

Lemma 5 makes it possible to design a polynomial-time algorithm to compute
⌧ r (subscripts omitted for succinctness) that replaces the constraint program
used in the dynamic program. We give the intuition underlying the algorithm.

Given a node a
r, the first step of the algorithm is to select, for each node

c P chprq, the value v
0
c

with minimum cost, i.e., v
0
c

“ argmin
v
⌧ cpvq. As a result,

the value V
0 “ ∞

c
v
0
c

has minimal cost �rpV 0q “ ∞
c
⌧ cpv0

c
q. Having constructed

the minimum value in cost table �r, it remains to compute the costs of all values
V

0 ` k for all integer k P r1, max D
r ´ V

0s and all values V
0 ´ k for all integer

k P r1, V
0 ´ min D

rs. The presentation focuses on the values V
0 ` k since the

two cases are similar. Let v0 “ tv0
c
ucPchprq. The algorithm builds a sequence of

vectors v1
,v2

, . . . ,vk
, . . . that provides the optimal combinations of values for

�rpV 0 ` 1q,�rpV 0 ` 2q, . . . ,�rpV 0 ` kq, . . .. Vector vk is obtained from vk´1 by
changing the value of a single child whose cost table has the smallest slope, i.e.,

v
k

c
“

"
v

k´1
c

` 1 if c “ argmin
c
⌧ cpvk´1

c
` 1q ´ ⌧ cpvk´1

c
q

v
k´1
c

otherwise.
(4)

Once �r has been computed, cost table ⌧ r can be computed easily since both
pv ´ ñ

rq2 and �r are CPWL and the sum of two CPWL functions is CPWL. A
full algorithm is reported in Appendix C.

Example 2. These concepts are illustrated in Figure 6, where the values of �r are
highlighted in blue, and in parenthesis, in the right table. The first step identifies
that v

0

MI “ 0, v
0

GA “ 3, thus V
0 “ 3 and �rp3q “ ⌧MIp0q ` ⌧GAp3q “ 0 ` 0 “ 0.

In the example, v0 “ pv0

MI, v
0

GAq “ p0, 3q and v1 “ pv1

MI, v
1

GAq “ p1, 3q, since
MI “ argmint⌧MIp0 ` 1q ´ ⌧MIp0q, ⌧GAp3 ` 1q ´ ⌧GAp3qu “ argmint1 ´ 0, 1 ´ 0u.Corollary:  The cost table function  of each node  of  the tree is CPWL
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Mr

H
<latexit sha1_base64="Rp89PwACf3/FBuPAkD6cs00p/LA=">AAAB+HicbVDLSsNAFL2pr1ofjbp0M1gEVyURQZdFN90IFewD2hgm00k7dDIJMxOhhn6JGxeKuPVT3Pk3TtostPXAwOGce7lnTpBwprTjfFultfWNza3ydmVnd2+/ah8cdlScSkLbJOax7AVYUc4EbWumOe0lkuIo4LQbTG5yv/tIpWKxuNfThHoRHgkWMoK1kXy7OoiwHhPMs9uZ33yQvl1z6s4caJW4BalBgZZvfw2GMUkjKjThWKm+6yTay7DUjHA6qwxSRRNMJnhE+4YKHFHlZfPgM3RqlCEKY2me0Giu/t7IcKTUNArMZB5TLXu5+J/XT3V45WVMJKmmgiwOhSlHOkZ5C2jIJCWaTw3BRDKTFZExlpho01XFlOAuf3mVdM7rrlN37y5qjeuijjIcwwmcgQuX0IAmtKANBFJ4hld4s56sF+vd+liMlqxi5wj+wPr8AdqrkzM=</latexit><latexit sha1_base64="Rp89PwACf3/FBuPAkD6cs00p/LA=">AAAB+HicbVDLSsNAFL2pr1ofjbp0M1gEVyURQZdFN90IFewD2hgm00k7dDIJMxOhhn6JGxeKuPVT3Pk3TtostPXAwOGce7lnTpBwprTjfFultfWNza3ydmVnd2+/ah8cdlScSkLbJOax7AVYUc4EbWumOe0lkuIo4LQbTG5yv/tIpWKxuNfThHoRHgkWMoK1kXy7OoiwHhPMs9uZ33yQvl1z6s4caJW4BalBgZZvfw2GMUkjKjThWKm+6yTay7DUjHA6qwxSRRNMJnhE+4YKHFHlZfPgM3RqlCEKY2me0Giu/t7IcKTUNArMZB5TLXu5+J/XT3V45WVMJKmmgiwOhSlHOkZ5C2jIJCWaTw3BRDKTFZExlpho01XFlOAuf3mVdM7rrlN37y5qjeuijjIcwwmcgQuX0IAmtKANBFJ4hld4s56sF+vd+liMlqxi5wj+wPr8AdqrkzM=</latexit><latexit sha1_base64="Rp89PwACf3/FBuPAkD6cs00p/LA=">AAAB+HicbVDLSsNAFL2pr1ofjbp0M1gEVyURQZdFN90IFewD2hgm00k7dDIJMxOhhn6JGxeKuPVT3Pk3TtostPXAwOGce7lnTpBwprTjfFultfWNza3ydmVnd2+/ah8cdlScSkLbJOax7AVYUc4EbWumOe0lkuIo4LQbTG5yv/tIpWKxuNfThHoRHgkWMoK1kXy7OoiwHhPMs9uZ33yQvl1z6s4caJW4BalBgZZvfw2GMUkjKjThWKm+6yTay7DUjHA6qwxSRRNMJnhE+4YKHFHlZfPgM3RqlCEKY2me0Giu/t7IcKTUNArMZB5TLXu5+J/XT3V45WVMJKmmgiwOhSlHOkZ5C2jIJCWaTw3BRDKTFZExlpho01XFlOAuf3mVdM7rrlN37y5qjeuijjIcwwmcgQuX0IAmtKANBFJ4hld4s56sF+vd+liMlqxi5wj+wPr8AdqrkzM=</latexit><latexit sha1_base64="Rp89PwACf3/FBuPAkD6cs00p/LA=">AAAB+HicbVDLSsNAFL2pr1ofjbp0M1gEVyURQZdFN90IFewD2hgm00k7dDIJMxOhhn6JGxeKuPVT3Pk3TtostPXAwOGce7lnTpBwprTjfFultfWNza3ydmVnd2+/ah8cdlScSkLbJOax7AVYUc4EbWumOe0lkuIo4LQbTG5yv/tIpWKxuNfThHoRHgkWMoK1kXy7OoiwHhPMs9uZ33yQvl1z6s4caJW4BalBgZZvfw2GMUkjKjThWKm+6yTay7DUjHA6qwxSRRNMJnhE+4YKHFHlZfPgM3RqlCEKY2me0Giu/t7IcKTUNArMZB5TLXu5+J/XT3V45WVMJKmmgiwOhSlHOkZ5C2jIJCWaTw3BRDKTFZExlpho01XFlOAuf3mVdM7rrlN37y5qjeuijjIcwwmcgQuX0IAmtKANBFJ4hld4s56sF+vd+liMlqxi5wj+wPr8AdqrkzM=</latexit>

Mr
c

<latexit sha1_base64="MaHyZ8O5JBQMZMlQrGqlj+Lr55Q=">AAAB+HicbVDLSsNAFL2pr1ofjbp0M1gEVyURoS6LbtwIFewD2hgm00k7dDIJMxOhhn6JGxeKuPVT3Pk3TtostPXAwOGce7lnTpBwprTjfFultfWNza3ydmVnd2+/ah8cdlScSkLbJOax7AVYUc4EbWumOe0lkuIo4LQbTK5zv/tIpWKxuNfThHoRHgkWMoK1kXy7OoiwHhPMs9uZTx6kb9ecujMHWiVuQWpQoOXbX4NhTNKICk04VqrvOon2Miw1I5zOKoNU0QSTCR7RvqECR1R52Tz4DJ0aZYjCWJonNJqrvzcyHCk1jQIzmcdUy14u/uf1Ux1eehkTSaqpIItDYcqRjlHeAhoySYnmU0MwkcxkRWSMJSbadFUxJbjLX14lnfO669Tdu4ta86qoowzHcAJn4EIDmnADLWgDgRSe4RXerCfrxXq3PhajJavYOYI/sD5/AAPck04=</latexit><latexit sha1_base64="MaHyZ8O5JBQMZMlQrGqlj+Lr55Q=">AAAB+HicbVDLSsNAFL2pr1ofjbp0M1gEVyURoS6LbtwIFewD2hgm00k7dDIJMxOhhn6JGxeKuPVT3Pk3TtostPXAwOGce7lnTpBwprTjfFultfWNza3ydmVnd2+/ah8cdlScSkLbJOax7AVYUc4EbWumOe0lkuIo4LQbTK5zv/tIpWKxuNfThHoRHgkWMoK1kXy7OoiwHhPMs9uZTx6kb9ecujMHWiVuQWpQoOXbX4NhTNKICk04VqrvOon2Miw1I5zOKoNU0QSTCR7RvqECR1R52Tz4DJ0aZYjCWJonNJqrvzcyHCk1jQIzmcdUy14u/uf1Ux1eehkTSaqpIItDYcqRjlHeAhoySYnmU0MwkcxkRWSMJSbadFUxJbjLX14lnfO669Tdu4ta86qoowzHcAJn4EIDmnADLWgDgRSe4RXerCfrxXq3PhajJavYOYI/sD5/AAPck04=</latexit><latexit sha1_base64="MaHyZ8O5JBQMZMlQrGqlj+Lr55Q=">AAAB+HicbVDLSsNAFL2pr1ofjbp0M1gEVyURoS6LbtwIFewD2hgm00k7dDIJMxOhhn6JGxeKuPVT3Pk3TtostPXAwOGce7lnTpBwprTjfFultfWNza3ydmVnd2+/ah8cdlScSkLbJOax7AVYUc4EbWumOe0lkuIo4LQbTK5zv/tIpWKxuNfThHoRHgkWMoK1kXy7OoiwHhPMs9uZTx6kb9ecujMHWiVuQWpQoOXbX4NhTNKICk04VqrvOon2Miw1I5zOKoNU0QSTCR7RvqECR1R52Tz4DJ0aZYjCWJonNJqrvzcyHCk1jQIzmcdUy14u/uf1Ux1eehkTSaqpIItDYcqRjlHeAhoySYnmU0MwkcxkRWSMJSbadFUxJbjLX14lnfO669Tdu4ta86qoowzHcAJn4EIDmnADLWgDgRSe4RXerCfrxXq3PhajJavYOYI/sD5/AAPck04=</latexit><latexit sha1_base64="MaHyZ8O5JBQMZMlQrGqlj+Lr55Q=">AAAB+HicbVDLSsNAFL2pr1ofjbp0M1gEVyURoS6LbtwIFewD2hgm00k7dDIJMxOhhn6JGxeKuPVT3Pk3TtostPXAwOGce7lnTpBwprTjfFultfWNza3ydmVnd2+/ah8cdlScSkLbJOax7AVYUc4EbWumOe0lkuIo4LQbTK5zv/tIpWKxuNfThHoRHgkWMoK1kXy7OoiwHhPMs9uZTx6kb9ecujMHWiVuQWpQoOXbX4NhTNKICk04VqrvOon2Miw1I5zOKoNU0QSTCR7RvqECR1R52Tz4DJ0aZYjCWJonNJqrvzcyHCk1jQIzmcdUy14u/uf1Ux1eehkTSaqpIItDYcqRjlHeAhoySYnmU0MwkcxkRWSMJSbadFUxJbjLX14lnfO669Tdu4ta86qoowzHcAJn4EIDmnADLWgDgRSe4RXerCfrxXq3PhajJavYOYI/sD5/AAPck04=</latexit>

<latexit sha1_base64="L5/SUMLZdrj2bhEIFqWbcR3fNF0=">AAAB+HicbVDLSsNAFL2pr1ofjbp0M1gEVyURwS4LbtwIFewD2hAm00k7dDIJMxOhhnyJGxeKuPVT3Pk3TtostPXAwOGce7lnTpBwprTjfFuVjc2t7Z3qbm1v/+Cwbh8d91ScSkK7JOaxHARYUc4E7WqmOR0kkuIo4LQfzG4Kv/9IpWKxeNDzhHoRnggWMoK1kXy7PoqwnhLMs7vcz0ju2w2n6SyA1olbkgaU6Pj212gckzSiQhOOlRq6TqK9DEvNCKd5bZQqmmAywxM6NFTgiCovWwTP0blRxiiMpXlCo4X6eyPDkVLzKDCTRUy16hXif94w1WHLy5hIUk0FWR4KU450jIoW0JhJSjSfG4KJZCYrIlMsMdGmq5opwV398jrpXTZdp+neXzXarbKOKpzCGVyAC9fQhlvoQBcIpPAMr/BmPVkv1rv1sRytWOXOCfyB9fkDPa+TbA==</latexit><latexit sha1_base64="L5/SUMLZdrj2bhEIFqWbcR3fNF0=">AAAB+HicbVDLSsNAFL2pr1ofjbp0M1gEVyURwS4LbtwIFewD2hAm00k7dDIJMxOhhnyJGxeKuPVT3Pk3TtostPXAwOGce7lnTpBwprTjfFuVjc2t7Z3qbm1v/+Cwbh8d91ScSkK7JOaxHARYUc4E7WqmOR0kkuIo4LQfzG4Kv/9IpWKxeNDzhHoRnggWMoK1kXy7PoqwnhLMs7vcz0ju2w2n6SyA1olbkgaU6Pj212gckzSiQhOOlRq6TqK9DEvNCKd5bZQqmmAywxM6NFTgiCovWwTP0blRxiiMpXlCo4X6eyPDkVLzKDCTRUy16hXif94w1WHLy5hIUk0FWR4KU450jIoW0JhJSjSfG4KJZCYrIlMsMdGmq5opwV398jrpXTZdp+neXzXarbKOKpzCGVyAC9fQhlvoQBcIpPAMr/BmPVkv1rv1sRytWOXOCfyB9fkDPa+TbA==</latexit><latexit sha1_base64="L5/SUMLZdrj2bhEIFqWbcR3fNF0=">AAAB+HicbVDLSsNAFL2pr1ofjbp0M1gEVyURwS4LbtwIFewD2hAm00k7dDIJMxOhhnyJGxeKuPVT3Pk3TtostPXAwOGce7lnTpBwprTjfFuVjc2t7Z3qbm1v/+Cwbh8d91ScSkK7JOaxHARYUc4E7WqmOR0kkuIo4LQfzG4Kv/9IpWKxeNDzhHoRnggWMoK1kXy7PoqwnhLMs7vcz0ju2w2n6SyA1olbkgaU6Pj212gckzSiQhOOlRq6TqK9DEvNCKd5bZQqmmAywxM6NFTgiCovWwTP0blRxiiMpXlCo4X6eyPDkVLzKDCTRUy16hXif94w1WHLy5hIUk0FWR4KU450jIoW0JhJSjSfG4KJZCYrIlMsMdGmq5opwV398jrpXTZdp+neXzXarbKOKpzCGVyAC9fQhlvoQBcIpPAMr/BmPVkv1rv1sRytWOXOCfyB9fkDPa+TbA==</latexit><latexit sha1_base64="L5/SUMLZdrj2bhEIFqWbcR3fNF0=">AAAB+HicbVDLSsNAFL2pr1ofjbp0M1gEVyURwS4LbtwIFewD2hAm00k7dDIJMxOhhnyJGxeKuPVT3Pk3TtostPXAwOGce7lnTpBwprTjfFuVjc2t7Z3qbm1v/+Cwbh8d91ScSkK7JOaxHARYUc4E7WqmOR0kkuIo4LQfzG4Kv/9IpWKxeNDzhHoRnggWMoK1kXy7PoqwnhLMs7vcz0ju2w2n6SyA1olbkgaU6Pj212gckzSiQhOOlRq6TqK9DEvNCKd5bZQqmmAywxM6NFTgiCovWwTP0blRxiiMpXlCo4X6eyPDkVLzKDCTRUy16hXif94w1WHLy5hIUk0FWR4KU450jIoW0JhJSjSfG4KJZCYrIlMsMdGmq5opwV398jrpXTZdp+neXzXarbKOKpzCGVyAC9fQhlvoQBcIpPAMr/BmPVkv1rv1sRytWOXOCfyB9fkDPa+TbA==</latexit>

<latexit sha1_base64="PrXfNQJ5F01YyqLBVrIXwTPWIvo=">AAACBHicbVBNS8NAEN34WetX1GMvwSJ4KokI9ljw4kWoYD+gqWGz2bRLN5uwOxFLyMGLf8WLB0W8+iO8+W/ctDlo64OBx3szzMzzE84U2Pa3sbK6tr6xWdmqbu/s7u2bB4ddFaeS0A6JeSz7PlaUM0E7wIDTfiIpjnxOe/7ksvB791QqFotbmCZ0GOGRYCEjGLTkmTU3wjAmmGfXuZeR/C5zgT5AFiR57pl1u2HPYC0TpyR1VKLtmV9uEJM0ogIIx0oNHDuBYYYlMMJpXnVTRRNMJnhEB5oKHFE1zGZP5NaJVgIrjKUuAdZM/T2R4UipaeTrzuJktegV4n/eIIWwOcyYSFKggswXhSm3ILaKRKyASUqATzXBRDJ9q0XGWGICOreqDsFZfHmZdM8ajt1wbs7rrWYZRwXV0DE6RQ66QC10hdqogwh6RM/oFb0ZT8aL8W58zFtXjHLmCP2B8fkDXEWZJw==</latexit><latexit sha1_base64="PrXfNQJ5F01YyqLBVrIXwTPWIvo=">AAACBHicbVBNS8NAEN34WetX1GMvwSJ4KokI9ljw4kWoYD+gqWGz2bRLN5uwOxFLyMGLf8WLB0W8+iO8+W/ctDlo64OBx3szzMzzE84U2Pa3sbK6tr6xWdmqbu/s7u2bB4ddFaeS0A6JeSz7PlaUM0E7wIDTfiIpjnxOe/7ksvB791QqFotbmCZ0GOGRYCEjGLTkmTU3wjAmmGfXuZeR/C5zgT5AFiR57pl1u2HPYC0TpyR1VKLtmV9uEJM0ogIIx0oNHDuBYYYlMMJpXnVTRRNMJnhEB5oKHFE1zGZP5NaJVgIrjKUuAdZM/T2R4UipaeTrzuJktegV4n/eIIWwOcyYSFKggswXhSm3ILaKRKyASUqATzXBRDJ9q0XGWGICOreqDsFZfHmZdM8ajt1wbs7rrWYZRwXV0DE6RQ66QC10hdqogwh6RM/oFb0ZT8aL8W58zFtXjHLmCP2B8fkDXEWZJw==</latexit><latexit sha1_base64="PrXfNQJ5F01YyqLBVrIXwTPWIvo=">AAACBHicbVBNS8NAEN34WetX1GMvwSJ4KokI9ljw4kWoYD+gqWGz2bRLN5uwOxFLyMGLf8WLB0W8+iO8+W/ctDlo64OBx3szzMzzE84U2Pa3sbK6tr6xWdmqbu/s7u2bB4ddFaeS0A6JeSz7PlaUM0E7wIDTfiIpjnxOe/7ksvB791QqFotbmCZ0GOGRYCEjGLTkmTU3wjAmmGfXuZeR/C5zgT5AFiR57pl1u2HPYC0TpyR1VKLtmV9uEJM0ogIIx0oNHDuBYYYlMMJpXnVTRRNMJnhEB5oKHFE1zGZP5NaJVgIrjKUuAdZM/T2R4UipaeTrzuJktegV4n/eIIWwOcyYSFKggswXhSm3ILaKRKyASUqATzXBRDJ9q0XGWGICOreqDsFZfHmZdM8ajt1wbs7rrWYZRwXV0DE6RQ66QC10hdqogwh6RM/oFb0ZT8aL8W58zFtXjHLmCP2B8fkDXEWZJw==</latexit><latexit sha1_base64="PrXfNQJ5F01YyqLBVrIXwTPWIvo=">AAACBHicbVBNS8NAEN34WetX1GMvwSJ4KokI9ljw4kWoYD+gqWGz2bRLN5uwOxFLyMGLf8WLB0W8+iO8+W/ctDlo64OBx3szzMzzE84U2Pa3sbK6tr6xWdmqbu/s7u2bB4ddFaeS0A6JeSz7PlaUM0E7wIDTfiIpjnxOe/7ksvB791QqFotbmCZ0GOGRYCEjGLTkmTU3wjAmmGfXuZeR/C5zgT5AFiR57pl1u2HPYC0TpyR1VKLtmV9uEJM0ogIIx0oNHDuBYYYlMMJpXnVTRRNMJnhEB5oKHFE1zGZP5NaJVgIrjKUuAdZM/T2R4UipaeTrzuJktegV4n/eIIWwOcyYSFKggswXhSm3ILaKRKyASUqATzXBRDJ9q0XGWGICOreqDsFZfHmZdM8ajt1wbs7rrWYZRwXV0DE6RQ66QC10hdqogwh6RM/oFb0ZT8aL8W58zFtXjHLmCP2B8fkDXEWZJw==</latexit>Mdp
H

<latexit sha1_base64="rQYvxGV25++qxHkJhG6Airh8pBc=">AAACBHicbVDLSsNAFJ3UV62vqMtugkVwVRIR7LLgphuhgn1AE8NkMmmHTh7M3IglZOHGX3HjQhG3foQ7/8ZJm4W2HrhwOOde7r3HSziTYJrfWmVtfWNzq7pd29nd2z/QD4/6Mk4FoT0S81gMPSwpZxHtAQNOh4mgOPQ4HXjTq8If3FMhWRzdwiyhTojHEQsYwaAkV6/bIYYJwTy7zt2sk99lNtAHyPwkz129YTbNOYxVYpWkgUp0Xf3L9mOShjQCwrGUI8tMwMmwAEY4zWt2KmmCyRSP6UjRCIdUOtn8idw4VYpvBLFQFYExV39PZDiUchZ6qrM4WS57hfifN0ohaDkZi5IUaEQWi4KUGxAbRSKGzwQlwGeKYCKYutUgEywwAZVbTYVgLb+8SvrnTctsWjcXjXarjKOK6ugEnSELXaI26qAu6iGCHtEzekVv2pP2or1rH4vWilbOHKM/0D5/ADH6mQw=</latexit><latexit sha1_base64="rQYvxGV25++qxHkJhG6Airh8pBc=">AAACBHicbVDLSsNAFJ3UV62vqMtugkVwVRIR7LLgphuhgn1AE8NkMmmHTh7M3IglZOHGX3HjQhG3foQ7/8ZJm4W2HrhwOOde7r3HSziTYJrfWmVtfWNzq7pd29nd2z/QD4/6Mk4FoT0S81gMPSwpZxHtAQNOh4mgOPQ4HXjTq8If3FMhWRzdwiyhTojHEQsYwaAkV6/bIYYJwTy7zt2sk99lNtAHyPwkz129YTbNOYxVYpWkgUp0Xf3L9mOShjQCwrGUI8tMwMmwAEY4zWt2KmmCyRSP6UjRCIdUOtn8idw4VYpvBLFQFYExV39PZDiUchZ6qrM4WS57hfifN0ohaDkZi5IUaEQWi4KUGxAbRSKGzwQlwGeKYCKYutUgEywwAZVbTYVgLb+8SvrnTctsWjcXjXarjKOK6ugEnSELXaI26qAu6iGCHtEzekVv2pP2or1rH4vWilbOHKM/0D5/ADH6mQw=</latexit><latexit sha1_base64="rQYvxGV25++qxHkJhG6Airh8pBc=">AAACBHicbVDLSsNAFJ3UV62vqMtugkVwVRIR7LLgphuhgn1AE8NkMmmHTh7M3IglZOHGX3HjQhG3foQ7/8ZJm4W2HrhwOOde7r3HSziTYJrfWmVtfWNzq7pd29nd2z/QD4/6Mk4FoT0S81gMPSwpZxHtAQNOh4mgOPQ4HXjTq8If3FMhWRzdwiyhTojHEQsYwaAkV6/bIYYJwTy7zt2sk99lNtAHyPwkz129YTbNOYxVYpWkgUp0Xf3L9mOShjQCwrGUI8tMwMmwAEY4zWt2KmmCyRSP6UjRCIdUOtn8idw4VYpvBLFQFYExV39PZDiUchZ6qrM4WS57hfifN0ohaDkZi5IUaEQWi4KUGxAbRSKGzwQlwGeKYCKYutUgEywwAZVbTYVgLb+8SvrnTctsWjcXjXarjKOK6ugEnSELXaI26qAu6iGCHtEzekVv2pP2or1rH4vWilbOHKM/0D5/ADH6mQw=</latexit><latexit sha1_base64="rQYvxGV25++qxHkJhG6Airh8pBc=">AAACBHicbVDLSsNAFJ3UV62vqMtugkVwVRIR7LLgphuhgn1AE8NkMmmHTh7M3IglZOHGX3HjQhG3foQ7/8ZJm4W2HrhwOOde7r3HSziTYJrfWmVtfWNzq7pd29nd2z/QD4/6Mk4FoT0S81gMPSwpZxHtAQNOh4mgOPQ4HXjTq8If3FMhWRzdwiyhTojHEQsYwaAkV6/bIYYJwTy7zt2sk99lNtAHyPwkz129YTbNOYxVYpWkgUp0Xf3L9mOShjQCwrGUI8tMwMmwAEY4zWt2KmmCyRSP6UjRCIdUOtn8idw4VYpvBLFQFYExV39PZDiUchZ6qrM4WS57hfifN0ohaDkZi5IUaEQWi4KUGxAbRSKGzwQlwGeKYCKYutUgEywwAZVbTYVgLb+8SvrnTctsWjcXjXarjKOK6ugEnSELXaI26qAu6iGCHtEzekVv2pP2or1rH4vWilbOHKM/0D5/ADH6mQw=</latexit>

MH
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                  2 order magnitude improvements w.r.t. the relaxed QIP method
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• A bit of quizzing: 


• Can you explain the concept of 'ε' (epsilon) in 
Differential Privacy? How does changing its 
value affect privacy and data utility?


• What are some common mechanisms (like 
Laplace or Gaussian mechanisms) used to 
achieve Differential Privacy? How do they 
work?


• Practical thinking: 


• Discuss a real-world scenario where DP could 
be effectively applied. What challenges might 
arise in this implementation?


• How would you approach the trade-off 
between data utility and privacy when 
implementing DP in a large-scale public 
dataset?


• Responsible use: 


• What are the ethical implications of not using 
Differential Privacy in data-driven projects?


• Can DP always guarantee the protection of 
individual's data? Are there any scenarios 
where it might fail?


• If you had to argue against the use of DP, what 
points would you raise?


• How might advances in technology (like quantum 
computing) impact the effectiveness of 
Differential Privacy?


•
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• Balancing Privacy and Public Good: 

• In situations where AI can benefit public health 
or safety, how should the balance between 
individual privacy and the collective good be 
managed?


• Should there be exceptions to privacy rules for 
AI applications in critical areas like healthcare, 
criminal justice, or national security?


• Consent and Awareness: 

• How should informed consent be obtained or 
considered especially when data is used for AI 
training?


• What level of understanding should individuals 
have about Differential Privacy before their data 
is used? How can this be realistically achieved?


• Transparency: 

• Should organizations be required to disclose 
the use of DP in their AI systems?


• Who should be held accountable when an AI 
system, using differentially private data, 
makes an erroneous or harmful decision?


• Long-term Effects and Society: 

• What could be the long-term societal 
impacts of widespread adoption of Privacy 
in AI. Could it lead to a more privacy-
conscious culture or create new challenges?


• How might the evolution of AI technologies 
influence the future development and 
implementation of DP principles?
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Taxi Data Census Data

L1 Errors pˆ104q #CV L1 Errors pˆ103q #CV
✏ Alg Lev 1 Lev 2 Lev 3 Lev 1 Lev 2 Lev 3

0.1

Mr

H 25.4 158.7 904.4 18206 40.3 54.3 802.1 1966
Mdp

H
26.6 121.9 915.7 0 10.3 38.4 825.4 0

Mr

c 47.9 153.2 551.6 19460 23.1 64.5 632.2 1715
Mdp

c 19.9 65.6 644.3 0 0.9 23.2 550.6 0

0.5

Mr

H 8.6 81.2 364.2 18591 39.4 37.9 216.3 1990
Mdp

H
5.5 31.0 408.9 0 2.4 9.4 230.8 0

Mr

c 46.7 153.5 450.7 19531 23.1 61.0 494.2 1718
Mdp

c 4.0 16.4 352.9 0 0.2 5.8 159.1 0

1.0

Mr

H 7.7 77.2 279.0 18085 40.7 39.2 130.0 1989
Mdp

H
3.1 19.8 328.5 0 1.2 5.1 128.8 0

Mr

c 47.1 154.2 447.1 19706 24.1 63.0 494.5 1728
Mdp

c 2.0 8.7 307.8 0 0.1 3.2 91.0 0

Table 1. L1-errors and constraint violations (CV) for each level of the hierarchies.

These methods di↵er in two ways from the mechanisms proposed here: (1)
They focus on histograms queries, rather than group queries; the latter gener-
ally have higher L1-sensitivity and thus require more noise and (2) they ensure
neither the consistency for integral counts nor the non-negativity of the release
counts. They thus violate the requirements of group sizes (see Section 4).

Finally, [10] proposed a hierarchical-based solution based on minimizing the
L2-distance between the noisy counts and their private counterparts. While this
solution guarantees non-negativity of the counts, their mechanism, if formulated
as a MIP/QIP, cannot cope with the scale of the census problems discussed here
which compute privacy-preserving country-wise group sizes. If their solution is
used as is, in its relaxed form, then it cannot guarantee the integrality of the
counts. These mechanisms reduce to Mr

H
, which has been shown, in the previous

section, to be strongly dominated by the DP-based mechanisms.

11 Conclusions

The release of datasets containing sensitive information concerning a large num-
ber of individuals is central to a number of statistical analysis and machine
learning tasks. Of particular interest are hierarchical datasets, in which counts
of individuals satisfying a given property need to be released at di↵erent granu-
larities (e.g., the location of a household at a national, state, and county levels).
The paper defined the Privacy-perserving Group Release (PGRP) problem and
proposed an exact and e�cient constrained-based approach to privately gener-
ate consistent counts across all levels of the hierarchy. This novel approach was
evaluated on large, real datasets and results in speedups of up to two orders
of magnitude, as well as significant improvements in terms of accuracy with
respect to state-of-the-art techniques. Interesting avenues of future directions
include exploiting di↵erent forms of parallelism to speed up the computations of
the dynamic programming-based mechanisms even further, using, for instance,
Graphical Processing Units as proposed in [11].
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<latexit sha1_base64="EfVFU3P1bj8Lxyja6LBIGwKWais=">AAACBXicbVBNS8NAEN34WetX1KMegkXwVBIR9Fj04kWoYD+giWGz2bRLN5uwOxFLyMWLf8WLB0W8+h+8+W/ctD1o64OBx3szzMwLUs4U2Pa3sbC4tLyyWlmrrm9sbm2bO7ttlWSS0BZJeCK7AVaUM0FbwIDTbiopjgNOO8HwsvQ791QqlohbGKXUi3FfsIgRDFryzQM3xjAgmOfXxV3uAn0AxfMwLQqfVH2zZtftMax54kxJDU3R9M0vN0xIFlMBhGOleo6dgpdjCYxwWlTdTNEUkyHu056mAsdUefn4i8I60kpoRYnUJcAaq78nchwrNYoD3VnerGa9UvzP62UQnXs5E2kGVJDJoijjFiRWGYkVMkkJ8JEmmEimb7XIAEtMQAdXhuDMvjxP2id1x647N6e1xsU0jgraR4foGDnoDDXQFWqiFiLoET2jV/RmPBkvxrvxMWldMKYze+gPjM8feViZLA==</latexit><latexit sha1_base64="EfVFU3P1bj8Lxyja6LBIGwKWais=">AAACBXicbVBNS8NAEN34WetX1KMegkXwVBIR9Fj04kWoYD+giWGz2bRLN5uwOxFLyMWLf8WLB0W8+h+8+W/ctD1o64OBx3szzMwLUs4U2Pa3sbC4tLyyWlmrrm9sbm2bO7ttlWSS0BZJeCK7AVaUM0FbwIDTbiopjgNOO8HwsvQ791QqlohbGKXUi3FfsIgRDFryzQM3xjAgmOfXxV3uAn0AxfMwLQqfVH2zZtftMax54kxJDU3R9M0vN0xIFlMBhGOleo6dgpdjCYxwWlTdTNEUkyHu056mAsdUefn4i8I60kpoRYnUJcAaq78nchwrNYoD3VnerGa9UvzP62UQnXs5E2kGVJDJoijjFiRWGYkVMkkJ8JEmmEimb7XIAEtMQAdXhuDMvjxP2id1x647N6e1xsU0jgraR4foGDnoDDXQFWqiFiLoET2jV/RmPBkvxrvxMWldMKYze+gPjM8feViZLA==</latexit><latexit sha1_base64="EfVFU3P1bj8Lxyja6LBIGwKWais=">AAACBXicbVBNS8NAEN34WetX1KMegkXwVBIR9Fj04kWoYD+giWGz2bRLN5uwOxFLyMWLf8WLB0W8+h+8+W/ctD1o64OBx3szzMwLUs4U2Pa3sbC4tLyyWlmrrm9sbm2bO7ttlWSS0BZJeCK7AVaUM0FbwIDTbiopjgNOO8HwsvQ791QqlohbGKXUi3FfsIgRDFryzQM3xjAgmOfXxV3uAn0AxfMwLQqfVH2zZtftMax54kxJDU3R9M0vN0xIFlMBhGOleo6dgpdjCYxwWlTdTNEUkyHu056mAsdUefn4i8I60kpoRYnUJcAaq78nchwrNYoD3VnerGa9UvzP62UQnXs5E2kGVJDJoijjFiRWGYkVMkkJ8JEmmEimb7XIAEtMQAdXhuDMvjxP2id1x647N6e1xsU0jgraR4foGDnoDDXQFWqiFiLoET2jV/RmPBkvxrvxMWldMKYze+gPjM8feViZLA==</latexit><latexit sha1_base64="EfVFU3P1bj8Lxyja6LBIGwKWais=">AAACBXicbVBNS8NAEN34WetX1KMegkXwVBIR9Fj04kWoYD+giWGz2bRLN5uwOxFLyMWLf8WLB0W8+h+8+W/ctD1o64OBx3szzMwLUs4U2Pa3sbC4tLyyWlmrrm9sbm2bO7ttlWSS0BZJeCK7AVaUM0FbwIDTbiopjgNOO8HwsvQ791QqlohbGKXUi3FfsIgRDFryzQM3xjAgmOfXxV3uAn0AxfMwLQqfVH2zZtftMax54kxJDU3R9M0vN0xIFlMBhGOleo6dgpdjCYxwWlTdTNEUkyHu056mAsdUefn4i8I60kpoRYnUJcAaq78nchwrNYoD3VnerGa9UvzP62UQnXs5E2kGVJDJoijjFiRWGYkVMkkJ8JEmmEimb7XIAEtMQAdXhuDMvjxP2id1x647N6e1xsU0jgraR4foGDnoDDXQFWqiFiLoET2jV/RmPBkvxrvxMWldMKYze+gPjM8feViZLA==</latexit>

Mdp
H<latexit sha1_base64="AWlhtY0TYWHcUEKAvmuvqT+X874=">AAACBXicbVDLSsNAFJ3UV62vqEtdBIvgqiQi6LLophuhgn1AE8NkMmmHTh7M3IglZOPGX3HjQhG3/oM7/8ZJm4W2HrhwOOde7r3HSziTYJrfWmVpeWV1rbpe29jc2t7Rd/e6Mk4FoR0S81j0PSwpZxHtAANO+4mgOPQ47Xnjq8Lv3VMhWRzdwiShToiHEQsYwaAkVz+0Qwwjgnl2nbutu8wG+gCSZ36S5zVXr5sNcwpjkVglqaMSbVf/sv2YpCGNgHAs5cAyE3AyLIARTvOanUqaYDLGQzpQNMIhlU42/SI3jpXiG0EsVEVgTNXfExkOpZyEnuosbpbzXiH+5w1SCC6cjEVJCjQis0VByg2IjSISw2eCEuATRTARTN1qkBEWmIAKrgjBmn95kXRPG5bZsG7O6s3LMo4qOkBH6ARZ6Bw1UQu1UQcR9Iie0St60560F+1d+5i1VrRyZh/9gfb5A00vmRE=</latexit><latexit sha1_base64="AWlhtY0TYWHcUEKAvmuvqT+X874=">AAACBXicbVDLSsNAFJ3UV62vqEtdBIvgqiQi6LLophuhgn1AE8NkMmmHTh7M3IglZOPGX3HjQhG3/oM7/8ZJm4W2HrhwOOde7r3HSziTYJrfWmVpeWV1rbpe29jc2t7Rd/e6Mk4FoR0S81j0PSwpZxHtAANO+4mgOPQ47Xnjq8Lv3VMhWRzdwiShToiHEQsYwaAkVz+0Qwwjgnl2nbutu8wG+gCSZ36S5zVXr5sNcwpjkVglqaMSbVf/sv2YpCGNgHAs5cAyE3AyLIARTvOanUqaYDLGQzpQNMIhlU42/SI3jpXiG0EsVEVgTNXfExkOpZyEnuosbpbzXiH+5w1SCC6cjEVJCjQis0VByg2IjSISw2eCEuATRTARTN1qkBEWmIAKrgjBmn95kXRPG5bZsG7O6s3LMo4qOkBH6ARZ6Bw1UQu1UQcR9Iie0St60560F+1d+5i1VrRyZh/9gfb5A00vmRE=</latexit><latexit sha1_base64="AWlhtY0TYWHcUEKAvmuvqT+X874=">AAACBXicbVDLSsNAFJ3UV62vqEtdBIvgqiQi6LLophuhgn1AE8NkMmmHTh7M3IglZOPGX3HjQhG3/oM7/8ZJm4W2HrhwOOde7r3HSziTYJrfWmVpeWV1rbpe29jc2t7Rd/e6Mk4FoR0S81j0PSwpZxHtAANO+4mgOPQ47Xnjq8Lv3VMhWRzdwiShToiHEQsYwaAkVz+0Qwwjgnl2nbutu8wG+gCSZ36S5zVXr5sNcwpjkVglqaMSbVf/sv2YpCGNgHAs5cAyE3AyLIARTvOanUqaYDLGQzpQNMIhlU42/SI3jpXiG0EsVEVgTNXfExkOpZyEnuosbpbzXiH+5w1SCC6cjEVJCjQis0VByg2IjSISw2eCEuATRTARTN1qkBEWmIAKrgjBmn95kXRPG5bZsG7O6s3LMo4qOkBH6ARZ6Bw1UQu1UQcR9Iie0St60560F+1d+5i1VrRyZh/9gfb5A00vmRE=</latexit><latexit sha1_base64="AWlhtY0TYWHcUEKAvmuvqT+X874=">AAACBXicbVDLSsNAFJ3UV62vqEtdBIvgqiQi6LLophuhgn1AE8NkMmmHTh7M3IglZOPGX3HjQhG3/oM7/8ZJm4W2HrhwOOde7r3HSziTYJrfWmVpeWV1rbpe29jc2t7Rd/e6Mk4FoR0S81j0PSwpZxHtAANO+4mgOPQ47Xnjq8Lv3VMhWRzdwiShToiHEQsYwaAkVz+0Qwwjgnl2nbutu8wG+gCSZ36S5zVXr5sNcwpjkVglqaMSbVf/sv2YpCGNgHAs5cAyE3AyLIARTvOanUqaYDLGQzpQNMIhlU42/SI3jpXiG0EsVEVgTNXfExkOpZyEnuosbpbzXiH+5w1SCC6cjEVJCjQis0VByg2IjSISw2eCEuATRTARTN1qkBEWmIAKrgjBmn95kXRPG5bZsG7O6s3LMo4qOkBH6ARZ6Bw1UQu1UQcR9Iie0St60560F+1d+5i1VrRyZh/9gfb5A00vmRE=</latexit>

Mr

H
<latexit sha1_base64="Rp89PwACf3/FBuPAkD6cs00p/LA=">AAAB+HicbVDLSsNAFL2pr1ofjbp0M1gEVyURQZdFN90IFewD2hgm00k7dDIJMxOhhn6JGxeKuPVT3Pk3TtostPXAwOGce7lnTpBwprTjfFultfWNza3ydmVnd2+/ah8cdlScSkLbJOax7AVYUc4EbWumOe0lkuIo4LQbTG5yv/tIpWKxuNfThHoRHgkWMoK1kXy7OoiwHhPMs9uZ33yQvl1z6s4caJW4BalBgZZvfw2GMUkjKjThWKm+6yTay7DUjHA6qwxSRRNMJnhE+4YKHFHlZfPgM3RqlCEKY2me0Giu/t7IcKTUNArMZB5TLXu5+J/XT3V45WVMJKmmgiwOhSlHOkZ5C2jIJCWaTw3BRDKTFZExlpho01XFlOAuf3mVdM7rrlN37y5qjeuijjIcwwmcgQuX0IAmtKANBFJ4hld4s56sF+vd+liMlqxi5wj+wPr8AdqrkzM=</latexit><latexit sha1_base64="Rp89PwACf3/FBuPAkD6cs00p/LA=">AAAB+HicbVDLSsNAFL2pr1ofjbp0M1gEVyURQZdFN90IFewD2hgm00k7dDIJMxOhhn6JGxeKuPVT3Pk3TtostPXAwOGce7lnTpBwprTjfFultfWNza3ydmVnd2+/ah8cdlScSkLbJOax7AVYUc4EbWumOe0lkuIo4LQbTG5yv/tIpWKxuNfThHoRHgkWMoK1kXy7OoiwHhPMs9uZ33yQvl1z6s4caJW4BalBgZZvfw2GMUkjKjThWKm+6yTay7DUjHA6qwxSRRNMJnhE+4YKHFHlZfPgM3RqlCEKY2me0Giu/t7IcKTUNArMZB5TLXu5+J/XT3V45WVMJKmmgiwOhSlHOkZ5C2jIJCWaTw3BRDKTFZExlpho01XFlOAuf3mVdM7rrlN37y5qjeuijjIcwwmcgQuX0IAmtKANBFJ4hld4s56sF+vd+liMlqxi5wj+wPr8AdqrkzM=</latexit><latexit sha1_base64="Rp89PwACf3/FBuPAkD6cs00p/LA=">AAAB+HicbVDLSsNAFL2pr1ofjbp0M1gEVyURQZdFN90IFewD2hgm00k7dDIJMxOhhn6JGxeKuPVT3Pk3TtostPXAwOGce7lnTpBwprTjfFultfWNza3ydmVnd2+/ah8cdlScSkLbJOax7AVYUc4EbWumOe0lkuIo4LQbTG5yv/tIpWKxuNfThHoRHgkWMoK1kXy7OoiwHhPMs9uZ33yQvl1z6s4caJW4BalBgZZvfw2GMUkjKjThWKm+6yTay7DUjHA6qwxSRRNMJnhE+4YKHFHlZfPgM3RqlCEKY2me0Giu/t7IcKTUNArMZB5TLXu5+J/XT3V45WVMJKmmgiwOhSlHOkZ5C2jIJCWaTw3BRDKTFZExlpho01XFlOAuf3mVdM7rrlN37y5qjeuijjIcwwmcgQuX0IAmtKANBFJ4hld4s56sF+vd+liMlqxi5wj+wPr8AdqrkzM=</latexit><latexit sha1_base64="Rp89PwACf3/FBuPAkD6cs00p/LA=">AAAB+HicbVDLSsNAFL2pr1ofjbp0M1gEVyURQZdFN90IFewD2hgm00k7dDIJMxOhhn6JGxeKuPVT3Pk3TtostPXAwOGce7lnTpBwprTjfFultfWNza3ydmVnd2+/ah8cdlScSkLbJOax7AVYUc4EbWumOe0lkuIo4LQbTG5yv/tIpWKxuNfThHoRHgkWMoK1kXy7OoiwHhPMs9uZ33yQvl1z6s4caJW4BalBgZZvfw2GMUkjKjThWKm+6yTay7DUjHA6qwxSRRNMJnhE+4YKHFHlZfPgM3RqlCEKY2me0Giu/t7IcKTUNArMZB5TLXu5+J/XT3V45WVMJKmmgiwOhSlHOkZ5C2jIJCWaTw3BRDKTFZExlpho01XFlOAuf3mVdM7rrlN37y5qjeuijjIcwwmcgQuX0IAmtKANBFJ4hld4s56sF+vd+liMlqxi5wj+wPr8AdqrkzM=</latexit>

Mr
c

<latexit sha1_base64="MaHyZ8O5JBQMZMlQrGqlj+Lr55Q=">AAAB+HicbVDLSsNAFL2pr1ofjbp0M1gEVyURoS6LbtwIFewD2hgm00k7dDIJMxOhhn6JGxeKuPVT3Pk3TtostPXAwOGce7lnTpBwprTjfFultfWNza3ydmVnd2+/ah8cdlScSkLbJOax7AVYUc4EbWumOe0lkuIo4LQbTK5zv/tIpWKxuNfThHoRHgkWMoK1kXy7OoiwHhPMs9uZTx6kb9ecujMHWiVuQWpQoOXbX4NhTNKICk04VqrvOon2Miw1I5zOKoNU0QSTCR7RvqECR1R52Tz4DJ0aZYjCWJonNJqrvzcyHCk1jQIzmcdUy14u/uf1Ux1eehkTSaqpIItDYcqRjlHeAhoySYnmU0MwkcxkRWSMJSbadFUxJbjLX14lnfO669Tdu4ta86qoowzHcAJn4EIDmnADLWgDgRSe4RXerCfrxXq3PhajJavYOYI/sD5/AAPck04=</latexit><latexit sha1_base64="MaHyZ8O5JBQMZMlQrGqlj+Lr55Q=">AAAB+HicbVDLSsNAFL2pr1ofjbp0M1gEVyURoS6LbtwIFewD2hgm00k7dDIJMxOhhn6JGxeKuPVT3Pk3TtostPXAwOGce7lnTpBwprTjfFultfWNza3ydmVnd2+/ah8cdlScSkLbJOax7AVYUc4EbWumOe0lkuIo4LQbTK5zv/tIpWKxuNfThHoRHgkWMoK1kXy7OoiwHhPMs9uZTx6kb9ecujMHWiVuQWpQoOXbX4NhTNKICk04VqrvOon2Miw1I5zOKoNU0QSTCR7RvqECR1R52Tz4DJ0aZYjCWJonNJqrvzcyHCk1jQIzmcdUy14u/uf1Ux1eehkTSaqpIItDYcqRjlHeAhoySYnmU0MwkcxkRWSMJSbadFUxJbjLX14lnfO669Tdu4ta86qoowzHcAJn4EIDmnADLWgDgRSe4RXerCfrxXq3PhajJavYOYI/sD5/AAPck04=</latexit><latexit sha1_base64="MaHyZ8O5JBQMZMlQrGqlj+Lr55Q=">AAAB+HicbVDLSsNAFL2pr1ofjbp0M1gEVyURoS6LbtwIFewD2hgm00k7dDIJMxOhhn6JGxeKuPVT3Pk3TtostPXAwOGce7lnTpBwprTjfFultfWNza3ydmVnd2+/ah8cdlScSkLbJOax7AVYUc4EbWumOe0lkuIo4LQbTK5zv/tIpWKxuNfThHoRHgkWMoK1kXy7OoiwHhPMs9uZTx6kb9ecujMHWiVuQWpQoOXbX4NhTNKICk04VqrvOon2Miw1I5zOKoNU0QSTCR7RvqECR1R52Tz4DJ0aZYjCWJonNJqrvzcyHCk1jQIzmcdUy14u/uf1Ux1eehkTSaqpIItDYcqRjlHeAhoySYnmU0MwkcxkRWSMJSbadFUxJbjLX14lnfO669Tdu4ta86qoowzHcAJn4EIDmnADLWgDgRSe4RXerCfrxXq3PhajJavYOYI/sD5/AAPck04=</latexit><latexit sha1_base64="MaHyZ8O5JBQMZMlQrGqlj+Lr55Q=">AAAB+HicbVDLSsNAFL2pr1ofjbp0M1gEVyURoS6LbtwIFewD2hgm00k7dDIJMxOhhn6JGxeKuPVT3Pk3TtostPXAwOGce7lnTpBwprTjfFultfWNza3ydmVnd2+/ah8cdlScSkLbJOax7AVYUc4EbWumOe0lkuIo4LQbTK5zv/tIpWKxuNfThHoRHgkWMoK1kXy7OoiwHhPMs9uZTx6kb9ecujMHWiVuQWpQoOXbX4NhTNKICk04VqrvOon2Miw1I5zOKoNU0QSTCR7RvqECR1R52Tz4DJ0aZYjCWJonNJqrvzcyHCk1jQIzmcdUy14u/uf1Ux1eehkTSaqpIItDYcqRjlHeAhoySYnmU0MwkcxkRWSMJSbadFUxJbjLX14lnfO669Tdu4ta86qoowzHcAJn4EIDmnADLWgDgRSe4RXerCfrxXq3PhajJavYOYI/sD5/AAPck04=</latexit>

more privacy less privacy

US Census Dataset

Main Result:  The CPWL-dynamic programming versions produces less errors  
                  than the QP counterparts violating no constraints


