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Loan predictions
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Key concerns

President Biden Signs

Executive Order Advancing '
Racial Equity and A O %?TOUSE
Imposing Equity Principles

on Government A.l.
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Privacy Fairness
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Key concerns

Privacy
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Differential Privacy has become the paradigm of
choice for protecting data privacy.

Deployments are growing at a fast rate.

Google testing new differential privacy strategy
with Gboard for And

Miller -

Chanc

Facebook Outlines New Differential

Uber's New Tool Lets Its Staff Know Less About You

The controversial ride-sharing service is making a push for "differential privacy," a method that masks users' individual data.

Data---But Not YourData ~

At WWDC, Apple name-checked the statistical science of learning as much as possible about a group while learning as little as
possible about any individual in it.




Key concerns

Fairness

Privacy
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Disproportionate impacts in decision making

Title 1 al

* [itle |

e |nthe-

lotment

of the Elementary and Secondary tducation Act 1s one of the largest U.S. program

offering educational assistance to disadvantaged children.

SEVErd

e Allotment:

count of children 5 to |/ In district |

def x- o ao
Pf(x) = .
() (Zie[nj Xj - ﬂi)

types of grants.

iscal year 2021 alone, it distributed about $1 |./ billion through

Districts receiving up
to 42K less
than warranted

\
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student expenditures In district |
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Disproportionate impacts In learning tasks

Gender and age classification on facial images Sentiment analysis of tweets
Accuracy vs Model type DP model accuracy relative Accuracy vs Model type
to non-DP 1004
100 vs Subgroup size
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e Accuracy on subgroup . T
0 - 016 : . , . : eps=8.99 eps=3.87
on-DP eps=9. eps=5.69 0 1000 1500 2000 2500 3000 (S=1, z=0.7) (S=1, z=1.0)
(S=1,2z=0.8) (S=1, z=1.0)
Model Model

As the privacy increases the
accuracy disparity of the
learning task increases
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Societal impact

The resulting outcomes can have significant
societal and economic iImpacts on the
involved individuals:

e (Classification errors may penalize some
oroups over others In Important
determinations including criminal
assessment, hiring, or landing.

* Biased decisions can result in disparities
regarding the allocation of critical funds,
benefits, and therapeutics.

While these observations are becoming
more apparent their causes are still largely
understudied.
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Setting and talk outline
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Preliminaries
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Fairness impacts of DP Fairness impacts
In decision making of DP in learning
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Counting and Stats Publishing




US Census data collection

Enumeration of the total population living the US

U .S. 308,7-@5,538

POPULATION
GROWTH

Gender

132,164,569

38,558371
3,929,214
1790 1870 1940 2010
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US Census data collection

Accurate count is important

e Used to apportion multiple federal funding streams.

e $665 billions allocated to |32 economic security
programs (2022) other than health insurance or
soclal security benefits.

B

Supplemental
® Nutrition
Assistance
Program

Highway Planning and Construction

M Gained
& Lost
»» B No Change

Determine the number of seats that states get In
the US House of Representatives.

Ferdinando Fioretto | UVA 13



US Census data collection

Privacy iIs required by law

Because of the importance to have accuracy count
congress makes the data collection mandatory.

Trtle |3: Census Is required to retain data confidentiality.
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Census files are removed from
state and local control.

Still, results could be bought, and
the superintendent could provide
lists of names and details to any
municipal government.

1st tabulating machine
brings automation.
Number of detailed data
tables grows along with
indirect disclosure risk.

—

1890

Potential for jail time
for census takers
who publish or reveal
information.

President Taft
promises
confidentiality.

1st law protecting
business data
from indirect
disclosure.

Early censuses had no legal privacy protections.

In fact, census takers (U.S. marshals at the time) were
required to post census lists in the town square for local
review. There were no restrictions on information sharing.

Businesses are assured their answers wil be confidential.
Due to dismal response rates in earlier censuses of manufactures,
marshals were instructed to provide assurances about privacy of

these responses

New law bans census takers
from disclosing business and
property responses.

Census takers and clerks face
stiff fines if they break their
oath of secrecy.

1880

Responses shared for World War | military
draft and other purposes. Despite Taft’s
assurances, law allows Census Bureau
director to share at his discretion.

(1916-1918)

1st statistical efforts to prevent
indirect disclosure of business data.
Census Bureau specialists “eyeball”
data tables and manually hide
(suppress) suspicious data or combine
(compress) it into larger categories.

1st off-site Data swapping,
census research “blank and impute”
facility protections added.

Secure facilities
allow controlled
access to data.
(1994)

enable fewer whole-
table suppressions.

Published data
expands to include
block-level data.
The new protection
methods lower
indirect disclosure
risk.

New protections added
against growing Internet
threats.

More precise methods

Supreme Court
rules that census
address lists are
information

1982).

to more tables.

“Differential privacy”
is born.
Data scientists create

protected confidential

(Baldridge vs Shapiro,

Suppression extended

New law ends sha

Census records ca
longer be bought.

Census Bureau
stops publishing
small-area data.
The reason: It
can’t prevent
indirect
disclosure.

sale of census records.

or your descendants can
access your records. (1929)

Last census conducted by
U.S. marshals.

Future censuses
conducted by dedicated
census takers subject to
Census Office quality and
privacy demands.

ring and Second War Powers
Act overturns

n no protections in the
Only you name of the war

effort. (1942)

1st census extending
indirect disclosure
protections to
published “people”
data. New law requires
Census Bureau to

identify and hide at- Second
risk data about people. War Powers
Act expires.

Law strengthened,
loophole closed.

Officially remove Census
Bureau director’s discretion
to grant disclosure
exceptions. (1976)

Whole-table suppression
The 1970 Census
suppresses whole data
tables to protect small-
area data about people
and housing.

@—"— 1980) B s

Rounding, top-coding, and
more technigues added.

1st census results
published online.
The Internet democratizes
access to census data

but also introduces new
indirect disclosure threats.

CUnited States®

ensus

census.gov
eassssssss— Bureau

new algorithm-based,
anti-disclosure protection
method to combat digital
age threats. (2006)

Census Bureau
publishes world’s
1st differentially
private data set.
Enables publishing
of commuter flows
in “OnTheMap”
data tool. (2008)

Last census to use
ad-hoc privacy
protections.
Differential privacy
is too new for 2010
Census use.

Announcement: 2020

Census to use differentially

private protections.
(2017)

(7)
LW N

“72-year rule”

New agreement with
National Archives (later
codified into law) restricts
public release of census
records for 72 years. (1952)

Statistical purposes only
Federal court rules government
can’t access census data

for nonstatistical purposes
(US v. Bethlehem Steel Corp.,
1958).

@i
j
/

Census study confirms digital age risks.

traditional safeguards. (2019)

new privacy system. (2020)

-—— @ —o0-0eo-

U.S. Department of Commerce
U.S. CENSUS BUREAU

1st census
responses not
posted publicly.
Superintendent
instructs marshals
to consider all
communication
“relative to the
business of the
people” as strictly
confidential.

1st computer
automates
tabulations.

With automation
comes new detailed
tables and with
those, greater

risk of indirect
disclosure.

1st microdata
research files
Allow researchers
to generate their
own data cross-
tabulations. Punch
cards give way to
magnetic tapes
after the 1960
Census.

Census privacy
laws consolidated
in Title 13, U.S.
Code.

Courts have
repeatedly

upheld Title 13’s
protections.
Results can’t be
shared with anyone
for nonstatistical
purposes. (1954)

New policies tighten restrictions on data releases.
Data products must be protected by interim safeguards. (2018)

Simulation shows unacceptably high exposure using

2020 Census data products will be
protected using differential privacy.
World'’s first large-scale application of

To learn more search “Disclosure Avoidance” at census.gov.




Reconstruction Attacks

United States” | U.S. Department of Commerce
Economics and Statistics Administration
Ce n S u S U.S. CENSUS BUREAU G ——
e Bureau | census.gov

308,745,548 people in 2010 release which |
implements some “protection” Commercial databases

Linkage Attacks — Results from UC Census:
e (Census blocks correctly reconstructed in all 6,207,027/, inhabrted blocks.
* Block, sex, age, race, ethnicity reconstructed:
e [Xxactly:46% of population (142M).
e Allowing age +/- | year: /1% of population (219M).
* Name, block sex, age, race, ethnicity:

e Confirmed re-identitication: 38% of population.

Ferdinando Fioretto | UVA El@ Ramachandran et al. 2012 _;]@ McKenna et al. 2018




Differential Privacy

Definition

A randomized algorithm &f is e-differentially private if, for all pairs of inputs Dy, D,, differing in
one entry, and for any output O:

Pr|
Pr|

- < exp(e)

Pr[A(D;) = O] » ratio < exp(€)
Pr[A(Dz) £

Inturtion: An adversary should not be able to use output O to distinguish between any Dy and D2

. . |
Ferdinando Fioretto | UVA =@ Dwork et al. 2006



Differential Privacy

Notable properties

* Immune to linkage attack: Adversary knows arbitrary auxiliary information.

e Composabillity: If A; enjoys g;-differential privacy and A, enjoys &,-differential privacy,
then, their composition A(D), A,(D) enjoys (&, + &,)-differential privacy.

e Post-processing immunity: If A enjoys e-differential privacy and g Is an arbitrary data-
independent mapping, then g o A s e-differential private.

DP algorithms rely on randomization

ti - P(x
Sensitive data Private data (x)

X+

Ferdinando Fioretto | UVA 17
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Fairness in downstream decisions
Setting

Allocation problem Decisions

Fairness
impact

.

Analyze the unintended fairness impacts of a DP data-release mechanism to the
outcome of a decision problem.

| Allotment problems: which distributes a finite set of resources to some entity.

2. Decision rules: which determines whether an entity qualifies for some benefit.

Ferdinando Fioretto | UVA —9@ Fioretto al. | CAL202 |




Fairness in downstream decisions
Setting

Allocation problem Decisions

P(%)

o

Fairness
impact

P
blease

/1N
T
<

Definition (a-Fairness). A data-release mechanism M is said a-fair w.r.t. a problem P If,
for all datasets x € X and all i € [n]

(P, M, ) = max
j€[n]

BL(M,x) — ng(./\/l,a:)| < o

Ferdinando Fioretto | UVA —9@ Fioretto al. | CAL202 |
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Disproportionate impacts in downstream decisions
Title 1 allotment

 Even a simple allocation rule, applied on top of noisy data may produce biased decisions
with significant fairness Issues.

Districts receiving up

e [hisistrue even if the DP mechanism Is unbiased (no post-processing)! fo 49K less

than warranted

e Allotment: le=>

1.50- e=0.001/ [100 <
count of children 5 to |/ In district | —0.0 S
= 1.00- €=V, _ x
\ X 60 A
N 5 7
F .y def X; |- a4 S 0.50- 130 3
PZ (x) — _ . . :-E- 000_ _________________________________________ _O §
Zie[n_ Xi 1 QQ ' Vi =
/! :
—0.66 | 45

student expendrtures in district | 101 102 103 10*
school district size

Ferdinando Fioretto | UVA —9@ Fioretto al. | CAL202 |




Shape of the decision problem

First key result

* Theorem (informal): It is the “shape™ of the decision problem that characterizes the
unfairness of the outcomes, even using an unbiased DP mechanism.

e [he problem bias can be approximated as (when P; Is at least twice differentiable):

Bp(M,x) = E[P;( = x + )] — P;(x) * ke g '
1 ~ N;
~ —H P, 5
2 (@) Vaf\[n] entities with :
/1 \ high errors N EE;
_ocal curvature of ~ Variance of the "'.
broblem Pi NOISYy INput entities with B

(depends on ¢) low errors

* Fairness can be bounded whenever the problem local curvature Is constant
across entrties, since the variance Is also constant and bounded.

Ferdinando Fioretto | UVA _;]@ Floretto al. [|CAIL:202 | _;]@ Tran al. NeurlPS:202 |
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First key result

* Theorem (informal): It is the “shape™ of t

Shape of the decision problem

ne decision problem that characterizes the

unfairness of the outcomes, even using ar

unblased

DP mechanism.

e [he problem bias can be approximated as (when P; is at least twice differentiable):

Bh(M,z) =E[Pi(Z =z +1)] — P
~ %I—IPi(m) x Var[n|
V. \

broblem P NOISY INput
(depends on €)

i()

ocal curvature of Variance of the

A data release mechanism M is a-fair w.rt. P
for some finite a, it for all datasets x, exists
constants lel cR,ie|[nljlelk])

(HP)jy(x) = ¢y (i € [n] j,1 € [K]).

* Corollary: (Perfect)-fairness cannot be achieved if P is any non-linear function, as in

the case of the allocations considered.

Ferdinando Fioretto | UVA _;]@ Floretto al. [|CAIL:202 | _;]@ Tran al. NeurlPS:202 |

23



Disproportionate impacts in downstream decisions
Minority language voting rights

e The Voting Rights Act of 1965 provides a body of protections for racial and language minorities.

e Section 203 describes the conditions under which local jurisdictions must provide minority language voting
assistance during an election.

* Jurisdiction | must provide language assistance (including voter registration, ballots, and instructions) ift
decision rule PlM(x)retums true with:

Misclassification implies _0.01
+ < 5th grade education potentially S
5 disenfranchising m €=0.1
L-/ : £=1.0
dof P . yoP€ 2 0.4 -
PM(x)= | & >0.05Vx;" >10* | A= >0.0131. =
N
*i X" @Q 0.2-
/
no. of ppl in i speaking - | | 102 103 10* 10°
minority language s + limited English proficiency Dist. from threshold
sorted x°

Ferdinando Fioretto | UVA -9@ Fioretto al. | CAL202 |




Fair Decision Rules

Ratio Functions

Sp

spe
X; P

X.
PZM(x)dZQf(>O.05\/xfp>1O4)/\ L >0.0131.

Sp
]

xS

j X

4
o LOVing COI/lnly, TX’ Whel‘€ xsp/XSZ 005 = %
30
® Terrell county, TX, where wp/xs= 0.05 = 600
o xsplXs = U. = 22ns
nion county, » WNETC xsp/ X 3305

Minority Language Voting Rights

0.0530
-=-=Threshold
—— ADbs Bias
x>P
0.05151 X ® =
X5P
X E[)?—s]
0.0500 @~ —==========—~- - -
10° 103

* Theorem (informal): The perturbation induced by the DP mechanism affects
more the county with lower numerator / denominator.

Ferdinando Fioretto | UVA —9@ Fioretto al. | CAL202 |
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Fairness composition

Minority Language Voting Rights
Second key result

0.010
Pl
— 0.008 - p?
; 0.006 - o
dof xSP ; Spe =~ 0.0041
PM(x)= ? >0.05Vx;" >10% | A xZSP >0.0131. Qo
! / _ 0.000 — ' . , ' ' -
0 1 2 3 4 5 6
County Index
L y
pl (xSP) — ]l{xSP > 104} e Small bias when considered individually
\4 * However, when they are combined using
2(SP ~Spe\ _ xSpPe 131 ogical connector A, the resulting absolute
P (x 7 X ) ]l{ 7 > 0.013 } nias Increases substantially, as illustrated by

the associated green circles.

* Theorem (informal): The logical composition of two @;- and a,-fair mechanisms Is a-fair
with @ > max(a;, ,).

* [he unfairness induced by “composing’ predicates Is no smaller than that of their individual
components.

Ferdinando Fioretto | UVA -9@ Fioretto al. [JCAL202| 26




Shape of the decision problem

Important conclusion

Using DP to generate private inputs of decision
problems commonly adopted to make policy
determination will necessarily introduce fairness
Issues, despite the noise being unbiased!

Ferdinando Fioretto | UVA



Mitigation solution

Fair allocations

* Note that the observed issues are not data-driven, but problem-driven.

* Corollary: If P s a linear function, then mechanism M is fair w.rt. B

* Linearizing the allotment problem — General idea: Given a problem P; derive a linear

approximation P; of P;

Redundant data release \)

Falrness bound

1.001
Xi

Zie[n] X; - a; @ 0.10°

*

/ !

: : : 0.01;
Release its (noisy) version

N w I U
missallocation USD x 1000

0.001
as a constant

Ferdinando Fioretto | UVA  [E)y Fioretto al. ICAI2021 [Fp Zhu al. AAAI02

0.01

0.1

o

MAE * 1le-6

Mean Abs Error

100.00

10.00;

1.00+

V

V

0.001

0.01

0.1
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Mitigation solution

Fair Decision Rules

e Much more difficult scenario. But we could resort to the linear approximation trick again.

X
| Partition dataset into groups x*? Sp4/ T spe
. | M def [ X L 5P o104 | A i
2. Train subgroups using features x PV (x) = 5 >0.05Vx;" >10% | A~ >0.0131.
using a linear classifier i X

1

3. Use the parameters of the proxy linear single Proxy Function
model LR(x) or SVM(x) to make a

Piecewise Proxy Function

decision i.e., to approximate PM .
0.5 __| 00 (20,35) (40,75) (80,150) (155,300) (305,585)
Result summary: Fairness violation P()
decreases substantially, within LR(%)
each subgroup. 0.0+ SVM(Z)
(605,1200) (1215,2360) (2420,4750) (4940,9610)

x°P range in each group

Ferdinando Fioretto | UVA  [E)y Fioretto al. ICAI2021 [Fp Zhu al. AAAI02
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DP Post-processing




DP data release with post-processing

(Post-processed)
Private data

. Apply noise with appropriate parameter @ = @ 4 Noise

Ferdinando Fioretto | UVA
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DP data release with post-processing

(Post-processed)
Private data

Cl Cg Cg C4

Hisp. Other Hisp. Other
18+ 18+ <17 <17

|. Apply noise with appropriate parameter & = @

2. Post-process output X to enforce consistency

(@) : argmin ||v — x||2 2| [oz] ez
veEK 2 3 4
Hisp. Other Hisp. Other Hisp. Other Hisp. Other
, , : 18+ 18+ <17 <17 18+ 18+ <17 <17
with feasible region defined as recion fecion 2

/C{fv ZviC,fv>O}
i=1

Ferdinando Fioretto | UVA
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DP data release with post-processing

(Post-processed)
Private data

Cl Cg Cg C4

Hisp. Other Hisp. Other
18+ 18+ <17 <17

|. Apply noise with appropriate parameter & = @

2. Post-process output X to enforce consistency

(@) : argmin ||v — x||2 2| [oz] ez
veEK 2 3 4
Hisp. Other Hisp. Other Hisp. Other Hisp. Other
, , : 18+ 18+ <17 <17 18+ 18+ <17 <17
with feasible region defined as recion fecion 2

/C{fv ZviC,fv>O}
i=1

Ferdinando Fioretto | UVA
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DP data release with post-processing

(Post-processed)
Private data

|. Apply noise with appropriate parameter & = @

2. Post-process output X to enforce consistency

mic(@x) : argmin ||[v — x||2
velk

with feasible region defined as

/C{fv ZviC,fv>O}
i=1

Ferdinando Fioretto | UVA

Ci| |C2| | Cs| | O

Hisp. Other Hisp. Other
18+ 18+ <17 <17

/ / Vs
/N
! {
.T.l / : 6112\\
A

c| [cl| ¢! ¢t c2| |e2| | 2| ¢

Hisp. Other Hisp. Other Hisp. Other Hisp. Other

18+ 18+ <17 <17 18+ 18+ <17 <17
Region 1 Region 2
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DP data release with post-processing

(Post-processed)
Private data

Cl Cg Cg C4

Hisp. Other Hisp. Other
18+ 18+ <17 <17

|. Apply noise with appropriate parameter & = @

2. Post-process output X to enforce consistency

(@) : argmin ||v — x||2 2| e N
veEK all ) Il
Hisp. Other Hisp. Other Hisp. Other Hisp. Other
: : : 18+ 18+ <17 <17 18+ 18+ <17 <17
with feasible region defined as recion fecion 2
n
K=<wv v, = C,v >0 . o .
{ | ; 7’ B } Satisfies DP due to post-processing immunity

Ferdinando Fioretto | UVA
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DP post-processing

Error and bias

50 A
6 [8 ]3] o
~ 8 30
&1 O 54
f
0
Cl Cg 03 C4 5 40 A
Hisp. Other Hisp. Other 0 20-
Bs 18s 17 <17 Laplace e
>
- T
/ \\ mechanism 2
o
-40
02
_ 40-
o)
Ci| | Cy b3 C4 Cl C3| | C5| CF E 20 1
Hisp. Other Hisp. Other Hisp. Other Hisp. Other 7‘[>0 = argmin ||'v — j’j” ) T oA
18+ 18+ <17 <17 18+ 18+ <17 <17 — > 3
v>0 2 51
Region 1 Region 2 Q
o _40
412 [1 3 2‘6‘2| s o
111]
k. = argmin ||[v — %||p , Kg = {v € R" | Zvl = S,v; > 0}, E oﬁ&ééii&iﬁiaaﬁgaaﬁmg I v e S
vEKS 0 -20- [ 1
d Il l
ad
-40
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DP post-processing

Error and bias

Count

Observe that post-processing reduces the errors.

Laplace
However, it Increases unfairness! mechanism

IResiduaIError

7T>0 = argmin ||v — %||2
v>0

IResliduaIError

i, = argmin ||[v — %[, Ks={v € R" | } v; =5,v; >0},
vEKS i

IRe:::iduaIErr'or

Ferdinando Fioretto | UVA [Sfp Zhu et al. AAAI2021  [S Zhu et al. JCAI2022



Bias of post-processing

Key result

* Thm (informal): The bias Is caused by the presence

Cy

f

Ci| |Ca| | Cs| | Cy

Hisp. Other Hisp. Other
18+ 18+ <17 <17

- 9 \\

Cl Cz 4 Cz C?? CZ
Hisp. Other Hlsp Other Hisp. Other Hisp. Other
18+ 18+ <17 <17 18+ 18+ <17 <17
Region 1 Region 2

iy'e

Ferdinando Fioretto | UVA

vEKS

_9@ Zhu et al. AAAI02 |

7T>0 = argmin ||v — %||2
v>0

= argmin ||v — %|2 , Kg = {v € R" | sz—S v; > 0},

=l Zhu et al. JCA2022

| Re§idual Error

IReslidual Error

| Re§idual Error

of non-negativity constraints!

38



Quantifying bias in post-processing

Theorem: Suppose that the noisy data X is the output of the Laplace mechanism with scale A. The bias of the
post-processed solution 1tx-+ of program (L) is bounded, in lo, norm, by

~ —Tm n_] ('rm)i
1B (M, ) o = [ b (8) = < € -oxp () - 1 70

where C' represents the value sup,,_ -+ ||v — X|| o, Which is finite due to the boundedness of the feasible regioMJC ™.

— — = Laplace Residual - ~ Post-Processed Residual
- | Noshit Shift of 5 Shift of 15
There is an £;-ball of radius r,, = min x;
2. . L Lol
and centered In X which Is a feasible
o subspace where there is no bias.
£ Shifting increases the value of r,, and
- ‘ the bias progressively disappear.

Ferdinando Fioretto | UVA (S} Zhu et al. AAAI2021 (Sl Zhu et al. JCAL2022



Practical considerations

* Post-processing reduces the variance of the noise differently in different “regions’.
Regions with many subregions (e.g., counties, census blocks, etc.) will have more variance
than regions with few subregions.

* |t creates situations where counties will be treated fundamentally differently in
decision processes.

— — — Laplace Residual Post-Processed Residual Aggr‘ega‘tiﬂ g ‘[‘_he counts for \/arlance
Zzz No Shift Shift of 5 Shift of 15
Arizona (pop: 2.3/ML inl5 counties)  186.67/
\ \ Texas (pop: 8.89ML In 254 counties) 2000
~6.5% difference
which may affect allocations!

Ferdinando Fioretto | UVA ?@ Zhu et al. AAAI202 | ?@ Zhu et al. [JCAI:2022 40



DP post-processing

Important conclusion

Although post-processing requces errors,
its application to policy determinations
should take into account fairness ISSUesS.

Ferdinando Fioretto | UVA
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Fairness impacts
of DP in learning

What’s next?
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Fairness in DP learning tasks
Sensitive data M ~

o[¢

Fairness
impact

 (Given a dataset consisting of data points (X, A;, Y;) the goal is to learn a classifier f, that
ouarantees privacy of the individual data points and the learning task minimizes

. I«
ngnL(H;D) == izzlf(fe(xi), Y;)

* Fairness focuses on the notion of excessive risk: R(0,D) = Eg [L(é;D)] - L(6"; D),
and I1s measured with respect to the excessive risk gap
£a = |Ra(0) — R(O)
U N
Ferdinando Fioretto | UVA group-level population level




DP Stochastic Gradient Descent

Sensitive data

predictions Loss

SV A, Y)

§=Vy /(Y. Y) “—__|

M
D

%Z |. Clip g'in &, ball of size C
2. Add noise from /V(O,IC20'2)
dlipped g 3. Average gradients g's in a mini-batch

4. Update parameters @

Ferdinando Fioretto | UVA
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Fairness issues in DP-SGD

Theorem: Consider an ERM problem with twice differentiable loss w.rit. the
model parameters. [he expected loss of a group a at iteration t+1 Is:

2

8 [L(01413:Do)] = L(6r; Do) —n(gp,- 9p) + % 2 | g3 H{ g5
) non-pri;;zte term ]
+1({9p,-9p) —{9p,gp)) + %2 (j [§£H?§B] —E [gﬁﬂfgg]) (R7")
) private term due to clipping -
+ %2 Tr(H{)C*o~ (Ruoise)

- 4

—

private term due to noise

+ O(|0:4+1 — Ht”?,),

where the expectation is taken over the randomness of the private noise and the mini-batch selection,
and the terms gz and gz denote, respectively, the average non-private and private gradients over
subset Z of D at iteration t (the iteration number is dropped for ease of notation).

Ferdinando Fioretto | UVA El@ Tran al. NeurlPS:202 |




Why clipping causes unfairness?

Gradient norms and excessive risk

Ferdinando Fioretto | UVA

2

2

+ (g, 90) — {9, G0)) + = (E|gh Higs| -

s [ggﬂfgg])

_;]@ Tran al. NeurlPS:202 |

private term due to clipping

(RS"™)
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Why clipping causes unfairness?

Gradient norms and excessive risk

Ferdinando Fioretto | UVA

Negligible impact 021

0.3

0.1

0.0
, \
+1n({gp,-9p) —{9p.>Gp)) + B3 3 ‘5 rgB| —

Bank

100 C;go

[915151 (éﬁ;i):lOnS (Rq

_;]@ Tran al. NeurlPS:202 |

private term due to clipping
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Why clipping causes unfairness?

Gradient norms and excessive risk

Negligible impact
2

73((@, gpn) —{9n/- Gn)) + % (E|ghH{gs| - E [ggﬂfgg]}

private term due to clipping \

Crucial Proxy to Unfairness (due to clipping)

Theorem (informal):‘Gradient flow affects
the excessive risk (unfairness) of the
iIndividuals and groups.

Ferdinando Fioretto | UVA g@ Tran al. NeurlPS:202 |

Bank
0.3] - Rglip
_____ D,
0.2 RCP
O
0.1
0.01 | | |
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g Group b Group b
s | |
P r\/\

_— |
O
GRE . ~—

0 100 200 0 100 200
v | — Group a — Group a
0 Group b Group b
v \/\

Q
> i 4
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O | A
X
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Why clipping causes unfairness?

Gradient norms and excessive risk
Impact of gradient clipping

* When clipping, the smaller C, the higher Is the information (Bank dataset)
loss of the average gradients that are backpropagated. G{g;%; = Groupb
C 1.00- | \0—01
5 o> S 0.75 —
A g\o\ 5y o> Z
7,¢ 3 JAGIRNS T 0.50 C=5 oo 001
C / ,"' 6 0.25- \\ S CéOJ
""""" | C...AT 0.00 1, | ' —t 105
clipped 8 clipped g = C=0.001~
L.
0
v
2 cooq  C=0.001
Theorem: Let p, = |D:|/|p| be the fraction of training samples ﬁ 0.5, C5 ¥
in group z € A. For groups a,b € A, R°™® > thp whenever: O \ C=0
p2 5 p2 L 0.0- | . . . ‘:I\C=5
a b 0 50 100 150 200
lgo. (pa B 7) 2 50+ lgo, | (1 TP 7]' lterations
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Why noise causes unfairness in DP-SGD?

2

+ % Tr(H{)Co~* (Ruoise)

N 4

—

private term due to noise

Ferdinando Fioretto | UVA g@ Tran al. NeurlPS:202 |
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Why noise causes unfairness in DP-SGD?

Distance to the decision boundary and excess risk

Correlation between Hessian trace and
closeness to the decision boundary
and Input norms

0.75 |

0.50 |

772 ; 25 |

+ ?'I'r(I—I?)CZ()'2 0.25 |

0.00

N 4

-

Correlation

private term due to noise

-0.25 —— Tr(H!) vs. d. boundary |
050 Tr(H:) vs. ||X]]
0 50 100 150 200

lterations
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Why noise causes unfairness in DP-SGD?

Distance to the decision boundary and excess risk

)72
> Tr(H¢)C*o*

- -

private term due to noise

Crucial Proxy to Unfairness (due to noise)

Theorem (informal): Individuals whose outputs
are close to the decision boundary will have

W traces (high local curvatures of the

Inturtively, the model decisions for samples which are
close to the decision boundary are less robust to the
presence of noise w.rt. samples which are farther away
from the boundary.

Ferdinando Fioretto | UVA El@ Tran al. NeurlPS:202 |

Correlation

Correlation between Hessian trace and
closeness to the decision boundary

0.75]
0.50;
0.25;
0.00
—0.25

—0.50

and Input norms

[

|

—— Tr(H%) vs. d. boundary |

Tr(H) vs. ||X]|

50 100 150 200
lterations
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Mitigating solutions

Modify training so to equalize the factors affecting the excessive risk due to
clipping and to noise addition

\ T~

mgn L(0;D) + Z (’)/1 |<9Da — 3D, 9D, gD)‘ T 72 |T1’(H?) — Tr(Hf)D ’

aceA
y1=0,y2=0 vi=1lvy,=1
~ 0.4
%
. e
Majority group 2 0.3
>
[
N 0.2
>
w 0.1 ' /\
0.00 0.25 0.50 0.75 0.00 0.25 0.50 0.75

& &

Ferdinando Fioretto | UVA E‘@ Tran al. NeurlPS:202 | E‘@ Fioretto al. AAAI202 |
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Preliminaries
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Fairness impacts of DP
In decision making

Fairness impacts
of DP in learning
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Privacy and Equity of decision making

Need

Analyze the cost of traditional disclosure
avoldance technigues on public policy
decisions.

Challenges

How to compare traditional disclosure avoidance
technigues with modern techniques (DP).

@ Privacy

Bias and Variance

pJ% Fairness

Ferdinando Fioretto | UVA

ifferential Privacy

: United States® B
® Census !
2020 &

UNITED STATES DISTRICT COURT FOR THE

MIDDLE DISTRICT OF ALABAMA
EASTERN DIVISION

THE STATE OF ALABAMA, et al.,

Plaintffs.

V.

s !

UNITED STATES DEPARTMENT OF CASE NO. 3:21-cv-00211-RAH-ECM-KCN
COMMERCE:; GINA RAIMONDO, et al.,

Nefondantce

EE——

e = 0.5)

e =1.0)

e = 2.0)

e = 4.0)

Jppression (¢ = 0.5)
Jppression (¢ = 1.0)
Jppression (€ = 2.0)
Jppression (€ = 4.0)
ression

uality

0.8 1.0
R)
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Unfairness in Hardware Network Pruning

Pruning has a disparate impact on model accuracy

No Pruning Pruning 30 % Pruning 50 % Pruning 70 % Pruning 90 %

)
< 0.3

0" / 4 4 /
White Black AsianIndianOthers White Black AsianIndianOthers White Black Asian IndianOthers White Black AsianIndianOthers White Black AsianIndianOthers
Groups Groups Groups Groups Groups

Figure 1: Accuracy of each demographic group in the UTK-Face dataset using Resnetl8 [18], at the
increasing of the pruning rate.

Ferdinando Fioretto | UVA g@ Tran al. NeurlPS$:2022




Unfairness in Hardware Tooling

ON THE FAIRNESS IMPACTS OF HARDWARE
SELECTION IN MACHINE LEARNING

A100 B V100 A100 B V100

'}-};{.%:.___::-

Accuracy Difference
o
|
| "I
1
1
'i
Accuracy Difference
o
o
|
1l

-10 — - -7.5 — -
| | | | | [ | [ | | I
White Black Asian Indian  Others car frog plane ship cat dog

Figure 1: A training model (ResNet34) with the same parameters (random seeds, epochs, batch-size)

on different hardware can have vastly different performance results, especially for minority groups
(dark colors). The reference hardware is T4. Left: UTK-Face, Right: CIFAR-10.

Ferdinando Fioretto | UVA
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Conclusions

Unintended effects of DP on decisions and learning tasks

* Motivated by the use of rich datasets combined with black-box algorithms

* Proved that several problems with significant societal impacts

(allocation of funding, language

assistance) exhibit inherent unfairness when applied to a DP release of the census data.

Decision making: Characterized the conditions for which these problems have
ae © &A & finite fairness violations anc suggested guidelines
~— :)

broblems or on the mechanisms to mitigate the

to act on the decision
falrness issues.

5 “ ola  Machine Learning: Characterized the reasons for DP to disproportionately
P4 affect the accuracy of learning tasks and proposed mitigating solutions.
* Exciting research direction that requires close cooperation between multiple areas ana

Ccan

transtorm the way we approach ML and decision making -

more alished with societal values.
Ferdinando Fioretto | UVA

0 render these algorithms



Discussion

 |[n ML, there is often a trade-off between  Policy considerations:
accuracy and fairness. Can you think of
examples where this trade-off is evident? How * Discuss the ethical implications of not
should it be managed? addressing fairness and privacy in Al systems.

Who is most at risk?

* Trade-offs: \When and when not DP may lead | | |
to fairness issues in Al models? How can these * What role should policy and regulation play in

trade-offs be balanced or mitigated? ensuring fairness and privacy in Al?

 Impact of DP on Data Representation: Can
DP affect representation of minority groups in
datasets?

* Role of Differential Privacy in Bias Mitigation:
How can differential privacy be used as a tool
to mitigate bias in Al models?

« How does the concept of fairness intersect with
other performance metrics of a model? Is it
possible to achieve high fairness without
sacrificing other metrics?

UNIVERSITYsf VIRGINIA
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DP Post-processing

Mitigating solution

Definition 4 (Projection onto Simplex Mechanism (PoS)).
The projection onto simplex mechanism outputs the alloca-
tion as follows.

~

TTPoS (ZE) = argeinnin H’U o PF (j)HQ (PPOS)

Theorem (informal). For any DP dataset X the PoS

mechanism generates the unique optimal solution to

program
K

() = arg min H’U—PF (53)“\__\ (P,)

o
veA,

which closely approximate the optimal post-
processing mechanism

= min ||Eg|7(Z) - P (a':)]H‘__\

WEHAn

Ferdinando Fioretto | UVA

Privacy Budget € = 0.01 Privacy Budget € = 0.1

Mechanism 7pg

Mechanism gy,

107

107° 1073

True Allocation P* (x)

107

107° 1073

True Allocation P! (x)

Privacy Budgets e =0.1 e = 0.01 e = 0.001

Mechanisms TBL TPoS TBL TPoS TRBI, TPoS
a-fairness 3.00E-07 1.50E-07 | 1.70E-05 1.75E-06 | 8.06E-04 2.23E-05
Cost of Privacy | 1.62E-05 1.41E-0S5 | 1.33E-03 1.04E-03 | 5.90E-02 3.49E-02
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Properties of the training data



Warm up: output perturbation

Input norms

» Adds Gaussian noise /V(O, Abzﬂ 02) to the optimal model parameters 6*

* Thm:For ¢ twice differentiable convex functions, the excessive risk gap is approximated as

1 g R
£~ EAgaz Tr(H{) — Tr(H,)|,
Vi N R

privacy parameters  local curvature of the losses 0.6
» Groups with larger Hessian traces may have larger ER compared X 0.4

to those with smaller Hessian traces =
$ 0.2

» Corollary: Consider the ERM for a linear model f,(X) = 0'X with &

5 loss. Then output perturbation cannot guarantee pure fairness 0.0

* The Hessian of the ¢, loss for a group depends solely on the input norms
of the elements in D y
a  Tr(Hy) = _XNDaTr(XXT) = Ex.p IIX [

Ferdinando Fioretto | UVA _9@ Fioretto al. NeurlPS:202 |

= Tr(H?) =10.0
Tr(H?)=28.5
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Properties of the training data

Input norms

» Adds Gaussian noise /V(O, Abzﬂ 02) to the optimal model parameters 6*

* Thm:For ¢ twice differentiable convex functions, the excessive risk gap is approximated as

| correlation between input norms

r» 9 ) . s
Ea © iAg(T ‘TI‘(\H?) — Tr(H,)|, and excessive risk

/1 ~ R 0.4
privacy parameters  local curvature of the losses

—
w

» Groups with large iInput norms (often observed at the tail of the
data distribution) may lead to large Hessian loss values.

Correlation
(@)
N

©
-

0 2 4
* Corollary: For groups a and b, If their average group norms £
=X ~D |1 X || = -XbNDbHXbH have identical values, then output ’l\
perturbation with £, loss function achieves pure fairness. senerated using a large non-linear

(deep net) model!

Ferdinando Fioretto | UVA _9@ Fioretto al. NeurlPS:202 |
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The Census Data Release Problem

e GOAL: Release socio-demographic feature of
the population grouped by:

)1

| . Census blocks

L7 =1 Windham
l'olland -

/” Litchfield . | Hartford

2. Counties

.
——

3. States

4. National level

Fix)

PDF s 1n=05= 5 oo (<)) 130,824 +6 —)
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The Census Data Release Problem

e GOAL: Release socio-demographic feature of
the population grouped by:

| . Census blocks

2. Counties

\d - . { - atns |
L 'I | |
3. States [\ T
) / N e §
' nf-“~ ll" ": |’ s ‘~
- e "u ?_: . }- »J‘“-a \ '|
) ~ -' — f . :\ 1
 — ,-f\_"L

. New London)

4. National level

949 921 +¢s
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The Census Data Release Problem

e GOAL: Release socio-demographic feature of
the population grouped by:

| . Census blocks
2. Counties
3. States

4. National level
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The Census Data Release Problem

e GOAL: Release socio-demographic feature of
the population grouped by: (308_74|\/| +& s

| . Census blocks

2. Counties

3. States

4. National level
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The consistency iIssue

e Requirements: . 1
q 895.388:6 [161.5064E) ]
- Privaey 184,454+ [ -\ ! S 11667446

/. Hierarchical Consistency

3. Validity: The private values are non-negative

* Noise Is applied iIndependently to each
estimate

.% / . ‘ ', \17\
) cNew Haven| - - .
4 , { v
A e I o N —
T Y N ) 0269,033+64
. | ; g J : \ A
164,110+¢&3

* The noisy quantities at a“level” (e.g, state)
are Inconsistent with the sum of the
noisy quantities at the “children levels”
(e.g., counties of that state)
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